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MAIN POINTS

In recent decades, the internet in Russia (Runet) has been widely used as
a means of accessing information, a platform for social interaction and
an important part of the lifestyle of the Russian public, particularly among
younger generations. For a long time, it remained a relatively free space,
used primarily for entertainment and services, but also for the exchange
of opinions. Estimates from 2023 indicated that content from independent
media regularly reached between 6 and 9% of Russia’s adult population.

The growing importance of the internet and social networks, combined
with the increasingly authoritarian nature of Russia’s political regime, has
made the government more determined to restrict the freedom of Runet -
the segment of the internet under state jurisdiction.

Since the start of the full-scale war against Ukraine, the Russian author-
ities have undertaken increasingly effective efforts to censor the internet
and restrict citizens’ access to cyberspace. This is both a consequence of,
and a key element in, reinforcing the neo-totalitarian trajectory of domes-
tic policy. The years 2024-2025 marked a qualitative shift, characterised
by regular shutdowns of mobile and fixed internet access in selected
regions. During such periods, only websites and services that are on a gov-
ernment-approved list remain accessible. Efforts have also intensified to
replace foreign platforms and online services with domestic equivalents,
which are kept under full control of the security services.

The Kremlin’s goal is internet ‘autarky’: the creation of a self-contained
online ecosystem that satisfies users’ needs for information, entertainment
and public services, while isolating Russians from independent sources of
information and enhancing surveillance capabilities. This is intended to
facilitate large-scale, uninterrupted indoctrination of society and prevent
the self-organisation of discontented citizens via the internet. From the
authorities’ perspective, this represents one of the essential conditions for
ensuring the regime’s stability amid growing economic problems, the lack
of meaningful progress on the front line, and the rising social cost of the
war - especially in the context of the so-called State Duma elections sched-
uled for September 2026.

While a fully effective information blackout in Russia still appears unlikely,
the government’s actions are likely to result in a further increase in
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self-censorship and political apathy among internet users, as well as a sig-
nificant reduction in the reach of independent media. As a result, pre-
dicting the dynamics and scale of public protest is likely to become even
more difficult.



I. THE INTERNET AS AN ELEMENT OF SOCIAL LIFE
IN RUSSIA

The internet is widely used in Russia and forms an integral part of everyday
life for the population. By the end of 2025, 136 million people - around 94%
of the population - were online.! According to data from Mediascope, a com-
pany that monitors media trends, 84% of Russians accessed the internet daily
between January and March 2025, spending an average of 4 hours and 33 min-
utes online. The highest usage rate (92%) is recorded among those aged 12 to 54.
People aged over 65 use the internet far less frequently (48%) and for a shorter
duration - just over two hours.? The Russian search engine Yandex is the
leading provider, although Google remains relatively popular. Among online
platforms, the Russian service VKontakte (VK) dominates as the main social
network, while Telegram and WhatsApp are the most widely used messag-
ing apps. The position of the latter is becoming increasingly uncertain due to
the imposition of new restrictions.? Despite efforts by the Russian authorities
to slow its performance, YouTube remains the most popular video platform,
although domestic competitors such as VK Video and Rutube are becoming
increasingly important. Russians also frequently use e-commerce platforms
like Ozon, as well as multifunctional portals such as Mail.ru, which offer ser-
vices including email, news, and classified ads.*

An analysis of user preferences on VK - the most popular social network
among Russians, with 92.5 million monthly users according to the platform,
representing 64.3% of the country’s population® - offers insight into the types
of content that attract the most attention. The dominant trend is a strong pref-
erence for video content, particularly short, entertainment-focused clips such
as celebrity parodies, videos of cute animals, or make-up tutorials. As many
as 73% of users watch such content, citing a desire to relax and improve their

1 Report by the agencies We Are Social and Meltwater - see S. Kemp, Digital 2026: The Russian Federa-
tion, DataReportal, 8 November 2025, datareportal.com.

2 Data from the Mediascope report for the 4+ age group, measurement period: January-March 2025 -
see I1. Mopzaes, Meduanpocmparcmeo, mediascope.net.

3 Russian users can report accessibility issues on websites that monitor internet performance, such
as C6oit.pd. According to information on disruptions affecting WhatsApp (c6oii.pd/whatsapp),
the highest number of such issues occurs in Moscow.

4 Based on the reports: Aydumopus desamu kpynHeliwux coyuanvHbix cemeil 8 Poccuu 8 2025 200y:
uccnedosanus u yugpet, ppc.world, 29 October 2025; and D. Thuy, Leading online resources on desktop
and mobile devices in Russia in October 2024, by monthly reach, Statista, 25 November 2025, statista.com;
Digital 2025: kntouesble daHHble U3 HOB020 omuema DataReportal, byyd, 10 March 2025, byyd.me.

5 Seethe data on VK in the report by We Are Social and Meltwater: Digital 2026: The Russian Federation,
op. cit.
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https://datareportal.com/reports/digital-2026-russian-federation
https://datareportal.com/reports/digital-2026-russian-federation
https://mediascope.net/upload/iblock/cb1/hy2t7aw8y2qosa3qbikfwom97y33sfgm/%D0%9A%D0%BE%D0%BD%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86%D0%B8%D1%8F_%D0%9C%D0%B5%D0%B4%D0%B8%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D1%82%D1%80%D0%B0%D0%BD%D1%81%D1%82%D0%B2%D0%BE_%D0%9F%D0%B0%D0%B2%D0%B5%D0%BB%20%D0%9C%D0%BE%D1%80%D0%B4%D0%B0%D0%B5%D0%B2.pdf
https://сбой.рф/whatsapp
https://ppc.world/articles/auditoriya-vosmi-krupneyshih-socsetey-v-rossii-issledovaniya-i-cifry/
https://ppc.world/articles/auditoriya-vosmi-krupneyshih-socsetey-v-rossii-issledovaniya-i-cifry/
https://www.statista.com/statistics/1051512/russia-most-popular-online-resources-by-audience/
https://www.statista.com/statistics/1051512/russia-most-popular-online-resources-by-audience/
https://www.byyd.me/ru/blog/2025/03/digital-2025-key-data-datareportal/
https://datareportal.com/reports/digital-2026-russian-federation
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mood. This is the main motivation for engaging with these types of videos and
aligns with a broader global trend.®

In surveys, Russians also indicate more pragmatic reasons for going online,
such as access to various services, including banking, ordering taxis and food,
shopping, or navigation.” Meanwhile, a report by the agencies We Are Social
and Meltwater, which examined broader internet trends in Russia, found that
the primary use of the internet is to search for information - cited by 80.4% of
respondents. Other common online activities include following news and cur-
rent events (66.1%), staying in contact with family and friends (65.6%), watch-
ing videos, series and films (64.0%), researching brands and products (43.4%)
and playing computer games (34.6%).°

In Russia, television remains the main source of information in terms of
reach and public trust, with 65% of respondents expressing confidence in this
medium. At the same time, the combined audience for various online news
sources now exceeds that of television news. Moreover, the internet is more
frequently used for this purpose by younger, better-educated and more afflu-
ent respondents.” The authorities are well aware of both the vast potential and
the risks posed by the internet as a source of information and a platform for
communication. As a result, they have resorted to shutting down independent
channels, imposing restrictions and seeking to gain control over online traffic.

6  ‘Tpenpsl morpebmeHus KoHTeHTa. Kakye $opmMarbl KOHTEHTA HIPEANOYMTAIOT II0Ib30BATENN

BKoHTaKTe, KaKVM aBTOPaM LOBEPSIOT ¥ ILe HAXOL AT BaXXHYI0 MHPopmanuio, Bkonrakre, vk.com.

?  Levada Center data from April 2025. See ‘Use of the internet, social networks, messengers, artificial

intelligence and other online services: March 2025, Levada Center, 7 May 2025, levada.ru.

8 The data originates from the report by We Are Social and Meltwater. Digital 2025: kntouesble danHble

u3 Hosoz0 omuema DataReportal, op. cit.

®  Levada Center data from April 2024. See ‘The role of television and the internet as the main sources

of news and the top most popular Russian journalists’, Levada Center, 7 June 2024, levada.ru.


https://vk.com/s/v1/doc/JCljfL_tnnw4h6t-rD8VlUALAlaEcZOEhObbpHC_eDfQ3tk59qY
https://vk.com/s/v1/doc/JCljfL_tnnw4h6t-rD8VlUALAlaEcZOEhObbpHC_eDfQ3tk59qY
https://www.levada.ru/en/2025/05/07/use-of-the-internet-social-networks-messengers-artificial-intelligence-and-other-online-services-march-2025/
https://www.levada.ru/en/2025/05/07/use-of-the-internet-social-networks-messengers-artificial-intelligence-and-other-online-services-march-2025/
https://www.byyd.me/ru/blog/2025/03/digital-2025-key-data-datareportal/
https://www.byyd.me/ru/blog/2025/03/digital-2025-key-data-datareportal/
https://www.levada.ru/en/2024/06/07/the-role-of-television-and-the-internet-as-the-main-sources-of-news-and-the-top-most-popular-russian-journalists/
https://www.levada.ru/en/2024/06/07/the-role-of-television-and-the-internet-as-the-main-sources-of-news-and-the-top-most-popular-russian-journalists/

II. THE LAST DOMAIN OF FREEDOM IS SHRINKING

Amid the expanding control of the regime over political and social life over
the past two decades, the internet in Russia remained a space in which inde-
pendent social and political activity was still possible, albeit to a limited extent.
Although only a minority of the population engaged in such activity, it nev-
ertheless had tangible socio-political consequences. It played an especially
important role during the mass protests of 2011-2012 (following the parlia-
mentary and presidential elections), and later through the political activities of
Alexei Navalny and his Anti-Corruption Foundation, particularly between 2011
and 2020. During this period, activity moved beyond the virtual sphere, and
the authorities opted for a harsh response. Navalny rose to prominence in Rus-
sia through the internet - initially as a civic activist and blogger, and later as
a politician capable of coordinating the efforts of his supporters via new media.

Following Russia’s full-scale invasion of Ukraine in February 2022, the Russian
government moved almost immediately to tighten censorship, which has grad-
ually assumed the character of a comprehensive information blockade. Pres-
sure on Western social media networks was intensified,'® while the remaining
independent Russian media operating inside the country were effectively
outlawed and forced into exile." In this context, the internet - as a globally
accessible tool - remained the last channel of communication for those within
Russia who not only sought independent information but also wished to main-
tain contact with the outside world.

Independent media, having been forced out of the country, began to develop
new strategies to reach audiences inside Russia. Most established groups on
social media platforms, primarily Telegram, where they published their con-
tent - allowing them to rebuild their readership and, in some cases, attract
new followers. Larger outlets offered dedicated apps and privacy - enhancing
tools such as VPNs, while others communicated with their audiences through
newsletters, voice messages, or by creating communities on the darknet.

Although some of these outlets lost part of their audience in Russia after
the 2022 invasion due to blocks and restrictions, new approaches to engag-
ing domestic users allowed them to partially regain their reach, which has
remained relatively substantial. There is no comprehensive and up-to-date

10 K. Chawrylo, ‘The Kremlin's cracdown on Western social networks’, OSW, 15 March 2022, osw.waw.pl.
11 Eadem, ‘Russia: crackdown on Ekho Moskvy and Dozhd’ TV’, OSW, 3 March 2022, osw.waw.pl.
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data on this issue. However, estimates from the European Fund for Journal-
ism in Exile (JX Fund), an organisation supporting media in exile, indicated
that in 2023 up to 6.7-9.6 million individual users accessed independent media
regularly, of whom at least 5.4-7.8 million were located inside Russia. Overall
estimates suggested that content from independent media reached 6-9% of
Russia’s adult population on a regular basis.'* As journalists themselves have
noted, the consumption of opposition media is subject to fluctuating patterns.
Readership tends to increase during crisis situations that citizens perceive as pos-
ing a threat to their personal safety. This pattern was observed, for instance, fol-
lowing the announcement of the so-called partial mobilisation (September 2022),
during Yevgeny Prigozhin’s mutiny (June 2023) and after Ukrainian forces
entered Kursk Oblast (August 2024). Citizens’ responses in these cases suggest
a clear awareness of censorship in state-controlled media and a lack of trust
in such outlets when reliable information is needed most.

Despite tightening state control, there are still communities and channels active
within the Russian internet - primarily on social media - which, while not
openly opposing the authorities, operate independently and at times engage
in selective criticism of the regime. These include various groups represent-
ing specific interests, such as the relatives of those killed or missing at the
front, who exchange information and advice on how best to assert their rights.
Another notable community is that of pro-war bloggers - so-called ‘milblog-
gers’ - whom the Kremlin has repeatedly sought to co-opt and bring into line.

This group, which operates mainly on Telegram, expresses patriotic views and
supports the war, but also criticises the manner in which it is being conducted,
arguing that it is inefficient, and denounces instances of extreme violence and
corruption within the military. Such content is unwelcome from the authori-
ties” perspective, as it contradicts the official propaganda narrative of a heroic
army and its successes - a narrative the Kremlin seeks to preserve by limiting
alternative accounts. Despite exerting pressure, the authorities have so far tol-
erated the existence of these islands of independence. Silencing them entirely
would, in effect, mean closing down the last remaining channels of feedback
on what is actually happening at the front and on the mood among soldiers and
their families - communities that are strategically important from the stand-
point of conducting the war.

12 Sustaining independence. Current state of Russian media in exile, JX Fund, Research Report, Berlin,
November 2023, jx-fund.org.


https://jx-fund.org/wp-content/uploads/2023/12/Sustaining_Independence-Current_State_of_Russian_Media_in_Exile_2023.pdf

III. THE KREMLIN’S GOALS IN ITS STRUGGLE WITH RUNET
AND ITS EFFECTS TO DATE

For years, the Kremlin has been striving to develop a model of ‘digital totali-
tarianism’ inspired by China’s system of surveillance, censorship, and control
of public sentiment. These efforts intensified in 2024-2025, driven by Russia’s
deepening economic difficulties,* significant losses at the front coupled with
the failure to break through Ukrainian defences, and growing public fatigue
over the cost of the war."*

The Russian government is pursuing an ambitious social engineering project:
to shape society - particularly the younger generations'® - in such a way that it
fully identifies with the country’s political leadership and state policies, while
developing a deep distrust of anything the state deems ‘suspicious’ or ‘hostile’.
The elimination of pluralism online is primarily justified by the alleged need
to protect Russians from a supposed ‘cognitive war’ waged by the West. Liberal-
democratic values are portrayed as tools designed to destroy Russian identity
and provoke instability and the eventual collapse of the state. According to
regime officials, the internet has always been used by Western intelligence
services for hostile propaganda and subversive operations targeting the Rus-
sian Federation.'®

The Kremlin’s overriding objectives are the consolidation and future repro-
duction of a neo-totalitarian model of governance," the lifelong retention of
power by Putin and his inner circle, and the transfer of that power - along with
wealth accumulated through corruption - to the next generation of the power
elite. The vestedboth the state and the nation. Other motivations include the
ambition of the security services and the repressive apparatus to preserve and
strengthen their position. This includes expanding their powers to monitor
and manage social activity, as well as justifying the claim that law enforcement
agencies should receive increased budgetary funding, as they are indispensa-
ble to the regime’s survival. In the background, however, there are also efforts

13 1. Wisniewska, F. Rudnik, 'Russia’s stagnating economy’, OSW, 21 October 2025, osw.waw.pl.

14 ‘Boublile IIOJIOBMHBI POCCHSH BIIEPBbIE 3aBIIN, YTO «OYeHb yCTaAM» oT BoJiHbI, The Moscow Times,
30 October 2025, moscowtimes.ru.

15 M. Domarfiska, ‘The Making of a Homo Putinicus. Fascist ‘patriotic education” in Putin’s Russia’
[in:] I. Garner, T. Kuzio (eds.), Russia and Modern Fascism, New Perspectives on the Kremlin’s War Against
Ukraine, ibidem Press, 2025.

16 ‘HyTMH: HHTepHeT BO3HMK KakK IpoekT IIPY, Tak n paasmsae'rcs{’, BecTtn.Py, 24 April 2014, vesti.ru.

17 M. Domanska, ‘Putin’s neo-totalitarian project: the current political situation in Russia’, OSW Com-
mentary, no. 489, 17 February 2023, osw.waw.pl.
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https://ru.themoscowtimes.com/2025/10/30/bolshe-polovini-rossiyan-vpervie-zayavili-chto-ochen-ustali-otvoini-a178841
https://www.vesti.ru/doc.html?id=1512663
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by specific influence groups and members of the political-business elite to
advance their own interests. For instance, the active lobbyists advocating the
removal of foreign platforms from the Russian market include cybertechnology
firms with close ties to the Kremlin.'®

The systemic offensive against Runet has been under way for over a decade.
It began in 2012, following Vladimir Putin’s return to the presidency, and at
that time formed part of a broader campaign targeting civil rights and free-
doms. A key milestone in advancing the Kremlin’s objectives was the 2019 law
on the ‘sovereign Runet’, which enabled the creation of infrastructure for the
centralised control of data flows on the internet. Telecommunications opera-
tors were required to implement special software - so-called ‘technical means
of countering threats’ - designed to filter and centrally block data packets."

The key censorship body is the Federal Service for Supervision of Commu-
nications, Information Technology and Mass Media (Roskomnadzor, RKN),
although other state institutions are also involved in this process, including
the repressive apparatus - primarily the Federal Security Service, supported
by the Ministry of Internal Affairs.

Following the launch of the full-scale invasion of Ukraine, the crackdown on
freedom of speech online intensified further. This forms part of a broader
strategy built around digital surveillance, the amplification of war propa-
ganda and repression against anti-regime circles.? It is also linked to efforts
to replace Western software in state institutions and domestic enterprises, in
line with Putin’s decree of March 2022.%

Year after year, the Russian authorities have increased pressure on foreign
corporations to censor the internet. For example, in 2024 they demanded that
Google remove 784,000 different items of content - a record number since

18 These include the Technology Investment Fund run by Putin’s daughter, Katerina Tikhonova, as well
as the state-owned conglomerate Rostec. A. Bacmanos, ‘ludposas Tepewxosa, Hosas rasera
EBporma, 23 July 2025, novayagazeta.eu.

19 For more information, see M. Domariska, ‘Gagging Runet, silencing society. ‘Sovereign’ Internet in
the Kremlin’s political strategy’, OSW Commentary, no. 313, 4 December 2019, osw.waw.pl.

20 In particular, this refers to the proliferation of repressive legislation targeting so-called foreign
agents and the practice of accusing regime opponents of terrorism and extremism. For a broader
analysis of the tightening of domestic policy in recent years, see M. Domanska, ‘Putin’s neo-total-
itarian project..., op. cit.; eadem, K. Chawrylo, ‘War dictatorship: power and society in Russia’,
OSW Commentary, no. 433, 22 March 2022; M. Domariska, ‘Russia 2021: Consolidation of a dictatorship),
OSW Commentary, no. 419, 8 December 2021; eadem, 'Tightening the screws. Putin’s repressive laws',
OSW Commentary, no. 380, 18 February 2021, osw.waw.pl.

21 A. BacmanoB, [Jupposas Tepewxosa, op. cit.


https://novayagazeta.eu/articles/2025/07/23/tsifrovaia-tereshkova
https://www.osw.waw.pl/en/publikacje/osw-commentary/2019-12-04/gagging-runet-silencing-society-sovereign-internet-kremlins
https://www.osw.waw.pl/en/publikacje/osw-commentary/2019-12-04/gagging-runet-silencing-society-sovereign-internet-kremlins
https://www.osw.waw.pl/en/publikacje/osw-commentary/2023-02-17/putins-neo-totalitarian-project-current-political-situation
https://www.osw.waw.pl/en/publikacje/osw-commentary/2023-02-17/putins-neo-totalitarian-project-current-political-situation
https://www.osw.waw.pl/en/publikacje/osw-commentary/2022-03-22/war-dictatorship-power-and-society-russia
https://www.osw.waw.pl/en/publikacje/osw-commentary/2021-12-08/russia-2021-consolidation-a-dictatorship
https://www.osw.waw.pl/en/publikacje/osw-commentary/2021-02-18/tightening-screws-putins-repressive-laws
https://novayagazeta.eu/articles/2025/07/23/tsifrovaia-tereshkova

statistics began in 2009. The company complied with only a small fraction of
these requests.?” While some of them are legitimate and aimed at combating
crime, a growing trend towards the politicisation of this tool is evident in Rus-
sia’s rising share of the total number of similar requests received by Google
worldwide. In the first half of 2025, they accounted for nearly 60%.?* The secu-
rity services hold significantly greater leverage over Russian telecommunica-
tions operators and the administrators of websites, services, and social media
platforms.*

At present, after years of failed attempts, the government has learnt to block
selected content and websites with increasing effectiveness. The expansion
and refinement of available censorship and surveillance tools marks a qualita-
tive shift and signals the transition to the final stage of dismantling the space
for free expression. This stage is defined by the following specific objectives:

» gaining full control over all internet resources, with priority given to plat-
forms popular among the Russian public;

» outlawing or cutting off access to content and tools on Runet that cannot
be brought under control, and creating Russian substitutes that are fully
supervised by the authorities;

» subjecting society to mass surveillance that tracks all forms of citizens’
online activity (de-anonymisation);

e preventing citizens from mobilising online, organising protests, or dis-
seminating criticism of the authorities - including through the complete
shutdown of internet access in selected areas, without disrupting the func-
tioning of state institutions and their digital infrastructure;

 instilling in society a reflex of deep self-censorship, fear and mutual dis-
trust (the authorities actively encourage denunciation), while creating
an unrestricted space for the top-down dissemination of approved views
and for shaping how citizens think about Russia and the outside world.

22 ‘PoccMIICKIIE BIACTY B 2024 TOAY moTpeboBany ot Google yAannTh peKOpLHbIe 784 ThICIYM € LVHINAL,
KOHTeHTa, BépcTka, 1 May 2025, verstka.media.

28 ‘TIoYTM 400 THICSY eLVIHNI] KOHTEHTA HOTPeboBaIy yAaIUTh poccuiickye BiaacTu oT Google 3a mox-
rona’, Bépcrka, 3 November 2025, verstka.media.

24 ‘25 000 GIOKVPOBOK - HOBBIV PEKOPJ, BOEHHO IeH3ypbl, PockomMcBo6oza, 5 August 2025, roskom-
svoboda.org.
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IV. THE KREMLIN’S RECENT OFFENSIVE AGAINST RUNET:
OBJECTIVES AND TOOLS

Actions aimed at restricting the free functioning of the internet in 2024-2025
focused on the following key priorities:

1. Minimising the ability to bypass censorship and internet content blocks

Firstly, this has involved blocking VPNs (Virtual Private Networks - tools that
create encrypted connections and help protect online activity from surveillance).
This process has been ongoing since 2021, but reached its peak in 2024, when
Roskomnadzor blocked 197 VPN services.?® It is worth noting that the author-
ities have succeeded in persuading some Western tech giants - particularly
Apple - to cooperate in this regard. The App Store removed over 100 VPNs from
its offering for Russian users, while pressure on Google Play led to the removal
of only six.?® In addition to blocking specific VPN services - circumvented by
activists through VPN generators - the authorities have attempted to block
connections that indicate users are trying to access privacy-enhancing tools.*”

On 1 September 2025, legislation came into force banning, under penalty of
a fine, the advertising of tools that enable circumvention of internet blocks.
New provisions were also introduced that treat the use of VPNs as an aggra-
vating circumstance in the commission of an offence. Digital Development
Minister Maksut Shadayev has stated explicitly that the promotion of VPNs
is a deliberate act by Western countries aimed at destabilising the situation in
Russia.?® At the same time, the use of VPNs in ways that do not violate Russian
law - such as ensuring corporate digital security - remains permitted. Adver-
tising VPN services that comply with the law (i.e. those that do not grant access
to banned websites) is also permitted.

Secondly, in 2025 administrative penalties were introduced for deliberately
searching online for extremist materials (in practice, this often refers to anti-
war or anti-regime content). This marks a qualitative shift, as Russians will be
punished merely for accessing banned content - whereas previously penalties

25 N. Garina, ‘The Cat and Mouse Game of Internet Censorship and Circumvention in Russia’, Russia.Post,
27 June 2025, russiapost.info.

26 S, Darbinyan, ‘Western Tech Companies Are Capitulating to Russian Censors. Here’s How Russians
Can Fight Back’, The Moscow Times, 24 June 2025, themoscowtimes.com.

27 N. Garina, ‘The Cat and Mouse Game...’, op. cit.

28 ‘B mpaBMTeNbCTBE CBsi3aaM pexaamy VPN ¢ momeITkaMu 3anaja «pacKadaTb CUTyanuo» B Poccuir’,
The Moscow Times, 22 July 2025, moscowtimes.ru.


https://russiapost.info/society/internet_censorship
https://www.themoscowtimes.com/2025/06/24/western-tech-companies-are-capitulating-to-russian-censors-heres-how-russians-can-fight-back-a89349
https://www.themoscowtimes.com/2025/06/24/western-tech-companies-are-capitulating-to-russian-censors-heres-how-russians-can-fight-back-a89349
https://russiapost.info/society/internet_censorship
https://ru.themoscowtimes.com/2025/07/22/vpravitelstve-svyazali-reklamu-vpn-spopitkami-zapada-raskachat-situatsiyu-vrossii-a169461

applied only to its distribution. The first case under these provisions was
launched in November.?

2. Obstructing (or preventing) access to the most popular foreign
or foreign-registered platforms

In May 2025, during a meeting with Russian business leaders, Putin explicitly
called for the ‘strangling’ of foreign platforms (including Zoom and Microsoft
Teams),* leaving no doubt as to the Kremlin’s intentions.

To date, such actions have primarily targeted:
e YouTube

Until recently, YouTube (YT) was the most popular online platform in Russia.
In March 2024, its monthly user base reached 96 million, compared to 9o mil-
lion for VKontakte, which is under Kremlin control. The platform experienced
noticeable surges in viewership during major events. In 2024, these included
the death of Alexei Navalny in February, the terrorist attack at Crocus City Hall
in March, and the incursion of Ukrainian forces into Kursk Oblast in August.
In September 2024, the authorities took steps to throttle YouTube on com-
puters and smart TVs, and in December extended these measures to mobile
devices. They did so under the pretext that the platform was violating Rus-
sian law, with officials demanding that it lift restrictions on state propaganda
channels. As a result, by February 2025, traffic on the platform had dropped
by 80%, and the number of Russian users had fallen to below 90 million. In the
same period, VKontakte - the main beneficiary of the measures taken against
YouTube - reached 92 million users.*

Formally, YouTube was neither banned nor fully blocked, most likely due to
concerns over a negative public reaction. Instead, the authorities opted for
a ‘soft’ approach, whereby users, frustrated by access issues, would turn to

29 ‘©CB sagmepiKaia CTyLeHTa Yyepe3 HeCKOIBKO JacoB IIOCJe TOro, KaK OH HaTOXKHYICS Ha «IKCTpe-
MIUCTCKMIT» MaTepual B MHTepHeTe. JaHHBIe, CyLs 110 BceMy, epefain oneparop T2, ATeHTCTBO,
6 November 2025, agents.media.

30 Y. Pomaamiickas, Kak mo yxasanuso [Iyruna 6ynyT «yumts» Zoom u Microsoft B PO - u kak 3To0
CKa)XeTcs Ha IOAb30BaTeldsx 1 OusHece. O6bsacHseT opucT no kubepnpasy’, Hacrosimee Bpems,
27 May 2025, currenttime.tv. According to Forbes data, in 2024 Zoom was the most popular video
conferencing service in Russia, holding a 67.5% share of the market.

31 ‘«BKoHTakTe» B 1epBblii pas obomren YouTube mo mecsunomy oxsary’, KommepcauTs, 15 January
2025, kommersant.ru. Earlier, in 2021, throttling methods were tested on Twitter after it refused
to censor content at the request of Russian authorities.
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https://www.agents.media/fsb-zaderzhala-studenta-cherez-neskolko-chasov-posle-togo-kak-on-natolknulsya-na-ekstremistskij-material-v-internete-dannye-sudya-po-vsemu-peredal-operator-t2/
https://www.currenttime.tv/a/kak-po-ukazaniyu-putina-budut-dushit-zoom-i-microsoft/33425810.html
https://www.currenttime.tv/a/kak-po-ukazaniyu-putina-budut-dushit-zoom-i-microsoft/33425810.html
https://www.kommersant.ru/doc/7432164
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domestic alternatives such as VK Video or Rutube (see below), despite their
more limited appeal.

« WhatsApp and Telegram

In April 2025, Putin signed a law banning state institutions, businesses and
entities providing public services from communicating with clients via foreign
messaging apps. At the same time, the government has sought to reduce the
appeal of these platforms by restricting their key features. In August, there
were significant disruptions to voice calls, prompting users to rely increasingly
on traditional, unencrypted mobile phone calls, which are easier for the secu-
rity agencies to monitor.* By October, both apps were subject to partial blocks,
with over 60% of Russia’s population reporting access issues.*® Telecom opera-
tors, acting on government orders, also began preventing the registration of new
accounts on both messaging apps via SMS or phone calls, in an effort to stem user
growth. The State Duma openly declared that these were appropriate measures
which would support the development of the ‘national messaging app’ known
as Max (see below).**

These restrictions are often justified as part of the fight against cybercrime.
However, according to the Russian central bank, nearly half of all fraud cases
involve regular mobile networks and SMS, while only 16% involve messaging
apps.®® Domestic alternatives to foreign messaging services also do not protect
users from criminals - a fact even acknowledged by Kremlin spokesperson
Dmitry Peskov.*®

Since 2018, when the government failed in its attempt to block Telegram, the
app has become a symbol of resistance and freedom of speech, despite host-
ing both opposition and expert content, as well as pro-Kremlin disinforma-
tion. In recent years, however, doubts have been mounting over the policies of
the platform’s owner, Pavel Durov. Although there is no evidence of systemic

32 ‘Tlocae 6m0kMpoBKY 3B0OHKOB B Telegram 1 WhatsApp BsIpoc Tpaduk MOOMIBHOI CBS3M — €T0 Jerde
kouTponuposars, The Insider, 28 August 2025, theins.ru.

33 See the communication from Arentcrso. HoBocty on Telegram, 22 October 2025, t.me/agentstvo-
news. In early December 2025, Roskomnadzor also announced the blocking of the FaceTime and
Snapchat messaging apps.

34 ‘BTocmyme ofobpuau 6mokuposky perucrpanuu B Telegram’, The Moscow Times, 31 October 2025,
moscowtimes.ru, as cited in: web.archive.org.

35 A. Crapmkos, ‘Vaap o goHocunkam, nau O 6yzymem Poccun 6e3 Telegram n WhatsApp', The Mos-
cow Times, 24 August 2025, moscowtimes.ru.

36 ‘TleckoB He yBUIEeA PasHUIBI A1 MOLIEHHMKOB Mexay Max u npyrumu MecceH,qmepaMM’, PBK,
5 September 2025, rbe.ru.


https://theins.ru/news/284441
https://theins.ru/news/284441
https://t.me/agentstvonews/12432
https://web.archive.org/web/20251113154057/https:/www.moscowtimes.ru/2025/10/31/v-gosdume-odobrili-blokirovku-sms-registratsii-v-telegram-a178992
https://ru.themoscowtimes.com/2025/08/24/udar-po-donoschikam-ili-obuduschem-rossii-bez-telegram-iwhatsapp-a172501
https://www.rbc.ru/technology_and_media/05/09/2025/68baf3d89a7947809210bfa1

cooperation with Russia’s security and control apparatus, experts no longer
consider the platform secure. There have been documented instances of user
data being handed over to the security services, as well as cases of censorship,
including the closure of channels inconvenient to the authorities.?” Telegram
has also begun efforts to open an agency in Russia,*® signalling a willingness to
comply with the country’s repressive legal framework.

3. Creating domestic alternatives to foreign services and platforms

To avoid widespread public dissatisfaction caused by restrictions on foreign
platforms and online services, the Kremlin is attempting to replace them with
domestic equivalents that are fully controlled by the security services. These
alternatives are intended to eventually offer comparable quality and a similar
range of services.

So far, this has been the weakest link in the Kremlin’s strategy to ‘sovereignise’
the internet. Platforms such as VK Video, launched in 2021, and Rutube
(founded in 2006 and currently used - according to official figures - by over
80 million users per month), owe their growth primarily to the exclusion of
foreign competition. However, they cannot match the functionality or user
convenience of their Western counterparts and require substantial state
funding to operate. The losses of the VK holding, controlled by the Kovalchuk
brothers - a clan close to Putin - amounted to nearly 95 billion roubles in 2024
(over one billion dollars), almost three times more than in 2023.%

The attempt to replicate the above-mentioned Chinese solutions is exempli-
fied by the project to develop the ‘national messaging app’ Max - a super-app
modelled on China’s WeChat, combining the functions of a messaging service,
a public services platform for citizens, social media, a search engine, a pay-
ment system, and an e-commerce platform. The relevant legislation was passed
in June 2025, and the VK holding was made responsible for implementing the
project - a move likely to provide a boost to its finances. As of 1 September 2025,

37 ‘«Temerpam» pacKpbIBaeT LaHHbBIe O IOAB30BATEASIX B Poccmm, IpeciefyeMbIX IO CTaThIM
o Teppopusme, yrBepxaaet ®CB’, Baxxusie ucropmuy, 18 March 2025, istories.media; ‘B PKH sassuiyu,
4T0 «Teserpam» yoaani o ux TpeboBaHuIo 6oabLIe 373 THIC. IyOIMKAII MY KaHAIOB, BaxkHble
uctopun, 7 April 2025, istories.media; TIponan He Tonpko « BUK-OI'TIV»: IpokypaTypa 3a YeThIpe rofa
TpeboBaina ynaanTs bosee 140 kaHaIoB 1 4aToB B Telegram’, Bépcrka, 7 April 2025, verstka.media.

38  ‘Telegram Begins Legal Process of Opening Office in Russia’, The Moscow Times, 17 July 2025,
themoscowtimes.com.

39 ‘V6b1TOK VK B 2024 FOZY BBIPOC IOYTY BTPOE II0 CPaBHEHUIO C IPOLLIBIM rogom’, Mesysa, 20 March
2025, meduza.io.
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https://istories.media/news/2025/03/18/telegram-raskrivaet-dannie-o-polzovatelyakh-v-rossii-presleduemikh-po-statyam-o-terrorizme-utverzhdaet-fsb/
https://istories.media/news/2025/04/07/v-rkn-zayavili-chto-telegram-udalil-po-ikh-trebovaniyu-bolshe-373-tis-publikatsii-ili-kanalov/
https://istories.media/news/2025/04/07/v-rkn-zayavili-chto-telegram-udalil-po-ikh-trebovaniyu-bolshe-373-tis-publikatsii-ili-kanalov/
https://verstka.media/propal-ne-tolko-vchk-ogpu-prokuratura-za-chetyre-goda-trebovala-udalit-bolee-140-kanalov-i-chatov-v-telegram
https://verstka.media/propal-ne-tolko-vchk-ogpu-prokuratura-za-chetyre-goda-trebovala-udalit-bolee-140-kanalov-i-chatov-v-telegram
https://www.themoscowtimes.com/2025/07/17/telegram-begins-legal-process-of-opening-office-in-russia-a89867
https://meduza.io/news/2025/03/20/ubytok-vk-v-2024-godu-vyros-pochti-vtroe-po-sravneniyu-s-proshlym-godom
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Max must be pre-installed on all devices sold in Russia (smartphones, tablets,
computers, and smart TVs). The authorities are pressuring officials and public
sector employees to create accounts on the new messaging service and to use
it actively. The same applies to schools and universities. Russians searching
for relatives missing at the front are also required to set up an account on the
state-run platform. According to official data, the Max app had over 55 mil-
lion users in November 2025, although most do not treat it as a source of
information. It is used primarily for voice calls, which are blocked on foreign
messaging services. Independent research shows that only 4% of users - fewer
than 6 million people - follow content published on Max channels.*

Thanks to its built-in algorithms and full cooperation with the Russian security
services, Max enables the monitoring of virtually all aspects of users’ activ-
ity and behaviour, as well as their indoctrination.*? In autumn 2025, accounts
began to be blocked for users who attempted to disable the app’s surveillance
functions.*® At the same time, it does not offer adequate protection against
data leaks - a shortcoming even criticised by the FSB.** Registration on the
messaging service requires a Russian or Belarusian SIM card, indicating coop-
eration between Russia’s FSB and Belarus’s KGB. The likely monopolisation of
the market by Max will therefore hinder communication between Russians
and political exiles, making it even more difficult to reach Russian society with
credible information.

40 A.PosaHoBa, A. XmMypKoBcKas, ‘B meccenmxepe Max 3aperucTpupoBannuck 6osee 55 MIH II0Ib30Ba-
teneir, PBK, 14 November 2025, rbe.ru.

41 A survey by the independent research company Russian Field - see ‘Y xananos B Max okasanock
MeHbllle 6 MJIH yyTaresneli, AreHTcTBO, 27 November 2025, agents.media.

42 By default, Max gains access to the microphone, camera, all user and device data, geolocation, con-

tact lists and correspondence, including message drafts. All of this data - unlike data on Whats-

App or Telegram - is stored on Russian servers. The neural network used within the messenger

also attempts to shape users’ political views and to encourage self-censorship. ‘PackpsiTsr HOBBIE

OIIACHOCTY JCIIOAB30BaHMs MecceHKepa Max’, Xomog, 5 September 2025, holod.media.

‘Max Havas 6I0KMPOBATE POCCUSH, IOCTABUBLINX ce6e CTOPOHHMI KAMEHT MECCEHKepa C OTKIIO-

YEHHBIM COOPOM IMYHBIX JaHHBIX, BépcTka, 1 October 2025, verstka.media.

44 ‘Faridaily: ®CB BBIABMHYIA CIMICOK IPETEH3MI K MecceHIKepy Max. ITo MHEHMIO CIIenCayXEbI, ero
[I0Ka He/lb3s HOLKI0YaTh K TOCYCIyraM 13-3a pucka yredex, Menysa, 6 August 2025, meduza.io.
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https://www.agents.media/u-kanalov-v-max-okazalos-menshe-6-mln-chitatelej/
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https://holod.media/2025/09/05/opasnosti-max/
https://holod.media/2025/09/05/opasnosti-max/
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4. Shutting down internet access in selected areas

Alongside long-tested methods of blocking selected online content and commu-
nication channels, regional or local internet shutdowns are now being imple-
mented with increasing frequency. The government had already employed
such shutdowns in 2018-2019, but for a long time they were accompanied by
serious side effects: selectively cutting access to the internet paralysed the
functioning of other elements of the online infrastructure. In 2025, shutdowns
in selected areas had become regular and systemic*® - most often introduced
under the pretext of protecting the population from Ukrainian drone attacks.
These disruptions can last for hours, days, or even weeks, as seen, for example,
in Nizhny Novgorod Oblast. In early November, it was announced that internet
access had been cut in Ulyanovsk and several other parts of Ulyanovsk Oblast,
allegedly to protect critical infrastructure, until the so-called ‘special military
operation’ is over.*®

Since autumn 2025, the authorities have employed a new method of blocking
internet access: everything is disconnected except for websites and services
included on a so-called whitelist. This list comprises online resources deemed
by the authorities to be ‘a priority for the population’. It includes censored news
outlets, entertainment portals, and apps that provide access to public services,
all designed to form a closed ‘ecosystem’ that enables citizens’ day-to-day func-
tioning while simultaneously ensuring their loyalty. Various interest groups
have been involved in lobbying to influence the composition of the whitelist.*’

The principle that everything which is not forbidden is allowed has thus
been replaced by a new one: only what is explicitly permitted is accessible.
The whitelist system, rolled out since September in at least 30 regions, prevents
access to blocked content even when VPNs are used. It constitutes a partial

45 In mid-2025, the number of shutdowns increased dramatically: 655 were recorded in June, com-
pared to just 69 in May (by contrast, only 296 such incidents occurred worldwide throughout 2024).
See S. Sorochinskaia, ‘Fearing Ukrainian Drones, Russia Sets Records for Internet Blackouts’, Russia.
Post, 9 July 2025, russiapost.info.

46 ‘B VIBSHOBCKE OTKJNOYNIV MOOMIBHBIN MHTEpPHET «40 okoH4YaHus CBO»’, Mexysa, 11 Novem-
ber 2025, meduza.io.

47 The whitelist currently includes all websites, platforms and services belonging to state institutions,
Yandex services, the most popular social networks - Vkontakte and Odnoklassniki - e-commerce
platforms Wildberries and Ozon, the services of several banks (including Sberbank, Alfa-Bank and
Gazprombank), the main telecommunications operators’ services, Mail.ru, Rutube, Kinopoisk, and -
according to some sources - the betting platform Fonbet, whose owner is linked to the head of
the Presidential Security Service. See ‘Ony6amKoBaH «benbIii CIMICOK» CAlTOB, K KOTOPBIM OyzZeT
IOCTYII PV OTKIIOUeHNM MHTepHeTa B Poccum. B Hero Borau cepsuck! «SIHmekca», Ozon, Wildber-
ries m «Maruut»’, Meznysa, 5 September 2025, meduza.io.
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response to Russians’ growing digital awareness. According to the independent
Levada Center, as of March 2025, 36% of respondents reported using a VPN -
an increase of 11 percentage points year-on-year.**

5. Placing popular digital content creators, platforms and blogs under
state supervision

Under the amended Law ‘On Information” which came into force on 1 Novem-
ber 2024, owners of all channels on messaging apps or pages on social media
with more than 10,000 subscribers are required to register in Roskomnadzor’s
special ‘blogger register’. Failure to comply enables the authority to block the
channel or social media account and to impose a fine. It is also forbidden to
post any advertisements on unregistered sources or to repost, in whole or in
part, content published by them.

6. Cutting off funding for ‘non-conformist’ entities

Since 1 September 2025, it has been prohibited to place advertisements on
websites belonging to organisations labelled as ‘undesirable’, ‘extremist’, or

‘terrorist’ (accusations of extremism and terrorism are increasingly used to

target critics of the regime), as well as on platforms that are blocked in Rus-
sia, including Instagram, Facebook, and X. At the same time, the definition of
advertising remains quite vague.*’

7. Significant expansion of the scope of data collection on internet users
to enable tracking of their online activities

Under a government decision effective from 1 January 2026, the period over
which online platforms (including social media, messaging apps, and service
portals) are required to store user data - such as voice messages, text mes-
sages, images, and metadata - will be extended from one year to three years.>
The FSB has also demanded that banks install special software by 2027 to

48 ‘TlouTu 40% poccusi nepeuwny Ha VPN nociue 6moxuposku YouTube’, The Moscow Times, 22 April
2025, moscowtimes.ru.

49 ‘BacTy 3aIIpeTWM/IM PeKJaMy Ha COTHSIX ThICSY caliTos, B Instagram u Facebook. IllTpadosars moryT
[la)ke 3a PACKPYTKy brorepamu 1 caiiTaMy cOGCTBEHHBIX IPOEKTOB, AreHTCTBO, 25 March 2025,
agents.media.

50 ‘BracTy 06s13ay MHTEPHET-PeCyPChl XPAaHNUTh LaHHBIE II0Ib30BaTe/Iell TPM rojia BMECTO O/ HOTO.
dra nupopmanus 1o Tpebosanmio nepefaercs ®CH’, BaxxHble uctopun, 5 November 2025, istories.
media.


https://ru.themoscowtimes.com/2025/04/22/pochti-40-rossiyan-pereshli-na-vpn-posle-blokirovki-youtube-a161703
https://www.agents.media/vlasti-zapretili-reklamu-na-sotnyah-tysyach-sajtov-v-instagram-i-facebook-shtrafovat-mogut-dazhe-za-raskrutku-blogerami-i-sajtami-sobstvennyh-proektov/
https://www.agents.media/vlasti-zapretili-reklamu-na-sotnyah-tysyach-sajtov-v-instagram-i-facebook-shtrafovat-mogut-dazhe-za-raskrutku-blogerami-i-sajtami-sobstvennyh-proektov/
https://istories.media/news/2025/11/05/vlasti-obyazali-internet-resursi-khranit-dannie-polzovatelei-tri-goda-vmesto-odnogo-eta-informatsiya-po-trebovaniyu-peredaetsya-fsb/
https://istories.media/news/2025/11/05/vlasti-obyazali-internet-resursi-khranit-dannie-polzovatelei-tri-goda-vmesto-odnogo-eta-informatsiya-po-trebovaniyu-peredaetsya-fsb/

enable the storage of user correspondence, voice communications, and meta-
data generated through activity on banking apps.*

According to media reports, Roskomnadzor is forming specially trained teams
tasked with analysing the behaviour of individual internet users, creating psy-
chological ‘profiles’ based on expressed values and beliefs, assessing levels of
ideological ‘conformity’, and employing information warfare strategies and
tactics - including methods of emotional manipulation.®* Roskomnadzor is also
increasingly using artificial intelligence to conduct mass analysis of online
content in search of banned topics and non-conformist comments.**

51 See RBC’s communication HoBoctu. [maBHoe on Telegram, 29 October 2025, t.me/rbc_news.

52 ‘PocKOMHAZL30p O0YYMUT COTPYLHMKOB BBISBISATH «HeOIAroHALEXXHBIX» POCCUSIH B MHTEPHETE,
The Moscow Times, 10 February 2025, moscowtimes.ru, as cited in: web.archive.org.

53 N. Garina, ‘Social Media in Russia: What Is Allowed, What Is Not, and How the Law, Monitoring
Techniques and Technologies Are Evolving’, Russia.Post, 11 September 2025, russiapost.info.
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V. THE REGIME VS RUNET: PROSPECTS

The Kremlin’s victory in the ‘battle for Runet’ is not a foregone conclusion,
as long as the technological contest between the censorship apparatus and
digital activist communities continues. However, there is growing evidence
of the authorities’ increasing determination and effectiveness. The drive to
‘sovereignise’ the internet - like the broader escalation of repression - corre-
lates directly with worsening economic problems, the failure to break through
Ukrainian defences, and mounting public fatigue with the protracted war.

Although shutting down the internet generates serious costs for the economy,**
this is unlikely to deter the Kremlin. Its strategic objective remains the
preservation of political and social stability, particularly in the run-up to
the so-called parliamentary elections scheduled for September 2026. In the
regime’s logic, elections of this scale - even if largely symbolic - always
carry potential risks for the system.

In this context, it is likely that the government aims to bring Runet under
full control during the first months of 2026. Any large-scale internet shut-
downs during the election period may be justified by claims of alleged foreign
interference in the voting process. Protests, if they occur, will be suppressed
at an early stage, while state propaganda will intensify its efforts to convince
the public of the benefits of the ‘sovereignisation’ of the digital domain. At the
same time, members of the Duma are openly calling for full de-anonymisation
of internet users in the coming years.>® As a result, the authorities’ efforts to
shape socially desirable attitudes and behaviours will be framed in terms of
both purported benefits (security, protection of Russian identity) and negative
pressure (intimidation and repression).

Against this backdrop, tensions can be expected to grow among interest groups
within Russia’s power elite. These tensions may develop along both econom-
ic-financial and political lines. While the security ministries push to eliminate
all communication channels not fully under their control (the government is

54 According to estimates, one hour of a mobile internet shutdown in a region costs nearly 750 million
roubles. Even in 2023, when such shutdowns were less frequent, the Russian economy is estimated to
have lost approximately 4 billion dollars as a result. H. I'myxosa, JI. Bopucenxko, Tre u kak B Poccun
oTKII0YalT MHTepHeT, HoBas rasera EBpoma, 8 July 2025, novayagazeta.eu; S. Sorochinskaia, ‘Fearing
Ukrainian Drones..., op. cit.

55 ‘B Tocmyme moobeany MOAHOCTHIO IVIIATE POCCUSH AaHOHUMHOCTH B I/IHTepHeTe', Xomog, 21 Octo-
ber 2025, holod.media.


https://novayagazeta.eu/articles/2025/07/08/gde-i-kak-v-rossii-otkliuchaiut-internet
https://novayagazeta.eu/articles/2025/07/08/gde-i-kak-v-rossii-otkliuchaiut-internet
https://russiapost.info/digest/internet_blackouts
https://russiapost.info/digest/internet_blackouts
https://holod.media/2025/10/21/lishit-rossiyan-anonimnosti/

working on legal amendments that would require telecom operators to shut
down internet access at the FSB’s request)*®, the economic bloc within the gov-
ernment and the central bank are likely to raise concerns about the costs of
‘digital autarky’ for the functioning of businesses. Meanwhile, the Presidential
Administration’s domestic policy department may seek to delay the closure of
foreign segments of the internet, given their role in pro-Kremlin campaigning
and communication with the regime’s politicised supporters.

It cannot be ruled out that, before removing foreign messaging apps from the
Russian market, the authorities will attempt to force the companies behind
them into full cooperation. Notably, the Kremlin's spokesperson has defended
the continued operation of WhatsApp and Telegram in Russia, arguing that
Max should face competition in order to develop.*” At the same time, Russian
MPs and regional officials continue to use Telegram as their primary channel
of communication with the public.®®

One of the most damaging consequences of a potential Kremlin success in
‘sovereignising’ the internet would be the elimination of secure communica-
tion channels between independent groups in exile (and foreign media) and
residents of Russia. This would significantly hamper the distribution of inde-
pendent information. On the one hand, it would make society more vulnerable
to indoctrination under the information monopoly of the authorities; on the
other, it would further marginalise active émigré communities, which already
have limited influence over domestic sentiment.

Another consequence of the Kremlin’s actions would be the closure of rela-
tively free avenues for expressing discontent on social media by pro-regime
groups - such as soldiers’ families, military bloggers, or nationalist circles - who
criticise only certain government decisions from a ‘patriotic’ standpoint. This
would eliminate a kind of safety valve and feedback channel that has allowed
the authorities to monitor genuine public moods and make minor course correc-
tions. In the future, this could increase the political risks faced by the Kremlin
from these generally well-organised and combat-experienced groups.

56 M. ApsanHa, . CypuHckas, ‘OnepaTops! 6yAyT 06s3aHbI IPEKPATUTE OKAa3aHye YCAYT CBSI3M II0
Tpebosanmo ®CE’, BegomocTy, 10 November 2025, vedomosti.ru.

57 ‘«Y Max LomXHa ObITh KOHKypeHuusa». IleckoB sassui, 4To Telegram m WhatsApp LomxHBI
paborars B Poccun’, Megnysa, 5 September 2025, meduza.io.

58 T Jleitba, Tocnyma mpenmounTaer nposeperHoe’, KommepcanTs, 31 October 2025, kommersant.ru.
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APPENDIX. The most popular online platforms and social
networks in Russia

Based on survey data, the table below ranks the social networks used by Rus-
sians, from most to least popular: ‘Use of the internet, social networks, mes-
sengers, artificial intelligence and other online services: March 2025’, op. cit.

Name and share
of users in Russia

VKontaktie (VK) -
66%

History and origin

The platform was
founded by Russian
businessman Pavel
Durov; after he was
removed from leadership
in 2014, it came under
the control of oligarchs
linked to the Kremlin.
According to reports

by digital rights
organisations,

VK cooperates with

the security services
and law enforcement in
accordance with Russian
law, which means that
user privacy -
particularly for

those critical

of the authorities -

is effectively illusory.

Description

VK is the largest Russian-language
social and service portal, offering

a broad range of features, including
social networking, email services,
messaging, and streaming. In recent
years, VK has rapidly expanded its
multimedia functions - particularly
video streaming and the blogger
sector - which, especially amid

the blocking of foreign platforms,
has made it a key medium within
the Russian internet.

VK has also become a tool of
censorship and information control:
it removes or blocks content
inconvenient for the authorities,
promotes pro-government material
and serves as a pillar of state
propaganda. After Russia’s invasion
of Ukraine, the company behind VK
was sanctioned by Western countries,
which led to the temporary removal
of the VK app from Apple’s stores;
the app was reinstated following
formal changes.


https://www.levada.ru/en/2025/05/07/use-of-the-internet-social-networks-messengers-artificial-intelligence-and-other-online-services-march-2025/
https://www.levada.ru/en/2025/05/07/use-of-the-internet-social-networks-messengers-artificial-intelligence-and-other-online-services-march-2025/

Telegram - 57%

Odnoklassniki - 32%

An internet messaging
app created in 2013 by
Pavel Durov and his
brother. Although Durov
left the country after
refusing to comply with
demands from the
security services to hand
over user data, he has
made multiple visits to
Russia, suggesting that
he has not fully distanced

himself from local affairs.

In 2025, Telegram
initiated the process
of opening an official
agency in Russia,
indicating a potential
alignment of the
platform with Russian
legal requirements.

Odnoklassniki is

a Russian social network
founded in 2006 by
Russian web developer
Albert Popkov, who is
currently living in exile
(most likely in the United
Kingdom). Between 2007
and 2008, control of the
platform was taken over
by Mail.ru Group,
thereby integrating
Odnoklassniki into VK’s
internet ecosystem.

Telegram is an internet messaging
app that enables private and group
chats, broadcast channels, and the
sharing of files and multimedia.

It is a popular tool for communication
and content distribution (including
messages, files, links, and
multimedia). Until recently,

it was known for relatively lenient
moderation and had a reputation for
being secure, owing to its end-to-end
encryption.

Telegram is one of the most widely
used messaging apps in Russia and
across other countries formerly part
of the USSR, as well as in regions with
a significant Russian-speaking
diaspora. In Russia, it is used by

a wide range of social and local
groups, including independent media,
as well as by state institutions.

It serves, for example, as a primary
channel for both domestic and foreign
propaganda (its users include leading
propagandists, and one of the most
popular accounts belongs to former
president Dmitry Medvedev).

A popular social network in Russia
and former Soviet republics,
originally designed to help users
reconnect with acquaintances,
classmates, or colleagues (the name
translates literally as ‘Classmates’).
The platform primarily targets adult
users, setting it apart from VK or
Instagram, where younger users
dominate. It offers standard social
networking features - including
profiles, photo and multimedia
sharing, groups, thematic channels,
and internal messaging.

The platform is owned by Mail.ru
Group, operates in Russia in
compliance with local laws, and
provides user data to the authorities
upon request, indicating formal
cooperation with the state.
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TikTok - 28%

YouTube - 27%

>
YouTube

Instagram - 15%

TikTok was created by
the Chinese company
ByteDance, based on its
original domestic
version - the Douyin app.
It was launched in 2016
as a global platform.

YouTube is a US-based
video platform founded
in 2005 and owned by
Google. It allows users to
upload, watch, and share
videos. It has become

a globally accessible

service.

Instagram was launched
in October 2010

in San Francisco.

It reached Russia at the
very beginning of its
international expansion
and gained significant
popularity among
Russian users around
2012-2013, becoming one
of the country’s leading
social networks.

TikTok is an international social
media platform and mobile app that
allows users to create, watch, and
share short videos. Following Russia’s
invasion of Ukraine, and in response
to new restrictions, TikTok - like
other platforms - was forced to
drastically limit the features available
to users in Russia, including
uploading content, livestreaming,
and accessing foreign material. This
compliance with regulatory demands
may indicate a degree of willingness
to cooperate with the Kremlin.

In Russia, YouTube is one of the most
important online platforms, widely
used both for consuming and
distributing video content - including
by media outlets that are not aligned
with the authorities. It is currently
subject to increasing censorship.

As aresult of deliberate throttling,
video playback speeds have reportedly
dropped by up to 70%, making the
platform virtually unusable without

a VPN.

An app owned by Meta (formerly
Facebook), Instagram is used for
sharing photos and videos and is
popular worldwide as both a social
network and a content distribution
platform. In Russia, it was once
widely used - by millions of users -
for social interaction, promotion,
commerce, and communication.
Since March 2022, access to the
platform has been blocked by the
Russian regulator Roskomnadzor,
and Meta has been designated

an extremist organisation.

Use of Instagram is now officially
prohibited in Russia.



Rutube - 12%

Dzen - 11%

& OzeH

Moi mir - 3%
(@Mail.ru)

AA

Rutube was launched in
2006 in Russia by local
entrepreneurs and was
aimed at Russian-
speaking internet users.
It is owned by the
Gazprom-Media holding.

Dzen was launched in
June 2015 by Yandex.
Until September 2022,

it operated under the
name Yandex.Zen as part
of the Yandex ecosystem.
It was then acquired by
VK and has since
functioned as part of
VK’s structure under

the name dzen.ru.

The Moi Mir (My World)
service was launched in
May 2007 as part of the
larger Russian portal
Mail.ru, and was
designed to integrate
various services such

as email, blogs, photos,
videos, and other
features. It is currently
owned by Mail.ru Group,
which forms part of VK
Company.

This video platform, often referred to
as the ‘Russian YouTube’, allows users
to publish, watch, and share videos,
primarily targeting a Russian
audience.

In the context of tightening
restrictions and increased state
control over foreign platforms

in Russia after 2022, Rutube’s
importance has grown - it has become
a channel for distributing content
aligned with the authorities

official narrative.

Dzen is a popular platform and
content aggregator in Russia that
tailors news and information to users
through an algorithm - it analyses
browsing history, preferences,
location, and other data to display

a personalised feed of news, articles,
and videos.

As a widely used content platform,
Dzen has become a key channel for
communication and information
consumption, as well as a tool of
censorship and propaganda in Russia.
VK’s acquisition of Dzen forms part of
the broader consolidation of media
and online content under Kremlin
control. Like other major media
platforms in Russia, Dzen is subject to
legal regulations requiring
compliance with content laws - such
as moderation, registration as a news
aggregator, and cooperation with the
authorities in matters of content and
user data sharing.

A Russian social network and
social-service portal, Moi Mir has
been particularly popular among
users outside major cities.
Competition - mainly from Russian
counterparts such as VK and
Odnoklassniki, as well as from global
platforms - has led to a decline in its
relevance. Today, its position is largely
secondary.
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