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Russian influence operations never end

According to Margarita Simonyan, head of the international television network RT,
information is a way of weakening the enemy, dismantling their worldview,
sowing confusion, instilling fear and conducting subversion. In an interview
published a year before the annexation of Crimea, she spoke like a military
strategist, emphasising the constant need for ‘informational warfare”:

»”  Itisclear that the Ministry of Defence cannot begin training soldiers, preparing
weapons and organising defences once a war has already started. If we don’t have
an audience today and don’'t have one tomorrow or the day after, we will find
ourselves in a situation similar to 2008. Back then, our audience was far from
ideal, though we had already done some groundwork. It was, however, much
weaker than it is now: our voice was drowned out by the chorus [of Western
voices - J.D.], but today it will not be anymore.’

Asafighter in Russia’s information war against the West, Simonyan sees her
foreign audience as targets to be prepared in times of peace and, as she puts it,
“exploited” during armed conflict. She believes that a war won on the battlefield,
such as the “small victorious war” against Georgia in 2008, can be lost in the
information space. By blurring the boundary between war and peace, she implies
that Russia’s conflict with the West is permanent and will not end “tomorrow
or the day after that” - in other words, neither in the near nor distant future.

Simonyan embodies just one of many fronts in Russia’s wars against the
world - the media battleground. She represents a state imbued for centuries with
a distinct mentality, covert methods of operation and a tradition and culture
where information is one of the primary tools of influence in both domestic

1 H. Asap, ‘«He cobuparoce fgenaTb By, 4T0 s 00bexTUBHas» HHTepBpio ¢ Maprapuron CumonssH', JleHTa.Py,
7 March 2013, lenta.ru.
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and foreign policy. How is she fighting and what for? Traditionally, it is not
abattle of arguments, but of words and ideas - a fight for peace, “informational
sovereignty” and Russian “sovereign democracy”. She is waging a war against
fascism, colonialism, the American “evil empire”, and so on, depending on the
Kremlin’s relevant instructions, which represent the strategic level of managing
informational influence operations.

In fact, the Kremlin can frame almost anything as an influence operation,
even an outright attack, simply by labelling it an ‘anti-terrorist operation’ (as in
Chechnya), a ‘peace enforcement operation’ (as in Georgia in 2008), or a ‘special
military operation’ - a term it has used to describe its February 2022 invasion
of Ukraine. This partly defines the unique nature of Russia’s approach to wars
and armed conflicts. In practice and theory alike, Russians do not see any issues
with this attitude. It poses a challenge for international security and military
theorists, who engage in endless debates attempting to establish the difference
between ‘information warfare’ and ‘full-scale aggression’, between the ‘infos-
phere’, ‘cybersphere’ and ‘noosphere’, and between netwar and cyberwar.

Russian theorists have readily adopted Western terms, such as the ‘Ger-
asimov Doctrine’ or ‘hybrid warfare’, and then popularised them among the
domestic audience as their own counterarguments. They have cynically neu-
tralised any criticism by asserting that an ‘information war’ is underway, where
words carry the meanings assigned to them by the aggressor, and by portraying
global protests as being no more than the result of so-called freedom narratives
and covert operations carried out by the United States and NATO. This leads to
a paradox: efforts to examine Russia’s strategy are used by Russia to dissemi-
nate the Kremlin’s worldview. Moscow turns Western narratives on their head,
emphasising their anti-Russian dimension while amplifying its own aggressive
messages.

These messages have remained unchanged for years, if not centuries. They
are the product of an imperial mindset rooted in both real and imagined histor-
ical victories, drawing on emotions and myths. One example is the claim that
the West has always accumulated its power at Russia’s expense. Or that Russia
is not interested in territorial gains and has no intention of planting its flag
on foreign lands - it merely ‘liberates’ its own territories and people. It never
wages wars of aggression, always acting in self-defence. It protects global jus-
tice, historical truth and its own values. It wages war for years without ever
formally declaring it.

As in any war, the goal of this information warfare is to weaken the op-
ponent, in this case by creating a distorted image of them (“Ukrainians are

”» o«

96.7% Russians”, “since the Orange Revolution, the West has been testing anti-

Russian technologies in Ukraine”) and by reinforcing imposed thought patterns
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(“Ukraine is an unviable state ruled by a Nazi junta”). The Kremlin defines the
areas of conflict in a way that allows it to present itself as the voice of the ‘global
majority’, to manipulate concepts such as ‘great Russia’ and the ‘Russian world’
and to suggest to international public opinion that it holds sway over the rest
of the globe. It brainwashes the global public and reshapes the world to match
its vision.

The Kremlin also creates stories and myths for its own citizens, such as the
one about Vladimir Putin, whose leadership saw “Russia rise from its knees” and
who is now “saving the world”,” or about the Chekists who prevented Russia
from sliding into the abyss by “hanging it on the Chekist hook”. It promotes the
dogma that a true patriot supports intelligence operations - an idea suggested
by Sergey Naryshkin, head of the Foreign Intelligence Service, who has cited
Alexander Pushkin, Dmitri Mendeleev, Nikolay Przhevalsky and other prom-
inent cultural and scientific figures in this context.® It perpetuates the notion
that an invincible, powerful Russia has a mission to preserve a ‘Russian world’
under attack by the ‘American world’.

Before our eyes, the “small victorious special military operation” has been
transformed into an endless story about the eternal struggle of Holy Rus against
aduplicitous West, while the imagined and artificially created concept of Novo-
rossiya has turned into a coherent framework reshaping perceptions of the true
situation in Ukraine. Many such self-promotional psychological and cultural
dogmas emerged at the very dawn of Russian statehood (for example, Moscow
as the Third Rome, or the myth of gathering Russian lands). Repeated over the
centuries, they have entrenched the Russian school of deceit and refined the
machinery for disseminating it, which has been continuously adapted to the
changing contexts in which it functions.

Apparently, there has been no need to change specific methods that have
brought tangible benefits to Russia’s rulers and reinforced their key pillar - the
secret services - especially as the West has tolerated Russia’s approaches to han-
dling international issues, often downplaying them out of a sense of superiority
and at times even falling into Russian traps. It appears unwilling to recognise
that Russia’s political strategies are rooted in its confrontation with the West
and that its security and defence forces primarily serve to protect and stabilise
the political regime...

The war against the West continues unabated as Russia eagerly employs its
tried-and-tested methods. For instance, the Arctic migration route that Russia

2 T. 3ypramoBa, ‘«IlyTyH CerofHs CIacaeT YeloBedecTBO» , PeciybamkaHckoe MHPOPMALMOHHOE areHTCTBO «Jlare-
cTaH», 22 March 2022, riadagestan.ru.
3 B. Pymakos, ‘VuTepssio Cepres Hapsrukuaa sxyprany «Mcropui». «EcTs Takas npodeccus»’, Poccuiickoe ncropu-

yeckoe ob1ecTso, 2 December 2020, historyrussia.org.
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opened in 2015 to put pressure on Finland to curb its cooperation with NATO*
was reactivated in 2024 when Finland ultimately joined NATO. Putin has turned
to this familiar ‘subversion weapon’ to demonstrate to the world that the West
has drawn the wrong conclusions from the war in Ukraine. At the same time,
he has shown that Russia is honing its subversion capabilities for the long game
and continues to employ them even as its position weakens; in fact, their im-
portance increases in these moments. After all, Russia has managed to mislead
or ‘wait out’ the West on numerous occasions.

* % %

What is this book about? It explains that the current war narrative (“Russia is
the victim of a Western conspiracy and is not responsible for the outbreak of
the war”) is also deeply rooted in the historical and cultural context. It explores
how Russian wars are not solely fought on the battlefield but also in the realm of
ideas and consciousness. As a result, the ongoing battle over Ukraine involves
psychological pressure, propaganda and agitation and appeals to entrenched
stereotypes and symbols...

A narrative of this kind does not emerge overnight; it is shaped over years,
even centuries, and it draws on the national mentality and unique characteris-
tics as well as cultural and historical traditions. It is aimed at mobilising society,
sustaining soldiers’ morale, creating a negative, demonised image of the enemy,
justifying claims to foreign territory, legitimising Russia’s actions and political
reasons, and at gaining allies.

The official propaganda always shapes both internal and external messaging.
The former, internal messaging, is built on the confrontational dichotomy of ‘us
versus them’ and is addressed to the Russian people. The latter presents Russia
to international public opinion as a distinct, independent civilisational centre,
justifying the necessity to defend territories beyond its borders to which it lays
‘historical and cultural’ claims. This approach instrumentalises history and
culture as tools of influence.

This is also a book about the unique mindset and operational methods of
the siloviki, a legacy of the Russian state’s strategic culture. In addition to their
traditional roles of ensuring security and defending the country’s territory, the
siloviki (a collective term for officers of the uniformed services that embody the
factor of ‘force’) are tasked with the mission of entrenching the Russian empire
and shaping both the domestic and international order.

4 P. Szymaniski, P. Zochowski, W. Rodkiewicz, ‘Enforced cooperation: the Finnish-Russian migration crisis’, OSW,
6 April 2016, osw.waw.pl.
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These reflections are tied together by the universal concept of ‘informa-
tion warfare’ - a key to understanding the unique position which the siloviki
have in Russia’s power structure, the imagined and projected geography and
history of the world, and also the ‘geopolitical catastrophes’ that Russia has
faced due to Western machinations. These include the Western-orchestrated
‘colour revolutions’ and the delegitimisation of elections as tools to undermine
Russia. It would be out of the question to admit that Belarusians, Georgians
and Ukrainians take to the streets because they want freedom and democracy;
instead, these developments are portrayed as a result of Russia being pushed
to the margins of global politics...

These ideologically charged metaphors, elevated to the status of formal
terms, derive from the arsenal of so-called informational geopolitics. Agents
masquerading as geopolitical scholars, such as Professor Igor Panarin, have
long argued that the collapse of the Soviet Union was the result of deceitful
operations conducted by Western intelligence services, which infiltrated the
Soviet establishment under the guise of reforms. Today, they claim, the West
continues to import dangerous ideologies with the aim of dismantling the Rus-
sian Federation and its ‘sphere of responsibility’. The Russian security services
justify their presence in nearly every sphere of socio-political activity ‘in times
of war and peace’ and use this for self-promotion, projecting an image of strong
statehood and robust Russian leadership. Today, the ‘unparalleled Russian active
intelligence and counterintelligence’ continue to battle their Western counter-
parts, claiming that their core aim is to undermine the plans and intentions
of their adversary through methods of disinformation, propaganda, sabotage,
subversion and terror.®

Finally, this book is about the enduring nature of these methods and tools.
According to Professor David Gioe of the US Military Academy at West Point,
identifying them is essential to understanding the contemporary toolkit of
Russian influence operations. They should be examined within a historical
perspective and require a comparison of the current and past situations which
intelligence functioned in.

»  To understand the mission of Russian intelligence [which, incidentally, he re-
fers to as ‘hybrid intelligence’ - ].D.], we must combine current cyber techno-
logies (including hacking, trolling, etc.) with the historical perspective of Rus-
sian intelligence operations, particularly ‘active measures’ and the recruitment
of agents of influence.®

5 0. Xn06ycToB, ‘Passeska B ozl BoviHb! 1 mypa’, samlib.ru.
6 DV. Gioe, ‘Cyber operations and useful fools: the approach of Russian hybrid intelligence’, Intelligence and National
Security 2018, no. 33(7), at: cosmos.ualr.edu.
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The extended perspective applied in this monograph also helps to at least
partially reduce the limitations that afflict research into the contemporary ac-
tivities of the Russian intelligence services and their associated entities, leading
to the conclusion that there is continuity in their organisational structure and
operational methods. Familiarity with the history of these agencies can be
helpful in identifying the latest operational trends, such as promoting holy war
through religious content. This is important because the dominant approach
in the rapidly growing literature on Russia’s destructive attacks in cyberspace
often oversimplifies them as mere cyberterrorism operations.” Incidentally, even
during the Cold War, tools typically associated with the media (which Russia
refers to as the information space) were narrowly framed as ‘psychological
warfare” and later as ‘disinformation’ and ‘propaganda’. In this context, the
Western term ‘hybrid techniques’, which combines full-scale military aggres-
sion with actions in the areas of economics, culture and the media, represented
an attempt to take a comprehensive view of Russia’s influence operations, such
as those seen today in Ukraine, where they have been destabilising the country
both internally and externally. By definition, this term is a catch-all phrase for
various forms of Russian interference in the affairs of other countries under-
taken with clearly harmful intent.

This is the nature of the wide-ranging operation launched in 2023 under the
codename Maidan-3, which Ukrainian intelligence has estimated to be worth
$1.5billion. Russia has sought to divert attention from its bloody war by spread-
ing disinformation about Ukraine’s armed forces, sabotaging its mobilisation
efforts, using nuclear blackmail, inciting panic and attempting to spark internal
conflicts both within Ukraine and in the countries that support it.?

Russia has adopted the terms ‘hybrid techniques’ and ‘hybrid warfare’
as evidence of an eternal struggle between the West and Moscow. However,
Russian literature continues to focus on the concept of ‘information warfare’,
internalising it as an extension of the country’s own ‘active measures’.’ In the
Russian context, the meaning of these terms, as well as ‘active intelligence’ and
‘hybrid intelligence’, is identical. All of them signify the use of various state and
non-state actors to support intelligence operations and domestic/foreign policy
as well as leveraging organised crime to gather information, transfer funds,

7 See, for example, A. Koztowski, ‘Srodki aktywne - cyfrowa brofi Kremla [Security Case Study 2018]’, CyberDefence24,
17 September 2018, cyberdefence24.pl; idem, ‘Rosyjskie , srodki aktywne” w cyberprzestrzeni w wyborach prezydenc-
kich w Stanach Zjednoczonych w 2016 roku’, Rocznik Bezpieczeristwa Migdzynarodowego 2020, no. 14(1), rocznikbezpie-
czenstwa.pl.

8 ‘Cienoniepanis Pocii «MarizaH 3» gocsrae KynpMiHanii y 6epesHi-rpasHi - possigka’, Ykpindopm, 27 February 2024,
ukrinform.ua.
9 In this context, it is telling that Thomas Rid’s excellent book, an example of the aforementioned comprehensive ap-

proach, originally titled ‘Active Measures: The Secret History of Disinformation and Political Warfare’, was published
in Polish (Warsaw 2023) under the title ‘Wojna informacyjna’ (‘Information Warfare’).

Instead of an introduction. Russian influence operations never end 14


https://cyberdefence24.pl/polityka-i-prawo/srodki-aktywne-cyfrowa-bron-kremla-security-case-study-2018
https://rocznikbezpieczenstwa.pl/ojs/index.php/rbm/article/view/556/490
https://rocznikbezpieczenstwa.pl/ojs/index.php/rbm/article/view/556/490
https://www.ukrinform.ua/rubric-ato/3833057-specoperacia-rosii-majdan-3-dosagne-kulminacii-u-bereznitravni-rozvidka.html

carry out assassinations and create shell companies. This represents a broad
set of actions aimed at undermining the social fabric of the targeted countries.

This terminological confusion does not stem solely from the current instru-
mentalisation of concepts for the purposes of information warfare. First of all,
they lack clear definitions and are subject to certain trends which are often ac-
companied by high imprecision of content. Some terms, such as ‘active measures’,
emerged ata time of heightened Cold War confrontation; therefore, any attempts
to adapt them to contemporary research frameworks must consider their new
context. It is also worth noting that in Polish discourse, actions defined as ‘ac-
tive’ have always been regarded as a hallmark of Russian/Soviet strategy and
political culture. Wiodzimierz Baczkowski, a prominent interwar-era scholar
of Russia, described them as “Moscow’s sophisticated arch-Machiavellianism”,
highlighting the “enormous bulge of intelligence, political police and subversion
tools in the Russian state structure”. He believed this led Russian strategists to
focus on “deep political action characterised by subversion, disintegration and
propaganda” while their Western counterparts largely confine themselves to
exploring “manoeuvre and operational matters”."

Today, when it is difficult to determine what is the result of natural de-
velopments and what is the product of manipulation and ‘deep political ac-
tion’, Baczkowski’s reflections have found renewed relevance. It is also worth
consulting Western materials from the Cold War era, as they refer to the same
toolkit of influence now described through the lens of ‘fashionable’ research
trends: subversion, toxic dependencies and proxy wars. For instance, the first
of these terms appeared in the literature as early as the 1960s as a hallmark of
‘political war’, describing covert efforts to undermine an opponent’s ideology.
The process of intoxication was thoroughly examined by Pierre Nord in his
1971 book LIntoxication, published in Paris. He also coined the apt term ‘proxy
war’, which he understood as an undeclared, permanent war of an ideological,
political and subversive nature. Vladimir Volkoff" presented the works of sev-
eral prominent theorists and practitioners of this subject, adding insightful
commentary to highlight the goals, methods and tools of subversive influence
on the populations of the targeted countries.

Today, many analysts continue to draw on the conceptual framework of
this classic work. For example, the Lublin-based researcher Grzegorz Gil has
expressed a view which is hard to dispute, claiming that the Russian Federation
has used and continues to use subversive measures against the breakaway in-
ternal entities in Moldova and Georgia, the so-called para-states of Transnistria,

10 W. Baczkowski, ‘Uwagi o istocie sity rosyjskiej’ [in:] W. Kononiczuk (ed.), Istota sily i stabosci rosyjskiej. Pisma o Rosji,
Krakéw-Warszawa 2022, pp. 8-25.
11 V. Volkoff, Psychosocjotechnika, dezinformacja, orez wojny, Komoréw 1999.
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Abkhazia and South Ossetia, as well as against Ukraine’s Crimea and Donbas.
Separatist sentiments in these regions would not have emerged with no Russian
patrons, just as the annexation of Crimea and the current project for political
expansion and the partitioning Ukraine under the banner of Novorossiya would
have been unthinkable without Russian involvement. These outcomes are the
result of Moscow’s use of non-kinetic active measures, which have not been
sufficiently examined from this perspective.”” At the same time, they reveal the
true expansionist goals of Russia’s foreign policy, implemented in part through
its intelligence services. Ultimately, however, when it comes to seizing territory,
the Kremlin will deploy its ‘full-scale’, kinetic military force.

* % %

A few editorial notes. In the book, I have separated the concepts of ‘active meas-
ures’ (ChapterI) and ‘hybrid techniques’ (ChapterII), even though, as I stressed
above, they both essentially cover the same activities. This purely technical step
was intended to highlight the role of the main actors involved in these actions
while also demonstrating the repetitive nature of their methods. In Chapter
111, I attempted to extend the perspective of the phenomena under analysis to
show that Russian influence operations are long-lasting. For centuries, using
all means necessary, Russia has fought against the label of ‘invaders’, instead
portraying itself as the defender and liberator from colonisation imposed by
Western aggressors.

Due to the terminological challenges outlined above, I adopted the princi-
ple of explaining the terms used at the beginning of each chapter. In this way,
I also wanted to draw attention to the ‘terminological disinformation’ to which
we are constantly exposed. As a result of this, today every author has to redefine
terms describing well-known issues that have already been examined. I have
avoided using buzzwords such as ‘cyberwar’, instead placing this topic within
the context of ‘digital active measures’. I have also omitted their complex IT
aspects, striving to present them in an accessible manner to readers who may
not be interested in the intricacies of digital communication. To this end, I have
provided a glossary of basic terms related to this subject.

The titular metaphor ‘capturing minds and reshaping the world” encap-
sulates the essence of Russian strategic culture and references the concepts
of the ‘Russian world” and ‘Russian order in the world’, which are inherently
confrontational towards the West. The subversion and disinformation men-
tioned in the subtitle were the focus of many of my earlier works, which I drew

12 G.Gil, ‘Subwersja w polityce (nie)bezpieczeristwa w Europie Wschodniej: wybrane problemy’, Wschéd Europy. Studia
Humanistyczno-Spoleczne 2021, no. 7.2, at: dlibra.umes.lublin.pl.
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14

upon in this book.” In those studies, I emphasised that these are both recurring
and long-term phenomena and that Russia’s approach to the West remains
unchanged. This was confirmed by Putin’s interview with the owner of the
Tucker Carlson Network digital platform, published on the Kremlin’s official
website on 9 February 2024," which can be considered a textbook example of
Russian political discourse.

The Russian president reinforced his manipulative messaging with remarks

» o«

such as “Ukrainians are Russians”, “It was the Poles who invented Ukrainians”,

” «

“The ball is in the West’s court when it comes to ending the war”, “Western leaders

have realised that it is impossible to deliver a strategic defeat to Russia”, “Russia
will fight for its interests to the end” and “Russia is always ready for dialogue”.
At the same time, as in 2016, he endorsed Donald Trump as the ‘Russian’ candi-
date in the US elections. Acting as a moderator of ‘active’ propaganda, he effec-
tively initiated another electoral and post-electoral disinformation campaign
by pledging to intensify activities in Western countries in a bid to reduce their
political, military and economic support for Ukraine.

Above all, by remaining in the mainstream of local propaganda, Putin has
been reshaping the world - from a US-led one to a Russian one. He has support-
ed the anti-Western front of allies in the ‘fight against global anarchy’ and has
fuelled an atmosphere of fear, European pacifism and American isolationism.
He has continued to exacerbate crises on the European continent, suggesting
that the ‘American/Anglo-Saxon civilisation’, so detrimental to the Kremlin, is
equally harmful to Europe. Circles of ‘those who understand Russia’, which
are present in particular (but not exclusively) in Germany, still emphasise the
importance of Russian-European relations, the tradition of cooperation and
shared interests. Putin’s key narratives also deserve attention as a psychological
projection of Moscow’s intentions. In Russia, Putin’s interview with the Tucker
Carlson Network was met with enthusiasm, as “the Russian president was heard
in the West”. Putin’s press secretary Dmitry Peskov was in a triumphant mood:

In this monograph, I used theses and excerpts from many of my previous texts in an updated and significantly re-
vised form. This applies in particular to the following materials: Federalna Stuzba Bezpieczeristwa w zwierciadle rosy-
Jjskiego dowcipu sieciowego, OSW, Warszawa 2014; The anatomy of Russian information warfare. The Crimean operation,
a case study, OSW, Warszawa 2014; The devil is in the details. Information warfare in the light of Russia’s military doctrine,
OSW, Warszawa 2015; Russia’s armed forces on the information war front. Strategic documents, OSW, Warszawa 2016;
Russophobia in the Kremlin’s strategy. A weapon of mass destruction, [co-authored by P. Zochowski], OSW, Warszawa 2015;
Active measures. Russia’s key export, [co-authored by P. Zochowski], OSW, Warszawa 2017; Defenders of the besieged for-
tress. On the historical legitimisation of Russia’s special service, OSW, Warszawa 2018; Between overt disinformation and
covert practice. The Russian special services’ game, OSW, Warszawa 2019 [all of these available at osw.waw.pl/en], ‘Wojna
informacyjna Rosji z Zachodem. Nowe wyzwanie?, Przeglad Bezpieczeristwa Wewnetrznego 2015 (special ed.), pp. 59-73,
as well as the following monographs: Rus porwana? Rosyjska wojna o tozsamos¢ Ukrainy, [co-authored by J. Getka],
Wydawnictwa Uniwersytetu Warszawskiego, Warszawa 2022, wuw.pl; Faszyzacja antyfaszyzmu. Kulturowe kody wojny
Rosji, [co-authored by J. Getka], Wydawnictwa Uniwersytetu Warszawskiego, Warszawa 2023, wuw.pl.

‘Unrepssio Takepy Kapncony’, President of Russia, 9 February 2024, kremlin.ru.
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within the first 24 hours, the interview garnered 150 million views on the X plat-
form alone. The fact that there will always be a Carlson abroad only confirms
that today, as in the past, Russia’s message must be amplified through active
measures: coercion, blackmail, intimidation and straightforward corruption.
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Active measures:
beyond disinformation and propaganda

1.

15

Overview of the issue

In recent years, the political and military pressure exerted by Russia on its im-
mediate and more distant international environment, as well as its readiness to
escalate tensions, have become central topics in the discourse on international
security. It has also become the focus of numerous analyses and articles, along
with several books that synthetise these issues.”* However, reflections on this
subject remain fragmentary as they fail to encompass all of its aspects and
manifestations. Most authors concentrate on disinformation and propaganda -
activities confined to the information sphere. While these are indeed dominant
tools, they are only one component of Russia’s crisis-generating toolkit.

Pretexts for overt and covert disinformation operations include intelligence,
border and migration provocations, events organised both domestically and
abroad (such as conferences, festivals and peace camps), interference in par-
liamentary and presidential elections, financial or political support for radical
groups and separatist movements, the disruption of decision-making processes,
efforts to discredit political leaders unfriendly to the Kremlin while supporting
pro-Kremlin figures, etc. During the Cold War, these actions were collectively
referred to as ‘active measures’. This historical term also helps to understand
present-day influence operations, including those aimed at weakening Western
support for Ukraine in the war with Russia.

L.M. Pacepa, R.J. Rychlak, Dezinformacja. Byly szef wywiadu ujawnia metody diawienia wolnosci, zwalczania religii i wspie-
rania terroryzmu, Warszawa 2015; E. Lucas, Deception: The Untold Story of East-West Espionage Today, Walker, New York
2012; T. Rid, Active Measures..., op. cit.; M. Olechowski, Bezpieczeristwo informacyjne Rosji. Czynnik duchowy i kultura stra-
tegiczna, Torun 2023.
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In the context of Ukraine, recent literature has typically examined these
efforts within the paradigm of ‘hybrid wars’, understood as a hybrid of old and
new warfare. It combines armed aggression with indirect actions in areas such
as the economy, culture and the media with the aim of destabilising this coun-
try from within. Active measures are also treated as synonymous with terms
such as ‘information warfare’, ‘psychological warfare’ and ‘political warfare’.
The prevailing trend in the literature on Russia’s destructive activities often
narrows the focus to digital invasion and cyberespionage (the hacking and au-
tomated dissemination of data leaks). However, the Internet has become little
more than a natural extension of the sphere where these methods are applied,
offering a number of convenient targets and tools for conducting attacks. This
confusion stems from the lack of clear definitions for the aforementioned terms
and the fact that they are subject to certain trends which are often accompanied
by a high imprecision of content. This creates challenges in identifying and
countering this threat, which experts predict will continue to intensify.

The growing interest in active measures seen in the West today also prompts
acloser examination of this topic. This interest is largely driven by the aforemen-
tioned lack of clarity in terminology and by efforts to adopt a more comprehen-
sive approach to newer forms of Russian aggression. The fact that many terms
have a military origin often obscures the undeniable assumption that the armed
forces are not the sole participants in these wars. In this context, the historical
term ‘active measures’ aptly captures the complex nature of this phenomenon.
It emphasises the role of the intelligence services in preparing and establishing
the operational framework for the Kremlin’s influence campaigns as well as
the close links between these operations and acts of provocation, subversion,
terrorism, international organised crime, pressure through artificially created
illegal migration routes and other forms of destabilising action.

Today, modern active measures are primarily described through the lens
of Ukraine’s experiences, with the ‘Crimean operation’ serving as a textbook
example of their application. Russia achieved its main objective (seizing the
Crimean Peninsula with the use of special forces and irregular formations and
then annexing it after a sham referendum) by using intensive, multidimen-
sional, long-term information-psychological operations, including blackmail,
disinformation, deception and propaganda. The speed of Russia’s aggressive
actions caught the international community off guard, effectively preventing
any coordinated and effective response beyond the imposition of sanctions.

16  See, for example, A. Kozlowski, ‘Srodki aktywne - cyfrowa brofi Kremla [Security Case Study 2018]’, op. cit.; idem,
‘Rosyjskie ,,$rodki aktywne” w cyberprzestrzeni w wyborach prezydenckich w Stanach Zjednoczonych w 2016 roku’,
op. cit.
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At that time, the Kremlin was pursuing several objectives, and these remain
valid today. The minimum goal is to prevent the countries it considers to be
part of its sphere of influence, including Ukraine, Georgia and Moldova, from
joining the EU and NATO. This is designed to weaken Euro-Atlantic unity while
enabling Russia to seize all the available resources, including the human cap-
ital, of the countries within its sphere of interest. The maximum objective, on
a global scale, is to perpetuate the proposed division of the world into spheres
of influence, which would effectively restore the ‘Yalta order’.

Russia holds a significant advantage in its confrontation with the West.
This is largely due to the very nature of the Putin regime, which disregards the
principles of international law. Russia views the achievements of democratic
systems, such as the electoral alternation of power, pluralism of opinion and
freedom of speech, as weaknesses to be exploited. It has used both legal and
illegal means to enlist various non-state actors in activities such as intel-
ligence gathering, acquiring classified data, establishing smuggling routes,
facilitating financial transfers, carrying out contract killings and setting up
front companies. The continuity of its leadership has enabled it to pursue cer-
tain political objectives that have remained unchanged for years. Its strategic
narrative is underpinned by a neo-imperial doctrine rooted in the concept
of the ‘Russian world” and its own criteria of what constitutes the ‘truth’.
Russia has also employed long-term information warfare strategies covering
various thematic areas. It has been adapted to the specific characteristics
of the target audience.

Contrary to Russia’s ‘defensive’ narrative, its complex arsenal of influence tools,
initially referred to as active inspirational measures and later as support measures
and hybrid techniques, includes offensive disinformation, subversion, destabilisa-
tion and espionage operations. These measures stem directly from the objectives
and priorities of the state’s foreign policy; their purpose is to compel or persuade
adversaries to act in ways aligned with Moscow’s interests. They are deeply
rooted in Russia’s tradition and its political and strategic culture, encompassing
a wide range of tactics: from overt propaganda and disinformation campaigns
based on falsehoods to political assassinations and state-sponsored terrorism.
Lying between these is an extensive grey zone, which constitutes the primary
battlefield in Russia’s confrontation with the West focused on undermining the
administrative-political, socio-economic and cultural-ideological foundations
of the targeted countries. Analysing this sphere poses significant challenges
due to the secretive and semi-legal nature of the relevant activities, the lack of
tools to measure their scale and impact, and also because of the multitude and
diversity of the actors involved, who draw on a wide range of funding sources.
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In this chapter, I attempt to take a more comprehensive approach to the
concept of ‘active measures’. I focus on more recent examples of their appli-
cation as well as their evolution in response to the emergence of so-called
new media. While referencing well-known cases, I have chosen as my case
study the largely unexplored political project to destabilise Ukraine known
as ‘Novorossiya'. Launched a decade ago and based on subversion, this project
initially envisaged granting this historical province a non-bloc status, which
would abandon aspirations for European integration, but - provide extensive
autonomy to its regions and keep it in a state of perpetual social, economic and
political crisis. Modelled on the Transnistrian scenario, it was conceived as
a tool for Russia to exert influence over Ukraine. The plan’s ultimate goal was
to divide the Ukrainian state and establish Novorossiya as a para-state under
Russian protection. In 2022, this project was used to justify Russia’s expansion
and the annexation of four Ukrainian regions.

2. Active measures - a historical and contemporary perspective

2.1. Clarifying the concept

17

‘Active measures’ is a historical yet imprecise term. Like many Russian concepts,
it acts as a facade that conceals various methods of exerting influence on the
international environment. A variety of actors have employed these measures,
often under the inspiration and control of the country’s secret services. The term
emerged in the 1960s amid the escalating ideological confrontation between the
Soviet Union and the West as a catch-all phrase encompassing numerous oper-
ational techniques (disinformation, special propaganda,”sabotage, subversion,
and more) that carried inherently negative connotations in the public perception.
Moreover, it concealed the offensive nature of actions portrayed as defensive.
Definitions of active measures (Russian: aktivnye meropriyatiya) can be
found in available KGB documents (an acronym for Komitet Gosudarstvennoy
Bezopasnosti - the Committee for State Security). In the Counterintelligence Dic-
tionary published by the KGB'’s Felix Dzerzhinsky Higher School in 1972, active
measures were described as “counterintelligence actions that make it possible

In Polish academic literature, disinformation and propaganda are assigned distinct and strictly defined meanings.
See, for example: M.J. Wachowicz, ‘Ujecie teoretyczne pojecia dezinformacji’, Wiedza Obronna 2019, vol. 266-267,
no. 1-2, wiedzaobronna.edu.pl; T. Kacata, ‘Dezinformacja i propaganda w kontekscie zagrozen dla bezpieczeristwa
paristwa’, Przeglad Prawa Konstytucyjnego 2015, no. 2(24), at: cejsh.icm.edu.pl. In this text, these phenomena are treated
as components of ‘active measures’, techniques of influence based on the use of manipulated information. They are
further linked by ideological and informational subversion.
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touncover the adversary’s intentions, pre-empt their undesirable steps, mislead
them, seize the initiative from them and thwart their subversive activities”.'®

According to this document, active measures are inherently offensive in
nature. They enable the detection and disruption of hostile activities at an early
stage, force adversaries to show their hand, impose the initiator’s will on them
and compel them to operate under adverse conditions and in ways favourable to
counterintelligence efforts. In the counterintelligence practice of state security
agencies, these measures included actions aimed at embedding agents within the
adversary’s organisation and its broader environment, conducting operational
games with the adversary, disinforming, discrediting and demoralising them,
transferring individuals of particular operational value into Soviet territory,
gathering intelligence, and other similar activities.

A definition of active measures from the perspective of the intelligence
services was formulated by Vasili Mitrokhin, a former KGB intelligence officer
and archivist who highlighted their political, economic, military and ideo-
logical dimensions. The Soviet intelligence service described active measures
as “espionage-operational actions aimed at influencing the foreign policy and
internal political situation of the targeted countries, conducted in the interest
of the Soviet Union and other socialist countries, global communism and na-
tional liberation movements; weakening the political, military, economic and
ideological position of capitalism as well as thwarting its aggressive plans in
order to create favourable conditions for advancing Soviet foreign policy and
ensuring peace and social progress”.”

As such, the term ‘active measures’ referred to those offensive operations
involving disinformation, deception, subversion, destabilisation and espionage
which stemmed from the principles and priorities of Soviet foreign policy and
were designed to compel adversaries to act in Moscow’s interests. The term
encompassed various techniques employed in influence operations targeting
the Soviet Union’s international environment and designed to support the
Kremlin’s policies. Both definitions described the essence of active measures
in identical terms: influencing adversaries to create favourable conditions for
advancing Soviet foreign policy objectives.

In Poland, this term emerged as a borrowing from Russian via English.
The English-language literature had adopted the term ‘active measures’, which
was essentially a linguistic calque. In a 1986 report on anti-American disin-
formation and propaganda campaigns, the US Department of State described
active measures as “covert or deceptive operations conducted in support of

18  Kowmppassedsleamenshelil cnogaps, MOCKBa 1972, pp. 161-162, at: genocid.lt.
19 W. Mitrochin, KGB Lexicon: The Soviet Intelligence Officer’s Handbook, London 2002, p. 13.
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Soviet foreign policy. Active measures are distinct both from espionage and
counterintelligence and from traditional diplomatic and informational activ-
ities. The goal of active measures is to influence opinions and perceptions of
governments and/or publics to achieve a specific response”. According to the
US Department of State, their essence lay in deceptiveness: disinformation and
forgeries, front groups and media manipulation. They could also involve covert
operations, but this was not always the case.”

KGB researchers hold varying views on the scope of the historical concept
of ‘active measures’. For some, it includes physical attacks, such as sabotage
and assassinations (Yevhen Konovalets in 1938, Leon Trotsky in 1940, Stepan
Bandera in 1959, Hafizullah Amin in 1979, and many others) which the intelli-
gence services carry out abroad; they see the more recent killings of Alexander
Litvinenko and Aslan Maskhadov as a continuation of these actions. Most re-
searchers mention techniques such as spreading disinformation and producing

‘forgeries’ - fabricated documents intended to discredit individual politicians,
governments or organisations; setting up front organisations - fictitious entities
presented as non-political NGOs; and carrying out political provocations using
operatives who conceal their ties to the KGB or unwitting ‘useful idiots’. Similar
mechanisms were outlined in the 1987 FBI report entitled Active Measures in the
United States 1986-1987, which distinguishes ‘false agents’ (individuals unaware
of the influence being exerted on them) from those recruited through espio-
nage methods, who knowingly act in the adversary’s interest to the detriment
of their own country.

Another key component of active measures - subversion, which is often
qualified by the adjective ‘ideological’ (Russian: ideologicheskaya diversiya) - has
both a broad and narrow meaning. It is often equated with active measures
per se. According to the common definition, subversion involves activities aimed
at destabilising political authorities and undermining the morale of society
and armed forces in order to provoke a crisis and ultimately produce changes
in the domestic and foreign policies of the targeted state. Indirect methods of
subversion include inspiring, creating and directing covert and overt organisa-
tions within a country as well as employing diplomatic, informational, agitprop
and psychological tactics alongside blackmail and corruption. Direct forms of
subversive activities include acts of terrorism and sabotage carried out by KGB-
trained militias posing as spontaneous resistance groups, the assassinations of
political and social activists, and military interventions carried out to suppress
anti-communist revolutions, such as Operation Whirlwind in Hungary in 1956,

20  Active Measures: A Report on the Substance and Process of Anti-U.S. Disinformation and Propaganda Campaigns, US Depart-
ment of State, August 1986, p. 1.
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Operation Danube in Prague in 1968 and the 1979 intervention in Afghanistan,
which installed a puppet government led by Babrak Karmal.

This kind of influence targeted various spheres of state and social activity,
including religion, the dominant ideology, politics, the economy, the ethical
system, culture and science. The scale of these efforts is illustrated by an ex-
tensive list compiled by French researcher Thierry Wolton,* detailing entities
regarded by the Kremlin as extensions of the KGB. These included the World
Peace Council (which brought together 135 national organisations), the World
Federation of Trade Unions (90); the Afro-Asian People’s Solidarity Organisa-
tion (91); the World Federation of Democratic Youth (210); the International
Union of Students (118); the International Organisation of Journalists (114);
the Women'’s International Democratic Federation (129); the Christian Peace
Conference (86); the International Association of Democratic Lawyers (64);
and the World Federation of Scientific Workers (33). All of them operated in
the Soviet Union’s interests and received financial support from it.

The World Peace Council enjoyed particular favour from the Kremlin;
asrevealed in the 1990s, around 90% of its funding came from the Soviet Union
and the so-called socialist bloc. In addition to the offensive operations outlined
above, extraordinary precautions were taken to prevent any Western influence
on Soviet citizens. As a result, Moscow played a game without rules: Soviet prop-
aganda and disinformation were presented as entirely legitimate aspects of the
free flow of information and people-to-people contacts, while Western efforts
to counteract informational subversion were portrayed as interference in the
Soviet Union’s internal affairs and as the illegal practices of ‘imperialist agents’.

Moscow continued to employ active measures in the 1990s, even after the
Soviet Union collapsed, the KGB was disbanded and the Foreign Intelligence
Service (SVR) was established as a separate institution. This was confirmed by
intelligence Colonel Sergei Tretyakov, who defected to the United States in 2000.
According to his account, Service A (from the Russian aktivka, meaning ‘active
measures’) within the intelligence structure was renamed as MS (meropriyatiya
sodeystviya - ‘support measures’). Officially, the SVR disbanded this unit, a step
which the US had encouraged.” It is worth noting that, according to journalists
Irina Borogan and Andrei Soldatov,* a similar structure named the Directorate
for Assistance Programmes was created within the FSB in 1999. Its first head

T. Wolton, Le KGB en France, Paris 1986.

P. Earley, Towarzysz]. Tajemnice szefa rosyjskiej siatki szpiegowskiej w Stanach Zjednoczonych po zimnej wojnie, Poznan 2008,
Pp- 184-185.

A. Soldatov, I. Borogan, The New Nobility: The Restoration of Russia's Security State and the Enduring Legacy of the KGB,
Public Affairs, New York 2010, p. 109.
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Relations.

2.2. The institutional framework of active measures
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The Soviet Union’s intelligence services began employing active measures
thus defined at the very inception of the state; the Kremlin expected them to
hasten the triumph of communism over capitalism. Both civilian and military
structures utilised these methods, operating in close coordination under the
guidance of the ideological and international departments of the Central Com-
mittee of the Communist Party of the Soviet Union. The names of these bodies
reflect an effort to find a collective term that would capture the complex nature
of their activities. In simplified terms, this was referred to as disinformation or,
as we would say today, disinformation techniques. The first so-called bureau
of sabotage, disinformation and special propaganda (Russian: dezinforbyuro/
dezbyuro) was established in 1923 on the initiative of J6zef Unszlicht within the
Unified State Political Directorate (OGPU), the successor to the Cheka.? In the
Ministry of State Security, a separate unit named Bureau No. 1, headed by Pavel
Sudoplatov, was in charge of ‘hard’ (terrorism) and ‘soft’ ideological subversion
abroad. Bureau No. 2 handled these activities within the Soviet Union.

The establishment of a new, separate unit called Department D (in Russian
operational jargon: deza, disinformation) within the First Chief Directorate
(KGB intelligence) in January 1959 marked the beginning of a systemic approach
to these operations. A similar body was created within military intelligence
(Russian: Razvedyvatelnoye Upravleniye, abbreviated as Razvedupr - the Intel-
ligence Directorate, later renamed the Main Intelligence Directorate, GRU).
Within the structures of the Chief Political Directorate, the VII Directorate for
special propaganda operated until 1991.° Department D absorbed the assets
of the disbanded Information Committee at the Soviet Union’s Ministry of
Foreign Affairs, which had coordinated the efforts of both civilian and military
intelligence.”® Creation of the department is credited to Ivan Agayants, who

This topic is discussed in greater detail by Yevgeny Gorbunov, a historian of the Russian intelligence services. He places
this initiative within the context of the Soviet government’s foresight and glorifies intelligence as a factor of stra-
tegic stability. See: E. TopbyHoB, ‘DakTop crabunpHOCTY — cTpaTernyeckas gesuapopmanys’, HesaBucumoe BoeH-
Hoe 0603peHue, 12 May 2006, nvo.ng.ru; idem, ‘Ctparernyeckas gesnudopmarys’ [in:] Cmanun u I'PY, Mocksa 2010,
at: historywikireading.ru.

On its beginnings, see for example: ‘Vx opysxue - croBo. [lepBomy BBINyCKy aKynbTeTa CIEIIPONArat/bl - 40 1eT’,
KpacHas 3Be3za, 29 June 2011, old.redstar.ru.

Much less is known about similar structures within military intelligence. As Gorbunov notes, the course entitled ‘Fun-
damentals of Military Disinformation’ was resumed in 1941 at the initiative of the General Staff; a brochure under the
same title also appeared at that time. However, its author did not take into account the experiences of the 1920s: all the
heads of Soviet military intelligence perished during the purges of 1937-38 (see E. TopbyHo0B, ‘DaxTop crabuasHocTy -
cTparerudeckas fesundopmanus’, op. cit.).

Chapter I. Active measures: beyond disinformation and propaganda 28


https://nvo.ng.ru/spforces/2006-05-12/7_spy.html
https://history.wikireading.ru/186233
http://old.redstar.ru/2011/06/29_06/5_01.html
https://nvo.ng.ru/spforces/2006-05-12/7_spy.html
https://nvo.ng.ru/spforces/2006-05-12/7_spy.html

was subsequently appointed its head. The SVR describes him on its website as
an outstanding intelligence officer and a resident in France and Iran.”

Initially, Department D consisted of around 50 officers who engaged in both
verbal and operational disinformation. The unit’s first mission was to discredit
West Germany as a ‘neo-Nazi state’. As part of this effort, East German agents
were sent to desecrate Jewish graves, paint anti-Semitic slogans on synagogues,
shops and the offices of Jewish organisations and to incite local residents to carry
out similar actions. As reported by John Barron,* within a year the West German
government recorded 833 anti-Semitic acts, which exposed it to international
condemnation and tarnished its image in the eyes of global public opinion.

Following its successes, in 1963 the department was transformed into Ser-
vice A within the First Directorate of the KGB (as noted earlier, ‘A’ stood for the
Russian aktivka, or ‘active measures’) and was tasked with inspirational and
planning functions. According to information that is difficult to verify, it was
successively headed by Ivan Agayants (1963-1967), Sergei Kondrashev (1967-?),
Nikolai Kosov (?-1975), Vladimir Ivanov (1975-1990) and Leonid Makarov (1991).
Makarov had previously headed the residency in Oslo and later the KGB’s intel-
ligence division in the Ukrainian SSR. His appointment to lead Service A was
seen as the crowning achievement of an illustrious career - hence the conclusion
that this position was reserved for the KGB elite.”

The names of the directors of Service A appear on the lists of participants
in the arms limitation talks (Helsinki 1970) and the negotiations that led to the
adoption of the Helsinki Final Act of the CSCE (1974). However, trips aimed at
coordinating operations were privileges reserved for its leadership. According
to Oleg Kalugin, a former KGB general and defector living in the United States,
rank-and-file officers believed that the unit offered little opportunity to climb
the careerladder, which was often equated with assignments abroad. Many of
them lacked experience in operational work outside the Soviet Union and based
their assessments on conspiracy theories about “insidious plots by imperialists
and Zionists controlled by the CIA”. Service A at the KGB headquarters prepared
guidelines and operational instructions for personnel in foreign residencies.
In practice, such operations were carried out by officers from the so-called geo-
graphical departments of the KGB’s First Directorate, which was responsible

27  Before World War II, Agayants specialised in subversion, participating in operations such as the one that brought
Spanish Communist Party leaders Dolores Ibarruri and José Diaz to Moscow. During the war, he worked in Iran, tar-
geting Nazi Germany’s intelligence networks, studying fascist propaganda mechanisms and conducting counter-prop-
aganda activities. After the war, he was reassigned to the Paris residency, where he co-founded the Soviet-French
Friendship Society while also working (from 1946) as a member of the abovementioned Information Committee and
a lecturer at the KGB'’s intelligence School 101.

28  Cited in: V. Volkoff, Psychosocjotechnika, dezinformacja, orez wojny, op. cit., p. 130.

29  ‘Oxmen «[l» - Cnyxba «A»’, Bamentur Msapeynos, shieldandsword.mozohin.ru.
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3.

for intelligence. The residencies in Bonn and Washington were the exceptions,
as they were reinforced with officers from Service A.

This restructuring also reflected an effort to merge various forms of influ-
ence into a single coordinated process, which aligned with the Soviet Union’s
plans for broader ideological expansion. On the one hand, this required recruit-
ing and managing agents of influence, conducting covert financial operations
and establishing footholds in influential media outlets. On the other, it involved
sabotage and subversion, provoking conflicts, supporting opposition groups and
resistance movements, and conducting paramilitary and military operations.
When methods of ideological persuasion proved ineffective, the force of argu-
ment gave way to the argument of force. The extensive array of active measures
was then supplemented with the ‘force factor’. Intelligence services organised,
and often initiated, these efforts, conducting reconnaissance in targeted coun-
tries, preparing action plans and selecting individuals to carry them out.

Active measures as an intelligence threat

3.1. The specifics of Russian ‘active intelligence’

30
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Having no connection with gathering and analysing information, influence oper-
ations referred to as active measures fall outside the scope of typical intelligence
activities; instead, they are tools for advancing Russia’s foreign, economic and
defence policy objectives. Broadly speaking, what sets active measures apart
from ‘classic’ intelligence activities is their agency. Researchers of Russian secret
services approach this concept in various ways. Tomasz R. Aleksandrowicz asso-
ciates it with the intelligence function of creatively managing the state’s strategic
security by stimulating situationsfavourable from the perspective of its national
interests.*® Kazimierz Kraj uses the term ‘active intelligence™ while Mirostaw
Minkina describes it as ‘non-informational intelligence operations’.** The purpose
of these measures is to cause something to happen, unlike informational activities,
which are designed to affect decision-making once something has already occurred.
Aleksandr Bartosh, a military analyst who specialises in these issues® explains

T.R. Aleksandrowicz, ‘Wywiad jako narzedzie w koncepcji nowych wojen. Casus konfliktu ukrainskiego’, Studia Polito-
logiczne 2017, no. 43, studiapolitologiczne.pl.

For more on this topic, see K. Kraj, ‘Wywiad - szczegélny rodzaj Sit Zbrojnych Federacji Rosyjskiej [in:] M. Banasik,
A. Rogozifiska (ed.), Perspektywy zagrozeri dla bezpieczeristwa miedzynarodowego kreowanych przez Federacje Rosyjskq,
Warszawa 2019, pp. 219-225.

M. Minkina, Sztuka wywiadu w paristwie wspélczesnym, Warszawa 2014, pp. 209-245.

See, for example A. Baprom, Konpnukmot XXI eexa. Tubpudnas eolina u yeemuas pesontoyus, Mocksa 2018; idem, Tyman
2ubpudHoil eotinbl. Heonpedenennocmu u pucku konpnukmoe XXI eexa, Mocksa 2019; idem, ‘Mocksa 1o-nipesxsemy e
HoMmep onuH’, HesaBucumoe BoeHHOe 0603penne, 14 December 2018, nvo.ng.ru; idem, ‘Moznens rubpugHoit BoyHSEI,
Boennas MbIcas, 1 May 2019, vm.ric.mil.ru.
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that the goal is to design and shape the adversary’s future. Like all other Russian
authors, Bartosh emphasises the defensive nature of active measures, asserting that
“Moscow is the number one target of the United States, the West and NATO”. In line
with current trends in Russian information analysis, active measures are equated
with ‘hybrid activities’ or ‘hybrid techniques/technologies’ (often with the qualifier
‘covert’) and portrayed as the key to understanding the contemporary ‘Western
aggression’. Within this categorisation, ‘hybrid technologies’ are considered part
of the arsenal of indirect, kinetic measures below the threshold of the use of force.

The new realities were primarily associated with the shift away from rigid
communist ideology after the fall of the Soviet Union and the rapid social, eco-
nomic and technological changes; these enhanced the capabilities of Russian
intelligence services both domestically and abroad. The SVR, which reports
directly to the president, from the outset operated with a strong sense of pur-
pose underpinned by the Law on Foreign Intelligence, which was prepared by
the SVR itself and adopted in August 1992. It allowed intelligence personnel to
hold positions in ministries, departments, enterprises and organisations without
disclosing their affiliation with the parent institution.

During the KGB era, foreign intelligence operations were concentrated in
residencies under diplomatic cover and in facilities widely recognised in the
West as intelligence fronts, such as Aeroflot offices, trade missions and for-
eign correspondent bureaux. However, the SVR could now operate under the
guise of any political, economic or social organisation. The Russian-speaking
diaspora scattered across the post-Soviet countries further added to this ex-
panded scope of opportunities. In addition, Russian intelligence leveraged
the new technological environment, marked by advances in information and
communication devices, the widespread use of computer technology and the
growing dependence of countries on IT infrastructure. This situation made it
easier not only to collect information but also to manipulate it.

In the struggle for information (knowledge), Russian strategic intelligence
has typically conducted a broad range of operations across political, economic,
social, scientific-technical, sociological, cultural and military domains. In Rus-
sian intelligence doctrine and strategic planning, this contest was quickly re-
framed as an informational (or more precisely, disinformational) clash across
battlefronts which corresponds to the components of intelligence. It is worth
noting that the term ‘information warfare’ emerged in the West only in the mid-
1990s and was almost immediately introduced into Russian official documents,
appearing in the Information Security Doctrine and the Military Doctrine that
were adopted in 2000. This was facilitated by the longstanding tradition of
employing tools of information-psychological warfare as well as more recent
experiences from the two Chechen wars and the challenge posed to Russia by
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the enlargement of NATO and the EU, which was accompanied by extremely
vigorous information campaigns. Therefore, it is hardly surprising that most
Russian theorists emphasise the critical role of informational tools at all stages
of hybrid operations - from monitoring the situation to identify fractures and
inconsistencies in the targeted countries, through planning and selecting ex-
ecutors, to the implementation and media coverage of the operations.

In this context, Yuri Bobylov argues that the creation of mobilisation-driven
information networks was a move of immense significance. They were built on
intelligence mechanisms, public-private partnerships and on capacity-building
efforts, including the training of analytical and operational personnel capable of
conducting independent actions. According to Bobylov, these networks should
serve as a model for ‘hybrid activities’ in other domains, such as the economic,
financial, trade and industrial innovation sectors.**

Emphasising the auxiliary role of intelligence,* Bobylov distinguishes
between special operations, which intelligence agencies execute, and special
projects, in which they participate.

Destructive operations are characterised by:
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. secrecy (covert actions can be both legal and illegal),

- the lack of spatial limitations,

- the use of both domestic and foreign citizens,

. awide range of methods applied at various levels of problem-solving,

. specialised execution structures (the use of permanent resources and
organisations/companies created specifically for the task),

- special material and financial support,

- a special approach to managing operations, with responsibility delegated
from the decision-making centre to the operational structures,

0. Bo6BII0B, ‘DKCIOPTHO-OPMEHTMPOBAaHHBIE MHHOBAIMOHHBIE IPOMBILIIEHHBIE IIPOPHIBEL Poccmm 1o crpare-
IUAM TMOPUAHBIX BOVH , MH(OpMayuoHHsle 80liHbL 2015, no. 1, pp. 55-61. The following articles are particularly rel-
evant to the issues discussed: ‘Cremcays6s1 u crparerns rubpuansx BoriH’, HaHOTEXHOIOTMYECKOe 06ILeCTBO
Poccuu, 30 March 2015, rusnor.org; ‘TIpobmeMa BHeIIHel BeZOMCTBEHHOJ KOHKYDEHTHOM pasBegkm Poccum.
HHbopManyoHHBIe, IPaBOBbIe ¥ OPTaHM3ALMIOHHbIE aCIeKTH, HHPOpMayuoHHble 80liHbL 2016, NO. 4, PP. 67-79;
‘Hosble Hayxoemkye rubpupsbie BovHbl a1 K «Pocatom». Oxonvanue’, [IPoATom, 29 March 2017, proatom.ru.
According to Bobylov, the contemporary global economic realities pose a new mobilisation challenge for Russia:
how to build adequate structures of state governance and a mobilisation-driven economic network that leverages
covert technologies, intelligence resources and a range of private entities, including the criminal world. In this con-
text, the author calls for the establishment of a distinct structure (the so-called troika focused on economic security)
within government offices, strategic enterprises and private companies. It would be modelled on edinitsa (a unit re-
sponsible for protecting state secrets and informational security in the broad sense) and dvoika (mobilisation and
crisis management). This suggests that Russian conceptualists remain attached to old Soviet bureaucratic solutions.
Russian intelligence also highlights its auxiliary role. This is reflected in the contemporary term for active measures:
‘support measures’ (implicitly in service of Russia’s foreign policy).
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- diverse tools tailored to particular objectives,

. afocus on exploiting the adversary’s weaknesses (vulnerabilities),
- surprising and disorientating the adversary,

. a planned approach,

- an informational-psychological framing.

Sergey Rastorguyev highlighted the role of intelligence by categorising
‘information weapons’ into six groups:

. tools for surveying and monitoring the technical environment,
. tools for surveying and monitoring the social environment,

. tools for actively influencing technical resources,

. tools for actively influencing social entities,

Vi A woNn

. tools for planning, managing and evaluating the effectiveness of informa-
tion operations in the technical sphere,

6. tools for planning, managing and evaluating the effectiveness of informa-

tion operations in the social (human) sphere.

The first two groups include technical tools for monitoring the behaviour
of Internet users and collecting data on their IP addresses and the securi-
ty software on their computers. This makes it possible to create profiles of
members of surveilled organisations/social networks or specific individuals.
The third group consists of tools for disabling the technical communication
infrastructure, including eliminating its individual modules and segments.
These include covert influence programs and various proxy resources, such
as botting technologies (see ‘Glossary of digital active measures’ below) that
execute commands from the central control hub. The fourth group covers
tools for generating and distributing specially prepared multimedia materials
on targeted platforms with the use of emails, discussion forums, chats, blogs,
social networks and comments on press articles and television programmes.
The latter two groups include tools for planning and managing information
operations and for evaluating their effectiveness. Depending on the area of
their application (technical or social), these tools use different characteristics
and algorithms to affect the behaviour of the targeted entities.*

In another book, Rastorguyev identified specialised units (‘sections’) within
intelligence structures operating in social and technical spheres, including:

- analytical - responsible for forecasting, modelling developments and
planning information-psychological operations at the strategic, operational
and tactical levels,

36  C. Pactopryes, Mamemamuueckue mModenu 8 UHYOPMAYUOHHOM npomueobopcmee. JK3UCMEHYUANLHAR MAMEMAMUKA,
MockBa 2014, pp. 91-92, in: obuchalka.org.
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- reconnaissance - gathers all the relevant information on targets of infor-
mational influence using operational reconnaissance methods and tools,

- information-generating - prepares materials used in information-psycho-
logical operations, such as articles, books, brochures, leaflets, memes and
internet posts,

- executive - develops communication channels for reaching audiences
and target groups, tailoring content delivery methods to the profiles of
the intended recipients,

- evaluative - collects feedback from audience members and target groups
and evaluates their attitudes/behaviours based on information from var-
ious sources.”

Rastorguyev is a pioneer of Russian studies on the theory of information
warfare and the author of academic textbooks in this field. His scientific career
began in the second half of the 1990s.?* He defines the term ‘information warfare’
as “the overt and covert informational influence of one information system on
another in order to gain specific benefits in the material sphere”.*” Unlike oth-
er Russian researchers, Rastorguyev’s comprehensive concept of information
warfare places greater emphasis on its technical aspects.He writes: “every type
of information weapon is linked to the concept of an algorithm and is defined
through that concept”; algorithms also determine the effectiveness of specific
types of this weaponry.

3.2. Actors of destructive influence
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According to Russian analysts, an informational and psychological influence on
public opinion is exerted by three primary groups of actors in information warfare:

1. state institutions, particularly those associated with the intelligence ser-
vices and issues of communication and information,

2. private organisations, which focus on generating profit,

3. instrumentalised social organisations, which work toward noble goals
and are often described as humanitarian due to their transparent sources

of funding.

The existing literature offers limited information about the operational
resources required for carrying out special operations and projects. This is
hardly surprising as neither the Russian intelligence services nor the Kremlin

Idem, Qunocous unpopmayuoHHoil 8otiHbL, MocKBa 2003, p. 358.

For example, see idem, Hngopmayuonnas eotina, Mocksa 1998; Bol6opbt 80 8nacmb kak Gopma UHPOPMAYUOHHOU IKCNAH-
cuu, Mocksa 1999, Bupycui: 6uonozuueckue, coyuansHble, ncuxuyeckue, KoMnelomepHsle, Mocksa 1996; OcHosbl uH(opma-
yuonHoll 6esonachocmu, Mocksa 2007.

Idem, HrgopmayuonHas eoiina, op. cit., p. 36.
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disclose their involvement, nor do the executors of these endeavours. The his-
torical studies on active measures and the research on modern mechanisms for

spreading disinformation indicate that these operations are initiated by a wide

range of actors, which can be broadly categorised into two groups: state actors

and instrumentalised intermediaries (proxies).

DIAGRAM 1. Participants in information warfare

ENTITIES INVOLVED IN INFORMATION OPERATIONS AND PROJECTS
State entities Instrumentalised entities (proxies)

— [Russian intelligence services ]

associations founded by former military personnel
and officials

officers from other law enforcement agencies >
|and the ministry of foreign affairs ) quasi-military groups (Cossacks, martial arts clubs,
] the Night Wolves)

—

—»[state administration staff at various levels

'diplomatic personnel stationed at Russia’s foreign —)[the Orthodox Church ]

missions

—

f Russian third-sector organisations
(for example, CIS EMO - public diplomacy)

personnel from the government’s Agency for
— | Cooperation with Compatriots Living Abroad [
(Rossotrudnichestvo)

the Russian-speaking diaspora ]

international foundations funded by oligarchs such as

—»[state-owned foundations (such as Russkiy Mir) ] - Lo N -
Vladimir Yakunin and Konstantin Malofeev

the security services of state-owned corporations

— (Gazprom, Rosneft and Rosatom) cultural, friendship and cooperation associations
\ . J (for example, the Paris-based European Institute for
—»[state-run think-tanks (RISI) ] — | Democracy and Cooperation headed by Nataliya
Narochnitskaya, Yakunin's World Public Forum -
state-funded associations (the Russian Geographical | Dialogue of Civilizations)

Society and Military Historical Society)

— | the security & protection services of private companies]

N

systemic political organisations (for example,

the Liberal Democratic Party of Russia) independent’ analytical centres gathering theorists

— | and practitioners of disinformation (such as
the Izborsky Club and Malofeev’s ‘Katekhon’)

state-run media outlets, including the All-Russian

—> | State Television and Radio Company and the multi-
media conglomerates Rossiya Segodnya —
and Krasnaya Zvezda

discussion forums (St. Petersburg Dialogue,
Valdai Club)

organised crime groups involved in activities such as
organising channels of illegal migration

corrupt businessmen ]

-

subversion units operating commercially (such as
L | private military companies) or in social media
networks (troll farms and trolling activities)

nationalist and extremist organisations along with
their youth wings

media outlets owned by oligarchs and Orthodox
associations such as Tsargrad TV

Source: author’s own compilation.



Russian theorists consider these structures to be so-called internal resources.
These covertly managed non-state entities are supposed to function as inde-
pendent elements within organisational ‘mobilisation networks’. Individuals
and legal entities that form part of foreign intelligence assets can be identified
as a separate group. This includes so-called illegals, operatives embedded in
targeted countries and unwitting agents commonly referred to as ‘useful idiots’
or ‘friends of Russia’ in the West, also known as Russlandversteher (‘those who
understand Russia’). The latter group consists of, among others, corrupt pol-
iticians and businessmen, political parties, environmentalists, anti-globalists
and pacifists.

The outlined perspective aligns with the Western one. Authors of the special
report entitled The Pillars of Russia’s Disinformation and Propaganda, prepared
by the Global Engagement Center at the US Department of State, identified five
such pillars or levels of influence.*

The pillars of Russian psychosocial influence:

- messages crafted by official state bodies and top-level politicians, includ-
ing statements issued by the Kremlin, articles by Vladimir Putin and social
media posts by Dmitry Medvedev,

. state-funded government and pro-government media with global reach
that cater to both domestic and international audiences, such as RT and
Rossiya 24,

- proxy sources, such as portals and blogs created for local audiences, as well
as instrumentalised media that propagate Russian narratives intentionally
or unintentionally,

- social media: trolls and bots used to amplify Russian messaging, sway public
debates, conduct discrediting campaigns aimed at undermining trust in
specific politicians and public institutions, as well as to inspire protests
and provocations,

. cyberspace: hacking attacks, cloning and hijacking websites, spreading fake
news and Al-generated deepfakes, blocking undesired information, as well
as paralysing critical infrastructure and the operations of the state media.

Experts at the US Department of State view disinformation and propaganda
as integral components of active measures. Their effectiveness increases when all
or some of these pillars are used simultaneously, which makes reality-distorting

40 OCHOBHbLe 3NeMeHTMbL IKOCUCTeMbL pocculickoll desunpopmayuu u nponazandst, LleHTp rmobanrpHOro B3ammopeicTBus,
August 2020, state.gov.
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messages appear more credible to their audiences. Disinformation spread by
official state bodies is the easiest to identify, whereas covert disinformation
with obscure sources of funding presents the biggest challenge.

The US perspective incorporates research conducted during the Cold War
and information technologies employed in cyberspace. Professor David Gioe
argues that in order to understand the modern approach of Russian intelli-
gence, which he refers to as ‘hybrid intelligence’, it is essential to combine
contemporary cyber technologies (including hacking, trolling, etc.) with the
historical perspective of Russian intelligence operations, particularly active
measures and efforts to recruit agents of influence.” The US Department of
State’s Active Measures Working Group, which operated from 1981 to 1992 and
was headed by Deputy Secretary of State Dennis Kux, made a significant con-
tribution to analysing this toolkit. The group’s experts and members produced
regular reports on Soviet activities. Kux himself attempted to categorise these
various tools, adopting a classification model based on the type of intelligence
source: white, grey and black. He attributed responsibility for actions in the
white (overt operations conducted legally) and grey (semi-legal methods under
various covers) zones to the Kremlin, while assigning those in the black zone
(involving intelligence methods) to specialised structures of the KGB and GRU.

Similarly, based on how covertly individual entities acted, he deconstructed
the operational apparatus engaged in active measures. The ‘white’ segment in-
cluded propaganda disseminated by state-run media outlets such as TASS, RIA
Novosti and Radio Moscow under the guidance of the Propaganda and Agitation
Department of the CPSU Central Committee. The ‘grey’ segment relied on foreign
communist parties, organisations, social movements, experts and other chan-
nels managed by the International Department of the CPSU Central Committee.
The ‘black’ segment, which employed the most secretive tools, included activ-
ities such as using agents of influence and fabricating materials which would
subsequently be disseminated to misinform the public and decision-makers.

This model, essentially based on the typology of propaganda tools and the
level of secrecy among the executors, can be successfully applied to today’s
realities. When digital tools are included, it presents a contemporary set of
active measures.

DJV. Gioe, ‘Cyber operations and useful fools: the approach of Russian hybrid intelligence’, op. cit.

Chapter I. Active measures: beyond disinformation and propaganda 37


https://cosmos.ualr.edu/wp-content/uploads/2019/02/Cyber-operations-and-useful-fools-the-approach-of-Russian-hybrid-intelligence.pdf

DIAGRAM 2. The contemporary apparatus of active measures

BLACK (employed by the intelligence services)

[ operations employing techniques to disguise the true identity of operatives, such as identity theft,
—

creating fictitious identities, recruiting agents of influence and leveraging unwitting individuals to advance
Russian objectives

—)[ assassinations and terrorism

—)[ the fabrication of evidence (forged documents, deepfakes)

—)[ forming proxy groups to carry out provocations, such as vandalising monuments and memorial sites

—)[ conducting quasi-military activities — subversion and the covert use of violence

—)[ inciting demonstrations and riots

—)[ bribing, corrupting and blackmailing politicians

—J I

creating fake accounts and bot networks to conduct cyberattacks, deploy black propaganda and organise
cyberprotests; this includes accounts run by Russian military intelligence, such as Guccifer 2.0 and DCLeaks

GREY (employed by proxy entites)

—)[ leveraging and inciting various social groups, including extremist parties and organisations

acting through Russian NGOs and Russian-controlled international organisations
to spread pro-Kremlin narratives

leveraging Russian foundations and associations such as Russkiy Mir and the Russian Historical Society

creating troll farms and organising pro-Kremlin networks

—
—
—
e

conducting social media attacks, engaging in trolling, botting, etc.

— I\

[ establishing and financially supporting pro-Russian websites

WHITE (employed by state entities)

official propaganda campaigns carried out through state-run institutions such as the Ministry of Foreign
Affairs and the Ministry of Defence as well as state-owned multimedia information agencies such as RT,
Radio Sputnik, RIA Novosti, Rossiya Segodnya and Krasnaya Zvezda

activities conducted via the branches of Rossotrudnichestvo, Russian Centres of Science and Culture
affiliated with Russian embassies as well as other executive and legislative bodies

(for example, the Commission on Protecting State Sovereignty in the Federation Council) with the aim
of expanding the network of pro-Russian individuals and organisations

organising scientific and cultural events, including conferences, exhibitions, commemorative rallies,
scholarships and language courses

Source: author’s own compilation based on: D. Kux, ‘Soviet Active Measures and Disinformation: Overview and Assessment’,
Parameters, Journal of the US Army War College, winter 1985 [in:] C. ABpamc, ‘Bourbine, wem rpomaras/ia: akTUBHbIE COBETCKIIE
MeponpusaTys B myTuHcKoit Poccnn’, Connections: The Quarterly Journal 2016, no. 1, connections-gj.org.

After the Cold War, Moscow abandoned its efforts to reshape the world
according to the ideological preferences that underpinned its active measures
of that era. However, the doctrinal model justifying its current efforts is equally
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rigid: it highlights the contrast between the Russian world and the Western world
stemming from the civilisational distinctiveness of the former, understood in
awider sense as the ‘Eurasian world’. The narrative associated with the so-called
academic geopolitical worldview should be seen as similarly simplistic and de-
void of any binding system of values because the Kremlin has yet to define one.
In practice, it boils down to undermining the values of others. Geopolitics also
shapes the tone of this narrative: the United States and NATO have been cast as
the ‘absolute enemy’ who challenges Russia’s role as a significant global power,
abuses its trust and continues to humiliate it by shaping global developments
through colour revolutions.

Rivalry with the United States and NATO has become a universal ‘argument’
for both domestic policy (creating the illusion of a threat, widespread anti-Rus-
sian hysteria and Russophobia) and foreign policy. By challenging the values of
others, such as Georgia’s and Ukraine’s sovereign right to determine their own
development paths and choose alliances, and by striving to expand its sphere
of influence, Russia has portrayed these moves as acts in defence of its own
sovereignty and a mirrored response to the West’s cynical game. This perception
of the outside world underpins the thinking and actions of Russia’s government
and law enforcement agencies, who regard it as an effective ‘conceptual weapon’
in the realm of information warfare.

The essence of its organisational base, or ‘organisational weapon’, lies in
managing social systems and mechanisms of their organisation/self-organisa-
tion and ultimately leveraging the various entities mentioned above. From the
theoretical standpoint, this is framed within the paradigm of ‘reflexive control’.**
Naturally, shaping the behaviour of an adversary’s population requires detailed
knowledge, which is provided by intelligence.

According to the sociologist Igor Eidman, the intelligence services play
a central role, but they are only one of many operational entities and recruit-
ment centres for auxiliary actors.” Eidman portrays this expansive organisa-
tional system as a pyramid. At its apex is Putin, who makes strategic decisions.
His instructions are implemented by the Presidential Administration, notably
its deputy head Alexei Gromov, who oversees propaganda-related matters, in-
cluding the media conglomerate that comprises the RT television network and
the Sputnik news agency; their international branches are also tasked with
‘organising friends of Russia’. The president’s advisors coordinate efforts in this

For more on this topic, see: M. Wojnowski, ‘,Zarzadzanie refleksyjne” jako paradygmat rosyjskich operacji informa-
cyjno-psychologicznych w XXI w.’, Przeglad Bezpieczeristwa Wewnetrznego, no. 12 (7) 2015, pp. 11-36, abw.gov.pl; idem,
‘Paradygmat wojny i pokoju. Rola i znaczenie materializmu dialektycznego w rosyjskiej nauce wojskowej w XXI w.’,
Przeglqd Bezpieczeristwa Wewnegtrznego, no. 17 (9) 2017, pp. 11-55, abw.gov.pl.

. diipmaH, 'HepBas{ MMpoBas I‘I/I6pI/I,ELHaSI poiiaa’, Aravot, 5 October 2017, aravot-ru.am.
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area with the Ministry of Foreign Affairs and other ministries, such as those in
charge of culture and science. Within the Presidential Administration, specific
‘command points’ coordinate and finance operations through companies, social
associations, international foundations and individual oligarchs. Ultimately,
the Kremlin mobilises the executors, gives the green light to start influence
operations and activates their successive stages.

The actions outlined here, initially referred to as active measures and later
as support measures and hybrid techniques, have evolved alongside the changing
technological conditions that provided new tools, such as television and online
communication platforms. These methods have seamlessly integrated into the
Russian tradition, and its political and strategic culture.

4. Hacking, trolling and deepfakes - active measures in cyberspace

4.1. The advantages and dysfunctions of the new media

In the era of widespread Internet access, active measures have undergone
significant transformations. The new communication platform has proven to
be an excellent space for employing digital tools, while the role of traditional
methods has diminished. The nature of mass communication has changed:
the Internet-based media, particularly social networks, have become an essential
part of this, alongside the print media, radio and television. All instruments,
both new and traditional, also require adaptation to the new conditions of
multi-channel narratives. The Internet, as a global meta-medium, transmits
multimedia messages combining text, image and sound that reach unprece-
dented audiences. Furthermore, active measures have gained new momentum
from the broad capabilities for group communication in real-time, which allows
for immediate responses.

New forms of media have become central to understanding the transfor-
mation of active measures, since the Internet acts as a borderless platform
enabling states with clearly destructive and subversive intentions to interfere
in the internal affairs of others.* This pivotal feature is only one of the factors
that make new media uniquely effective in information warfare. From a commu-
nication perspective, its major advantage is the growing number of web users,
a process driven by technological advances. Today, almost anyone can afford
a ‘personal’ transmitter - a smartphone that is capable of filming anything and
instantly sharing it with the world.

44  W.Rosenau, ‘Subversion and Insurgency’, RAND Counterinsurgency Study - Paper 2, 13 December 2007, rand.org.
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The rapid development of active measures in the new media environment is
closely linked to the changes that have been taking place since 2004 following the
emergence of the second-generation Internet (Web 2.0). While Web 1.0 primarily
served as a source of information, Web 2.0 has become a hub for communication
between users. This interaction takes place across various points in cyberspace,
such as blogs, forums, podcasts and especially social media platforms, including
Facebook, YouTube, WeChat, Instagram, TikTok and X/Twitter as well as the
Russian-language platforms LiveJournal, VKontakte, Odnoklassniki and the
Yandex search engine and website. Depending on the audience profile, platform
operators offer a variety of tools, such as messaging apps, blogging platforms,
video aggregators and networking websites, enabling users to participate in
specific communities. A number of factors have made new media particularly
suitable for active measures: their global reach, the removal of communication
barriers (particularly those stemming from linguistic differences), the possi-
bility of using diverse communication techniques, anonymity, the speed and
permanence of messages, high interactivity, low costs and ease of use.

New media are also invaluable from the perspective of intelligence services.
The Internet has provided them with real-time access to data (including through
illegal means), quick and low-cost communication and also tools for advanced
search and analysis of images and videos, enabling the informational penetration
of targeted areas. Activities such as online identity theft, impersonating official
websites and creating situations to benefit specific state actors and interest
groups have all become easier, both at home and in international relations.
The Internet has also made it possible to rapidly disseminate fabricated content
by broadcasting it globally, replicating it, removing unwanted segments and im-
posing a specific interpretation while remaining anonymous. This enhances the
sender’s online security as they can mask their actions and cover their trail using
chains of intermediaries while maintaining access to the audience. Furthermore,
the Internet offers the possibility to ‘whitewash’ disinformation: when recipients
seek to fact-check a message they have received, they encounter it in a number
of other disinformation sources. In short, the global network has provided
tools that make contemporary information operations difficult to detect.

In his report entitled A View from the Digital Trenches, the American social
media expert Bret Schafer argues that disinformation campaigns can be effec-
tively conducted on modern digital platforms in a matter of weeks, whereas
during the Cold War, this could take years. Rumours and data leaks spread
across the Internet within days, if not hours.” According to Schafer, today’s

45  B. Schafer, ‘A view from the Digital Trenches - Lessons from Year One of Hamilton 68’, Alliance for Securing Democra-
cy 2018, no. 33, securingdemocracy.gmfus.org.
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information-psychological operations are also characterised by aterritoriality
(they can be conducted from anywhere in the world) and the automated manner
of spreading disinformation (for example through botting). These days, disinfor-
mation can be aimed not only at people but also at machines - so-called malicious
bots manipulate online traffic by altering the ranking of specific information
in search engine results generated by so-called good bots. The use of bots ena-
bles a small number of operators to multiply their messages across numerous
platforms and channels. Automated bots have the capacity to achieve massive
reach and thus spread propaganda messages to far larger audiences than ever
before. In this way, networks of bots and trolls can create a political consensus
by boosting public support for a particular idea or politician, or conversely,
damage their popularity by distorting their image.

Itis also important that the activity of social media users makes it easier to
reveal some aspects of their personality profiles, including religious, ideological
and political beliefs. In doing so, they are inadvertently assisting entities con-
ducting information-psychological operations in identifying larger communities
and targeting them with tailored messaging. Another factor shaping the new
conditions of information warfare is that its scale has expanded dramatically.
For instance, on a single day, 14 March 2022, four disinformation ‘nests’ compris-
ing about 3,000 accounts were suspended or removed from the Polish Internet.*

Entities that employ digital active measures exploit both the positive and
negative aspects of new media. Today, people are exposed to an overload of
information and a decline in its quality. The Internet does not adhere to uni-
versal standards for disseminating only reliable, verified and filtered original
data. Protecting yourself from the flood of disinformation is nearly impossible,
primarily due to the decentralised nature of information and its repeated pro-
cessing and replication. This leads to distorted perceptions of reality, increas-
ingly radical political views, the polarisation of social groups, conflicts and
widespread online hate speech.

The dysfunctions of social media stem from their technological and social
characteristics. According to Justyna Balcewicz, a cybersecurity analyst at NASK,
information is tailored to meet the expectations of its audience. “Such profiling
creates a filter bubble, trapping users in a distorted, homogeneous world where
it seems that everyone shares the same views”. The mechanism is simple: algo-
rithms analyse a user’s online behaviour, create their profile and then deliver
content aligned with their individual preferences. This results in the formation
of so-called digital ghettos - the segmentation of society into audience groups

46  P.Korzeniowski, ‘Przegladam fake newsy o uchodzcach z Ukrainy. Jak rozpoznaé rosyjskiego trolla’, Noizz, 16 March 2022,
noizz.pl.
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repeatedly exposed to the same content, which reinforces internal cohesion
while simultaneously isolating them from other groups. “The group strength-
ens its members’ cohesion by leveraging the effect of polarisation - dividing
the world into ‘us’ and ‘them’. Naturally, ‘we’ are always the ones who are right.
In addition, it employs the argument of truth that can be accessed only by the
informed and enlightened few, reinforcing the users’ belief that they belong to
an elite”, Balcewicz explains.

The new technologies have disrupted the traditional role of gatekeepers -
individuals responsible for ensuring the reliability of information. “The role of
gatekeepers has transformed. In traditional media, the first step was to filter
information, followed by publishing it. In new media, this process is reversed.
Publication comes first, and filtering takes place later within individual social
networks”, Balcewicz says. Despite often lacking the necessary competence,
network users themselves act as both transmitters and filters of data. They verify
content from other media, add their own commentary and then disseminate it
within their communities.”

The dysfunctions of social media have been exacerbated by psychological
mechanisms underlying social influence. As inherently social beings, we re-
main susceptible to the influence of others, even in the informational space.
The development of new technologies and the Internet has made it possible to
exploit this fact on an unprecedented scale. Pawet Zegarow, a cyberpsychology
specialist who has been studying this phenomenon, points out that the negative
impact of fake news (which originates from rumours, accusations, conspiracy
theories, propaganda, etc.) is reinforced by strong emotions. “False information
that evokes feelings of anger, fear or empathy deepens the recipients’ belief in
the false message, makes it more memorable and increases the likelihood that
it will be shared online”, he explains.

The psychological mechanisms identified and described by Zegarow to help
explain the impact of false information on human functioning also include ‘in-
formation stress’, a specific form of internal discomfort caused by an overload
of data that we cannot process, an empirically proven ‘innate difficulty in rec-
ognising fake news’, and ‘motivated reasoning’, or the influence of motivation
on how we evaluate information, shape attitudes and make decisions. The last of
these leads to the selective processing and retention of information, reinforcing

47 ]. Balcewicz, ‘Spoteczeristwo informacyjne w czasach cyfrowej rewolucji - o zjawisku banki informacyjnej i jego na-
stepstwach’ [in:] Zjawisko dezinformacji w dobie rewolucji cyfrowej, NASK. Cyber Policy, Warszawa 2019, pp. 25-28, cyber-
policy.nask.pl.
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bias and polarising opinions. This has disastrous consequences, particularly for
decision-making processes.*

4.2. The Russian government’s approach to new media

One key factor shaping the landscape of the Russian digital media is the po-
litical culture of an authoritarian state. In these systems, the ruling elite has
a vested interest in controlling the media. At the very beginning of the Rus-
sian regime’s transformation, the Kremlin leadership crushed the oligarchic
opposition, which had its own media empire. The Internet (more specifically,
the Russian-language Runet) has been a focal point of interest for the Russian
intelligence services from its inception, being seen as a bastion of opposition
forces. Due to its global reach and infrastructural dependence on Western coun-
tries, particularly the United States, it has posed a major challenge for Moscow.

New media haslong resisted the Kremlin's attempts to subjugate it. Initially,
the government’s efforts to control Runet, which had been developing spon-
taneously for many years and had become deeply integrated with the global
network, were motivated by the concept of reintegrating the Russian-speaking
diaspora around the Russian Federation and increasing the global presence of
Russian culture and the language. These objectives were pursued through sys-
temic programmes that the Russkiy Mir foundation and the Rossotrudnichestvo
state agency started implementing in 2007. Interventions in the cyber domain
of the ‘Russian world” were aimed at expanding Russia’s sphere of influence
while nostalgia for the great Soviet Union and great Russia was exploited for
domestic purposes.

In this context, Bartosz Gotgbek views Runet as a kind of virtual extra-
territorial space that materialises in Russian-language social media sites and
search engines (Odnoklassniki, VKontakte, Mail.ru, Yandex) as well as Rus-
sian-language channels within global networks (Facebook, Twitter, YouTube,
Instagram, etc.), which exert influence beyond Russia’s borders.*’ These plat-
forms reinforce the image of Russia as a military, economic and cultural power,
drawing on the stereotype of the ‘big brother’, which in turn revives the image
of an omnipotent Soviet Union. In this perspective, Runet, as a part of the global
information space that is legally and infrastructurally subject to the Russian
state, facilitates the integration of the diaspora residing in the former Soviet
republics and more distant regions, consolidating them around specific ideas.

48  P. Zegarow, Dlaczego wierzymy w dezinformacje? - analiza mechanizméw psychologicznych’ [in:] Zjawisko dez-
informacji w dobie rewolucji cyfrowej, NASK. Cyber Policy, op. cit., pp. 29-30.
49  B. Gofabek, ‘Anatomia ,Runetu”. Rosyjskojezyczny Internet jako extra territorium bytego ZSRR’, Prace Naukowo-
-Dydaktyczne Paristwowej Wyzszej Szkoty Zawodowej im. Stanistawa Pigonia w Krosnie, issue 63, Krosno 2014, pp. 124-151,
at: kksw.ifw.filg.uj.edu.pl.
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Runet’s ‘extraterritoriality’ expands the scale of its influence on Russian-speak-
ing audiences living abroad.

Perceiving Runet as an extension of its own territory and a part of the
Russian mental space, Moscow later introduced the concept of a sovereign In-
ternet to reinforce its unique role in cultural reunification.” Viewed through
thislens, Runet is primarily seen as a target of Western aggression that must be
countered. This perspective provides an ideological justification for placing Ru-
net under state control, intensifying anti-Western agitation within Russian
society, rallying pro-government citizens and engaging them in online active
measures.

Some authors link the intensification of surveillance to the turning point
that came in 2012 amid public protests. They note that until that time, Twitter
had been awash with criticism of the government: Putin was frequently called
a ‘thief’, while United Russia was dubbed the ‘party of thieves’. During the
demonstrations in late 2011, the narrative was dominated by posts supporting
the protesters, marked by an emotional, even revolutionary tone. However, by
January 2012 the balance was reversed after pro-Kremlin messages targeting
opposition forces gained traction. Tweets expressing support for Putin took
centre stage. In the following months, the discourse became increasingly com-
bative, with pro-government accounts accusing protesters of being influenced
by the United States. Besides the struggle to dominate the debate, official media
outlets started reporting on planned anti-opposition demonstrations.*' At that
point, new media began to be employed for the traditional purposes of agitation
and propaganda.

The first clear sign of the state tightening its control over the Internet was
the establishment of the Federal Service for Supervision of Communications,
Information Technology and Mass Media - Roskomnadzor. This body combined
oversight of both Runet’s infrastructure and user activity. It was established by
a presidential decree issued on 3 December 2008.>* Russian observers link its
formation to the propaganda war and efforts to improve Russia’s image, which
had been tarnished by the five-day war against Georgia in August 2008.° Bartosz
Gotabek notes that the agency was established while events were underway
in Central Europe, which were referred to as the ‘first Twitter revolution’.

For more on this issue, see M. Domariska, ‘Gagging Runet, silencing society. ‘Sovereign’ Internet in the Kremlin’s po-
litical strategy’, OSW Commentary, no. 313, 4 December 2019, oswwaw.pl; A. Legucka, “The Future of Russia’s Sovereign
Internet’, PISM, 29 March 2021, pism.pl.

V. Spaiser et al., ‘Communication power struggles on social media: A case study of the 2011-12 Russian protests’, Journal
of International Technology & Politics 2017, vol. 14, no. 2, at: tandfonline.com.

Interestingly, Roskomnadzor considers the Main Directorate for the Protection of State Secrets as its predecessor.
See the agency’s website: rkn.gov.ru.

U. Tmunckas, ‘DaxTopsl GpopMMpOBaHMS MMIIKA Poccuy B IepPYO IPY3MHO-OCETUHCKOro KoHmuKTa', Becmuuk
PYIIH. Cepus: MesxdyHapodHble omHoweHUs 2009, 1O. 4, at: journals.rudn.ru.
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Similarly to unfavourable comments on social media networks, these devel-
opments provided the Kremlin with a justification for greater interference in
citizens’ freedom to access information. Since then, Roskomnadzor has been
developing a specialised system for filtering online content,* essentially aiming
to create an ‘information bubble’ in which Russian society would exist.

Under Russian law, so-called dangerous content can be blocked at the level
of Internet service providers without a court order. Regulations restricting
Internet freedom have been gradually tightened. For example, a 2012 amend-
ment to the Law on Information, Information Technologies and Protection of
Information introduced a ‘blacklist’ of banned websites that must be made
inaccessible. A 2013 amendment expanded it to include calls for riots and ex-
tremist activities, effectively allowing a website to be blocked for any criticism
of the government. Another amendment from 2014 introduced a registration
requirement for bloggers with over 3,000 readers, while a 2017 change made it
possible to designate media outlets as ‘foreign agents’. State propaganda was also
reinforced by a 2013 revision of the Law on Protecting Children from Harmful
Information, which flagged content promoting ‘Western immorality and dec-
adence’ and emphasised the defence of traditional Russian values. Moreover,
provisions in the criminal and administrative codes penalising prohibited ac-
tivities in new media have been repeatedly tightened.* In 2021, Roskomnadzor
gained new technical capabilities for monitoring and regulating Internet traffic.
Operators were forced to install deep packet inspection systems, enabling the
agency to slow down undesirable connections. This was tested on 10 March 2021,
when Roskomnadzor ordered a slowdown in Twitter’s loading speeds.

At the very beginning of the 2022 invasion of Ukraine, Roskomnadzor
introduced sweeping measures, thus becoming a key tool of Russia’s wartime
dictatorship.*® In an effort to suppress criticism of the Kremlin and prevent
the formation of any protest movements, on 24 February, the first day of the
full-scale invasion, the agency obliged all domestic media outlets to report on
events in Ukraine using official Russian sources only, threatening penalties
including website bans. This requirement was enshrined in law: on 4 March
an amendment to the criminal code introduced severe penalties for “deliber-
ately spreading false information about the activities of the Armed Forces of
the Russian Federation”, including referring to the ‘special operation’ as a war.
These offences can lead to prison sentences of up to 15 years.

54  B.Golgbek, ‘Anatomia ,Runetu”...’, op. cit., p. 166.

55  See M. Domanska, ‘Gagging Runet, silencing society...”, op. cit.

56 M. Domanska, K. Chawrylo, ‘War dictatorship: power and society in Russia’, OSW Commentary, no. 433, 22 March 2022,
oswwaw.pl.
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As a direct consequence of these regulations, several independent media
outlets were closed or suspended, including the Dozhd online television channel
and the Echo of Moscow radio station. Many Western organisations, such as
the Russian services of the BBC, Radio Free Europe and Voice of America, were
forced to leave the country. However, they continue to publish reports about the
war that contrast with the official coverage, as do Russian outlets broadcasting
from abroad, such as Meduza and Radio Svoboda. The websites of anti-Kremlin
media outlets, both Western and Russian, have been blocked. In March 2022,
this approach was applied to the Facebook, Twitter, and Instagram platforms -
adistrict court in Moscow declared Meta Platforms Inc. (the owner of Facebook,
Instagram and WhatsApp) an extremist organisation, effectively banning its
operations in Russia.”” As an alternative, the government has been pushing the
public to use Russian networks and messaging platforms such as VKontakte and
Odnoklassniki, which have been forced to cooperate with the security services.
The rising number of registrations on these platforms reflects the intensifica-
tion of pro-government propaganda and anti-Western counterpropaganda on
the Internet.

According to Katarzyna Chawrylo,*® the Kremlin’s war propaganda has
become total: state-run media outlets have completely focused on the war
effort, aligning their coverage with the narrative promoted by the government
and key institutions such as the military and the Orthodox Church. The state’s
monopoly on reporting events in Ukraine, its censorship of the few remaining
independent sources of information, internal war propaganda and agitation as
well as its efforts to intimidate citizens have proven effective. However, with-
in Runet, the ‘extraterritorial space of the former Soviet Union’, support for the
invasion’s objectives remains uncertain, particularly on social media platforms.

The invasion has dealt a devastating blow to Moscow’s relationship with
Russian-speaking communities, regardless of their ethnic origins. Both small-
er nations, such as Moldova and Georgia, and Russia’s formal allies who are
members of the 1992 Tashkent Treaty, such as Kazakhstan, may fear becoming
Putin’s targets. The Kremlin has made no effort to assuage these concerns. On the
contrary, it has exacerbated them through direct threats, propaganda and intim-
idation.” Once again, it has demonstrated that its proclaimed commitment to
preserving shared potential and cultural unity is merely a fagade for a ruthless

57 K. Chawrylo, “The Kremlin’s crackdown on Western social networks’, OSW, 15 March 2022, osw.waw.pl.

58  Idem, ‘Weapons of mass deception. Russian television propaganda in wartime’, OSW Commentary, no. 443, 6 May 2022,
osw.waw.pl.

59  R.Pszczel, ‘Konsekwencje inwazji Rosji na Ukraine dla bezpieczeristwa miedzynarodowego - w odniesieniu do NATO
iw szerszej perspektywie’, Przeglgd NATO, 7 July 2022, nato.int.
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regime. By instrumentalising the diaspora and Russian-speaking communities,
it has revealed that it does not treat them as strategic partners.

4.3. ‘Active’ interference in social media discourse
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Initially, interventions in Runet’s discourse were aimed at plugging the gap in

the state’s ability to control and neutralise phenomena in cyberspace that the

country’s establishment perceived as dangerous. These included criticism of
the government, the promotion of liberal values, pro-US sentiments among

the public and challenges to the legal and social order - issues that could not be

addressed through legal and technical measures alone. Hidden actors used fake

news to advance narratives aligned with their interests. These fabricated stories

also acted as a form of censorship, drowning out unwanted information. Conse-
quently, new media, as tools of social communication, turned into instruments

of political communication - propaganda and agitation designed to shape the

government’s image and generate public approval for its actions.® The idea of
using the media to manufacture consent is often attributed to Walter Lippmann

and Edward Bernays, who studied the conditions for effective propaganda in

the 1920s. Joseph Goebbels later used the Bernay’s work entitled Crystallizing

Public Opinion to manipulate the minds of German people.®

As noted by the authors of the first available report on social discourse
within Runet,* before 1999 online forums were fairly homogeneous in terms of
the sociological profile of their users. Individuals with liberal views, members
of the intelligentsia and the Russian-speaking diaspora accounted for some
70-80% of participants. However, within just four years, these proportions
were reversed: in 2003, 60-80% of users expressed totalitarian views, including
hostility towards the United States, support for the ‘anti-terrorist operation in
Chechnya’ and full approval for Putin’s policies. This shift followed a massive
influx of individuals with identical ideological profiles, who quickly dominated
discussions on online forums. Their activity was so unusual that it drew the
attention of other Internet users.

Tweets signed using the name Ramsay (the pseudonym of the Soviet in-
telligence officer Richard Sorge) are a striking example of such activity. This
was an organised anti-US digital propaganda project: its executors provided
real-time commentary on allied actions in Iraq in 2003, citing GRU intelligence.
They operated primarily through websites - first ‘iraqwar’ and later “war and

See, for example, 10. Banamosa, ‘llenssie cobaxu sous: Py’, HoBas rasera, 23 October 2009; A. Tapmaskanosa, ‘Tze
SKMBYT Tposn. U kTo nx kopmut’, HoBas rasera, 7 September 2013, novayagazeta.ru.

Postprawda jako zagrozenie dla dyskursu publicznego, Wydawnictwo Naukowe Akademii Ignatianum w Krakowie,
Krakéw 2018, wydawnictwo.ignatianum.edu.pl.

A.Tlonanckas, A. Kpusos, 1. Jlomko, 'BI/{pTyaJIbHoe OKO CTapLIero 6paTa. TlombITKA MccrenoBanys , at: censor.net.
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peace” (warandpeace.ru). However, their posts were also amplified across

forums on new media platforms and on the comment sections of traditional

media websites. The authors of the aforementioned report referred to the

Ramsay group as a ‘web brigade’ (Russian: veb-brigada). They accurately iden-
tified its modus operandi, which was characterised by an aggressive, totalitarian
ideology (pro-state, xenophobic, anti-American and anti-Semitic), intolerance

towards dissenters, a shared group ethos, a reliance on the same sources of
information, specific methods of debate and ‘engagement with targets’, as well

as low linguistic standards that served as a vehicle for lies, slander and disinfor-
mation. According to the report’s authors, web brigades first emerged in 1999%

and were instrumental in shaping Russian digital propaganda.

The main directions of propaganda on Runet:

- whitewashing Stalinism and the imperial idea of the great Russian nation,

. glorifying the armed forces (returning to the traditional themes of Russian
military glory after the failed operations in Afghanistan and Chechnya) and
the intelligence services (for example, by promoting the cult of Chekism while
making topics such as lustration and the crimes of the Cheka-NKVD-KGB taboo),

- propaganda depicting the ‘victorious Chechen war’ fought to the last Chechen,
featuring mythical narratives about ‘hundreds of thousands’ of Russians
killed by Chechen fighters,

. promotion of loyalty to the government and the cult of Putin: from his first
presidential campaign, the Russian media has consistently portrayed Putin
as an ideal leader; after assuming the presidency, he was depicted as a just
arbiter and tireless overseer who takes interest in every matter and adeptly
instructs inept administrators,

- xenophobia, racism and justifications for pogroms against migrants from
Asia and the Caucasus,

. hate speech directed at defectors from the former KGB,

- nostalgia for the Soviet Union and a revival of Soviet-era propaganda tropes
(anti-US and anti-NATO attitudes),

- hate speech targeting dissidents, human rights defenders and political
prisoners,

. criticism of perestroika, its ideology and key figures,

. criticism of Boris Yeltsin and his policies,

. creating the image of Russia as a great power, identifying its enemies
and accusing opponents of Russophobia.

63  Ibid.
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From today’s perspective, it may be argued that the web brigades engaged
in what is now known as social media trolling. Both share the following defi-
nitional criteria:

1. context - both web brigades and trolling emerge in spaces conducive to
debate, such as social media, online forums, comment sections, discussion
threads and chatrooms,

2. anonymity - the greater this is, the more favourable the conditions for
their activity,

3. distinctive messaging - typically ideologically-driven and focused on
discrediting opponents through compromising materials (a tactic consid-
ered a hallmark of the Russian intelligence services), but also frequently
off-topic, aggressive or misleading, designed to derail discourse,

4. organised group forms, which step up their activity during crises,

5. varied motivations, which include intimidating other Internet users, sowing
discord by provoking arguments, or shifting discussions to different topics.

Therefore, trolls might spend one day discrediting a particular politician,
the next day enhancing the positive image of another, and the following day
debating the prices of theatre tickets.

If we agree with the premise that trolling has existed since the dawn of
social networks, we must accept that the Russian specificity of this phenomenon
has granted it fresh momentum over time by creating ‘online manipulation ser-
vices’. Troll ‘farms’ produce and disseminate the graphics and videos necessary
to carry out their assigned tasks while also managing their cooperation and
forms of activity (as ‘bot herders’, ‘moles’ or anti-trolls engaging in debates
with supposed trolls). Like other, more loosely coordinated forms of organised
trolling, these farms have influenced the direction of online conversations while
ensuring that the mocking and provocative comments they amplify gain greater
reach (views) and spread more quickly than organically popular content. At the
same time, they have helped to build a ‘unified information space’, aiming to
eliminate any signs of an emerging independent public opinion in the virtual
sphere. They have operated on the principle that propaganda must be total,
as even small pockets free from the state’s ideological influence undermine
its effectiveness. In essence, online interference in debates on social media
groups has consistently sought to neutralise and marginalise undesired topics.
Controversial corrections or abrupt changes in discussion topics have often
prompted participants to withdraw voluntarily, that is to exclude themselves
from further discussions.

The referenced report also sought to highlight the activities of covert net-
work operators who become more visible during critical moments, revealing
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the mechanisms of operations that employ digital active measures. Contrary to
the narratives imposed by Russian propaganda, these interventions in the social
discourse have nothing to do with spontaneous grassroots initiatives - they are
fully orchestrated efforts. Participants are trained and provided with up-to-date
instructions. Emilia Musial, citing testimonies from practitioners,* explains
that paid trolls undergo various forms of training, including:

1. legal training: they sign agreements to maintain secrecy, remain anony-
mous online, delete the provided software after completing their projects,
refrain from copying or sharing instructions, etc.,

2. technical training: they learn how to change IP addresses in order to inflate
likes for selected online comments and to be able to post under different
usernames, how to set up email accounts needed to register on different
websites, how to use software to clear the history of likes and comments,
and how to maintain full anonymity online,

3. ‘ideological’ training: this defines the ‘troll’s mission’, specifying who should
be promoted through likes and shares and who should be undermined or
discredited.®

Anin-depth article containing examples of instructions for trolls operating
within English-language networks was published by Anna Mierzyniska.*®

Events in 2014 confirmed the existence of covert network operators and
their overt collaborators. For example, during a ceremony at the Kremlin on
18 March 2014 to mark the incorporation of Crimea, Putin summed up “Russia’s
peaceful actions” and thanked all those who contributed to the “success of the
Crimean operation”. In doing so, he implicitly acknowledged that the penin-
sula’s annexation was carried out using both covert and overt mechanisms as
part of a planned special operation. On the same day, Professor Igor Panarin,
atheorist and practitioner of information warfare, shared an instructional post
entitled ‘The Technology of Victory” with his discussion group on the VKontakte
platform, in which he advised his students:

7 1. It is especially important to emphasise that compared to August 2008, Russia
acted pre-emptively in Crimea, preventing the execution of a planned bloody
scenario.

2. Russia has found a solution to countering colour revolutions, which are carried

out in the form of coups d’état.

The blog ‘Bytam bankowym trolleny’, bylambankowymtrolem.wordpress.com.

E. Musiat, ‘Trolling jako przyktad zagrozen informacyjnych w cyberprzestrzeni’, Uniwersytet Komisji Edukacji Naro-
dowej w Krakowie, rep.up.krakow.pl.

A. Mierzyrniska, ‘Tak to robi Kreml. Lektura instrukeji dla rosyjskich trolli budzi zimny strach’, mierzynska.marketing.
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3. The world has been offered an alternative path of development, grounded in
spiritual and ethical values.

4. The Spirit of Fortitude has crystallised: the accumulated impulse of Berkut’s
courage has been channelled into the right path.

5. Russia’s comprehensive actions across all spheres of informational counter-
measures (diplomatic, financial-economic, military, etc.) have been coordinated

and personally directed by Vladimir Putin.

On 10 March 2014, Aleksandr Dugin, a theorist of the Russian netwar, posted
a similar directive on the website rossia3.ru. His text entitled “The Rules of Po-
lemics with the Internal Enemy’ referenced the geopolitical divide of ‘us against
the West'. In Dugin’s view, Runet had become a battlefield pitting the West (and
Russians infected with Western values) against patriotic communities defending
themselves from Western aggression. Dugin instructed the patriotic youth camp
to engage in disputes with those who promoted pro-liberal and pro-Western
values. He provided an example of a symmetrical set of keywords to use in
polemics and suggested employing arguments of adequate emotional intensity:

» It is clear that we have two camps in our country: the patriotic camp (Putin,
the people, US) and the liberal-Western camp (we know who - THEM). WE stand
for a Russian Crimea, a Russian Ukraine, and against the US, NATO and liber-
alism. If necessary, we will support war, although it is preferable to advance
our strategic interests through more effective, soft methods. THEY are against
war, for an independent (from us) Ukraine, against Putin (as a patriot) and for
liberalism, the ‘civilised West’, the US and the EU. WE are Russians and stand
with Russians; THEY are against Russians. It is necessary to develop a system
of synonyms for use in polemics, remembering that they must be symmetrical.
For instance, if THEY call us ‘patriots’, WE respond with terms like ‘liberals’ and
‘Westerners’ (Russian: zapadniki). If THEY label us ‘nationalists’, ‘communists’
or ‘Soviets’, counter it with ‘US agent of influence’ or ‘fifth column’. When THEY
use terms like ‘Nazi’ or ‘Stalinist’, respond coldly with ‘spy’, ‘traitor’, how much
did the CIA pay you’ or ‘death to spies’. If THEY immediately deploy terms like
‘Russian fascist’ or ‘Stalinist’, pit them against novice but aggressive polemicists.
Such arguments are used by intellectually limited people who are not worthy of
our time. You can also deploy an automatic program of patriotic trolling against
them, as well as demotivators, memes and viral videos featuring Navalny out-
side the US embassy or the faces of Echo of Moscow editors, or the similar visual
agitation of a budding patriot.

These instructions exemplify the transparency of ‘white’ active measures,
much like public political and academic discussions about the ‘information-
al wars and attacks waged by the West against Russia’. According to RAND

Chapter I. Active measures: beyond disinformation and propaganda 52



Corporation analyst John Arquilla, this is “a kind of informational equivalent
of strategic bombing”.*” Participants in these discussions seek to elevate in-
formational attacks to a strategic level: they are less interested in inflicting
damage than in generating publicity and achieving specific political goals both
domestically and internationally.

The ‘budding patriot’ mentioned by Dugin became a particular focus for
Russian strategists of information warfare. In the 2010s, a number of platforms
were set up to facilitate the activities of these people. Besides the ‘nests’ of cyber
brigades affiliated with the Eurasian Youth Movement, the interregional youth
social movement Cyber Squad (Cyberdruzhina) was launched in 2011 by the Safe
Internet League. Two years later, volunteers from a high school in Taganrog,
Rostov Oblast, reported on their website that the Cyber Squad had 20,000 mem-
bers who were active in 36 regions.*® According to their account, Runet’s youth
monitoring enabled law enforcement agencies to “initiate hundreds of criminal
proceedings related to the distribution of child pornography, sexual violence
against children and other crimes against society and the state. Hundreds of
thousands of websites promoting drugs, suicide and other types of dangerous
content were blocked”.

Since 2013, members of the Cyber Squad have been holding gatherings in
Moscow. Students from the Dimitrovgrad Institute of Engineering and Tech-
nology have shared an interesting account of these events on their website.®
In addition to the Cyber Squad’s coordinators and officials from the Interior
Ministry’s Directorate K, workshops organised during the first of these meetings
were also attended by several prominent figures, including Igor Shchyogolev,
former Minister of Telecommunications and presidential advisor on Internet
communications, Maksim Ksenzov from Roskomnadzor, Konstantin Malofeev,
chairman of the Safe Internet League, the oligarch Igor Ashmanov from Ash-
manov & Partners, and Leonid Reshetnikov, director of the Russian Institute
for Strategic Studies, which operated under the Foreign Intelligence Service
until 2007 when it became part of the Presidential Administration. The training
was conducted in three sections: information wars, information security and
Russia online. The latter, focused on fostering connections between activists
from Russia and abroad, included attendees like Alexei Komov from the ideo-
logically oriented organisation Oblast Dobra (Field of Good) and Ilya Yefremov
from the Organisation of Russian Young Pathfinders (Organizatsiya Rossiyskikh
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Yunykh Razvedchikov). The composition of these gatherings indicated that the

Cyber Squad had been pursuing a far broader range of objectives than its offi-
cially stated mission of ‘scouring’ Runet for harmful content. However, publicly
available information about the group has remained sparse and localised. It is

known that legislative attempts to legalise such youth activity were unsuccessful

and that it was moderated and financed by various proxy organisations. In No-
vember 2016, the K. Razumovsky Cossack University in Moscow established

the Youth Cossack Cyber Squad; by April 2017, similar squads had been formed

in 15 branches of this university. Moreover, in April 2019, it launched a course

entitled the ‘Fundamentals of Cybersecurity’, which is also available to non-stu-
dents and ends with an examination. This programme, reportedly funded by

the Moscow Department of Education and Science, trains IT personnel for the

Ministry of Internal Affairs and Roskomnadzor.”

4.4. Funds for active measures

Funding for projects involving activities on Runet, while difficult to verify, may
provide clues about their scale and effectiveness. Being aware of this, the authors
of the aforementioned report entitled Big Brother’s Virtual Eye compared the
budgetary allocations for propaganda in 2002 and 2003. Unlike the areas offi-
cially presented as priorities, such as space research and military reform, which
received less funding, the state-run media benefitted from increased funding.

TABLE 1. Selected items in Russian budget (in billion roubles)

Year Space research Military reform State media
2002 9.74 16.55 9.50
2003 7.65 15.80 11.02

Source: A. ITonsHckas, A. Kpusos, U. Jlomko, ‘BupTryansHoe oxo crapurero 6para. Ilonsitka uccnenosanms’,
at: censor.net.

Over the next two decades, by 2022, the funds allocated to state-owned
media had soared tenfold to 115 billion roubles, equivalent to $1.5 billion. This
surge was closely linked to the influence operations in Ukraine and then the
efforts to justify Russia’s full-scale military invasion of this country. Between
January and the end of March 2022, spending on the media tripled compared
to the first quarter of 2021. According to a report by DebunkEU.org, over 50%
of these funds went to three state-run news agencies: the All-Russian State

70 ‘MonoznexHas Kasauss kubepapysxHa’, MOCKOBCKII TOCYAAPCTBEHHBIN YHIBEPCUTET TEXHONOTII 11 YIIPABIeHNS
um. K.I. Pasymoscxoro ([TKY), mgutm.ru.
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Television and Radio Broadcasting Company (which includes the television
channels Rossiya 1 and Rossiya 24), the Rossiya Segodnya conglomerate (com-
prising Sputnik, RIA Novosti, InoSMI.ru and Ukraina.ru) and the RT televi-
sion network (formerly Russia Today), which is primarily aimed at foreign
audiences and broadcasts in six languages: English, Spanish, French, German,
Arabic and Russian.” RT received the largest share of funding of these three
organisations - nearly 25%.

However, we should remember that in a country like Russia, analysing
expenditure on the mass media, special services and the military presents con-
siderable challenges. Detailed data on the funding of these entities is classified,
which leads to significant discrepancies between reports from different sources.
While part of the funding for the state-run media comes from the official budget,
additional support is provided through separate projects and grants. For exam-
ple, one might wonder why funds for special projects at the Cossack University
come from the capital city’s budget. The actual sums allocated to the media are
difficult to estimate but they are undoubtedly much higher than official figures
suggest. The state-run media operate within the ‘white’ zone of active measures.
The situation is even more complex in the ‘grey” and ‘black’ zones. Organisations
active in these areas operate anonymously through proxy entities, enabling them
to conceal or misrepresent their sources of funding. External sponsorship of
activities such as trolling and inflating likes (astroturfing) creates the illusion
of widespread support and mass participation in an event. In Russia, where
business groups within the ruling elite and patron-client networks play a role
in shaping the political landscape, this kind of external, often coerced, funding
of state-led initiatives is commonplace.

For example, recent reports have suggested that Mikhail Fridman has
been funding the war in Ukraine.”” However, it is a well established fact that
the most prominent oligarchs in this regard were the late Yevgeny Prigozhin,
whom Putin referred to as the ‘Russian Soros’,”> and Malofeev, described as the
‘anti-Soros’ in contrast to Prigozhin and as the ‘Orthodox oligarch’ due to his
ties with the church’s hierarchs.

Prigozhin organised the infamous troll ‘farm’ and one of the most notorious
mercenary companies - the Wagner Group. The Internet Research Agency, which
began operations in 2013 and was commonly known as the St Petersburg troll
‘farm’, had a monthly budget of €1 million. These funds were used to amplify

71 ‘Tyle Rosja wydaje na propagande i dezinformacje’, Stowarzyszenie Polskich Mediéw, 18 August 2022, polskiemedia.org.
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Russian war propaganda and disseminate fake news with the aim of radicalising
social and political attitudes.”

Malofeev gained recognition as a patron of proxy organisations that em-
ploy both ‘classic’ and digital active measures. He founded the Katekhon think
tank, whose supervisory board includes Dugin, and the Double-Headed Eagle
historical education association. He also serves as vice-chairman of the World
Russian People’s Council. In 2015, he restored the monument to Catherine the
Great in Simferopol; currently, he is building two theme parks that will glorify
Russian history, one in Moscow and another in Yalta, Crimea. His ‘charitable’
activities are financed through the St. Basil the Great Fund. In 2014, he used
this fund to sponsor ultraconservative pro-Russian right-wing movements in
Europe, such as the Freedom Party of Austria, Bulgaria’s nationalist Ataka party
and France’s National Front. In Republika Srpska, he supported pro-Russian
President Milorad Dodik and dispatched security forces dressed in Cossack
uniforms to help him secure re-election. He also backed the failed 2016 coup in
Montenegro. Since 2014, Malofeev has faced criminal proceedings in Ukraine,
where he stands accused of supporting separatism and funding illegal armed
formations. He was the formal employer of Alexander Borodai, the first ‘prime
minister’ of the self-proclaimed Donetsk People’s Republic (DNR), and Igor
Girkin, its former ‘defence minister’.

Malofeev has expanded digital active measures through the Tsargrad media
group, which he founded in 2015 to provide informational support for Russian
activities in the Donbas.” Earlier, in 2011, he authorised the creation of the
aforementioned Safe Internet League (SIL), a quasi-governmental organisation
that effectively facilitates the censorship of Runet. The St. Basil the Great Fund
was its founding body. Malofeev became the SILs first chairman, while the
presidential advisor Igor Shchyogolev headed its supervisory board. Initially,
the association was supposed to monitor websites promoting extremism,
homosexuality, child pornography and paedophilia. However, it soon became
clear that the government also found use for it as a platform to disseminate
approved content and to suppress information deemed unfavourable.

The Safe Internet League has closely collaborated with the legislative
authorities and law enforcement agencies: for example, it initiated the cre-
ation of a registry of banned websites. Yekaterina Mizulina, the daughter of
pro-Putin deputy and senator Yelena Mizulina, has been its director since 2017.

74  A.Legucka, ‘Countering Russian Disinformation in the European Union’, PISM, 6 August 2019, pism.pl.
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She set out to ‘filter’ the Russian Internet according to her own preferences’
and became known for filing complaints with the prosecutor’s office against
creators of songs and music videos popular among young people as well as
journalists critical of the Kremlin. She accused the well-known rapper Eldzhey
of promoting drug use in his songs. Moreover, many bloggers, including the
journalist Yury Dud, have been fined 100,000 roubles for disseminating in-
appropriate content.

In 2022, following Russia’s invasion of Ukraine, the SIL turned its focus
to detecting anti-war posts. It sued Wikipedia for allegedly spreading ‘fakes’
and demanded the removal of entries such as ‘Bucha Massacre” and ‘Mariupol
Hospital Shelling’. The new director’s ambitions expanded beyond ‘cleansing’
the Russian Internet of anti-Kremlin content to instilling Putinism in the
younger generation.

In a move clearly linked to the invasion of Ukraine, the SIL was reorganised:
its previous sponsors, including telecommunications/digital communication
operators (Rostelecom, Megafon, VimpelCom and MTS) and IT companies
such as Kaspersky Lab disassociated themselves from the organisation in
February 2022.”” As a result, its status changed: it now presents itself as an or-
ganisation “established in 2011 with the support of the Ministry of Internal
Affairs, the Ministry of Telecommunications and the Duma Committee on
Family, Women and Children”.”® In practice, this means that it is funded from
the central budget.

This does not mean that Malofeev has been removed from the list of donors
of active measures. On the contrary, it suggests a shift towards ‘optimising the
management’ of the state-private partnership (a euphemism for the sponsorship
scheme that has been imposed on the oligarchs) and regrouping the ‘volunteer
cyberwarfare forces’. This conclusion is supported by the reported emergence of
an Orthodox troll farm modelled on Prigozhin’s Internet Research Agency. In 2019,
when Malofeev became vice-president of the World Russian People’s Council
(headed by the Patriarch), the Russian Orthodox Youth Committee (ROYC) was
reactivated. Itisled by Andrei Afanasyev, a journalist for Tsargrad TV, who also
heads the Moscow branch of the Double-Headed Eagle. When the ROYC began
posting advertisements online to invite administrators of nationalist websites
to collaborate, media outlets reported that an ‘Orthodox troll farm’ had been
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created.” The SILs partner, the Friendly Runet Foundation, has openly admitted
that the SIL aims to “eradicate illegal content from the Internet through the
self-organisation of professional communities, Internet market participants
and ordinary users”.*°

4.5. The 21st century: a golden age for digital active measures?

79

80
81

According to Thomas Rid, a professor at Johns Hopkins University in Baltimore,
the 2007 episode in Estonia around plans to remove the ‘liberator’ monument in
Tallinn, known as the Bronze Soldier, was a pivotal moment in the resurgence
of active measures and their shift to cyberspace in the 21st century.* Rid has
offered his own periodisation of digital active measures, identifying the years
1999-2014 as the ‘era of hackers’ and the period since 2014 as the ‘era of leaks’.

This division is highly arbitrary: during the ‘era of hackers’ online troll
brigades used leaks in their activities; therefore, that time can be seen as a pe-
riod of testing old techniques such as data theft and sabotage on a new com-
munication platform. In Tallinn, old and new active measures were combined:
while cyberattacks and trolling against ‘fascist eSStonia’ unfolded, members
of the Night Watch volunteer group stood guard by the monument to prevent
its removal. Moreover, techniques used in today’s social media are widely re-
garded by contemporary authors as an integral part of ‘classic’ active measures,
which have been adapted to the realities of cyberspace, modern technologies
and the information networked society. In line with Rid, these experts make
no distinction between ‘forgeries’ and ‘fakes’, or between so-called controlled
leaks and electronic leaks, viewing the latter as an extension of active measures
in new media.

Sharing this view, I would add that, true to tradition, Russian intelligence
relies on both skilled programmers and cybercriminals to carry out their online
operations. Combined with intelligence methods, this approach hasled to a num-
ber of high-profile actions. The first of these was Operation ‘Moonlight Maze’
in late 1999 and early 2000, during which hackers launched a massive assault
on servers belonging to the Pentagon, NASA and key US research institutions,
copying a large volume of classified materials. At the time, these events were
cautiously referred to as a ‘series of computer incidents’.
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The aforementioned attack on 27 April 2007, which targeted Estonian gov-
ernment websites, banks, media outlets and communication firms, was dubbed
the ‘first cyberwar’ due to its unprecedented scale. According to cybersecurity
experts, the botnet network used in this attack was the largest of its kind at the
time (terms used in the text are explained in the ‘Glossary of selected digital
active measures’ - see below). Due to the sheer scale of the operation, it was
described as a cyber invasion. Estonia was abruptly cut off from the Internet
and communications. This attack demonstrated to the world that Russia had
entered the cyber arms race and was prepared to stage further shows of strength;
these came shortly afterwards.

The label of the ‘second cyberwar’ was given to the DDoS attacks that Russia
carried out during its brief war against Georgia in August 2008. Russian hackers
disabled Georgian government servers, including those of the defence minis-
try and the official website of the head of state, as well as major media outlets.
This disruption was followed by a massive propaganda campaign aimed both at
discrediting President Mikheil Saakashvili and whitewashing Russia’s actions,
which were described as an “operation to force Georgia to peace”. In this cam-
paign, conventional military operations were combined with cyber activities
and classic active measures.

As Piotr kuczuk noted, emboldened by their successes on the virtual bat-
tlefield, the Russians decided to wage another cyberwar against the Pentagon.
In 2008, it infiltrated the US military network with a dangerous virusand used
it to steal classified data. Investigators determined that the attack was conduct-
ed by Russian intelligence, which had previously operated using a virus with
a similar source code.®

Rastorguyev states that cyberwarfare is conducted by “surveying and
monitoring technical environments” and by “active measures targeting tech-
nical resources”. Operations such as hacking, destroying, or simply disrupting
the opponent’s assets represent just one application of digital tools. Online
campaigns are usually hybrid operations. Hacker groups linked to the mili-
tary intelligence Unit 26165 were led by Viktor Netyksho until 2018* and have
operated under various hacker aliases (Sofacy, Pawn Storm, APT28, Strontium,
Fancy Bear, CyberBerkut, CyberCaliphate and Anonymous Ukraine) and have
combined hacking with disclosures of the adversary’s classified information
alongside ordinary forgeries. Between 2013 and 2014, during the escalating crisis
in relations with the West amid the Euromaidan events and the annexation of
Crimea, Russia employed the full array of these measures.
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Russian digital attacks during Euromaidan

« 23 October: The international hacktivist platform CyberGuerrilla.org hosted
a link to a folder containing documents from the Ukrainian foreign min-
istry. These weremainly correspondence between Ukrainian officials and
their Western counterparts, and also copies of the diplomatic passports
of US State Department officials. The documents were purportedly leaked
by a Ukrainian activist from the international Anonymous movement that
advocates for greater transparency of online information.

28 October: Another post from Anonymous Ukraine appeared on the same
platform, declaring Ukraine’s independence from both the European Union
and Russia. Itincluded a video of a man in a signature white mask and hoodie
chanting, “We will not be NATO’s lackeys!”.

11 November: After Viktor Yanukovych deployed the Berkut special po-
lice units, US Assistant Secretary of State Victoria Nuland arrived in Kyiv.
She met with the president, condemned police brutality on behalf of the
United States and visited protesters on Maidan, handing out sandwiches and
pastries. The Russian government quickly seized on her visit, portraying it as
an “escalation of the crisis” and “interference in Russia’s sphere of influence”.
The so-called ‘Nuland cookies’ or ‘State Department cookies’ became a pop-
ular meme, which circulates online to this day; they have also entered the
Russian language as a new phrase synonymous with ‘thirty pieces of silver’.®*

4 February 2014: Two videos were uploaded to YouTube from an account
called Re Post, which was created on 14 December 2013, during the height
of the Ukrainian events. The first video featured a recording of a telephone
conversation between Nuland and US Ambassador to Ukraine Geoffrey
Pyatt, in which Nuland, frustrated with the EU (“F*** the EU”), suggested
that the UN could help “glue” Ukraine’s failed association agreement with
the EU. The second video contained a recording of Helga Schmid, a German
officialin Brussels, speaking with EU Ambassador to Ukraine Jan Tombiriski.
In the call, she complained about US criticism of the EU and urged Tombirski
to discuss the matter with Ambassador Pyatt. The political intent behind

84  Nuland remains a consistent target of informational aggression by the Russian Ministry of Foreign Affairs. For ex-
ample, see Minister Sergey Lavrov’s statement: “In particular, Victoria Nuland discussed with the US Ambassador to
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these leaks was clear: by highlighting differences between the US and EU over
Ukraine, Russia sought to drive a wedge between Washington and Brussels.
The dual message was intended to amplify this narrative.

These efforts to discredit the United States and strain EU-US relations
quickly dominated the political information landscape in Europe and the US.
The White House issued an apology for Nuland’s blunt remarks while labelling
the leaks as a Russian active measure. The Russian tactic proved effective: the
recordings were released just as Nuland was returning to Kyiv on a mission to
persuade Yanukovych to resolve the crisis using American mediation. These
operations combined traditional techniques such as wiretapping and video
surveillance with modern methods of leveraging and amplifying compromising
material online using viral memes.

However, the most high-profile active measure operation was the hacking
of the email account of John Podesta, Hillary Clinton’s campaign chairman, on
19 March 2016, followed by an attack on the Democratic National Committee
on 18 April. These breaches allowed Russian military intelligence to infiltrate
the Democrats’ internal and external communications, gaining access to their
telephone conversations. Posing as American hacktivists, it created the web-
site DCLeaks.com to publish the stolen data. The first batch of documents from
Podesta’s email was released on 4 June. However, this move failed to generate
significant attention, which prompted Russia to reach out to Julian Assange and
provide the stolen materials to WikiLeaks.

Meanwhile, the Democrats decided to share the story of the double breach
with the public through The Washington Post, with technical assistance from
CrowdStrike. The cybersecurity company revealed details of the Russian modus
operandi, including command-and-control nodes, communication links and
secret access codes. This disclosure effectively ‘burned’ the digital equivalents
of classic dead drops, namely the infrastructure of Russian intelligence’s digi-
tal active measures in the US. In an attempt to conceal the scale of the damage,
Russian operatives set up the guccifer2.word-press.com blog, where the virtual
hacker Guccifer, claiming to be acting independently, published a further
eleven documents, including a list of Democratic donors and polling data on
Donald Trump’s popularity, while also highlighting the transfer of thousands
of files and emails to WikiLeaks. However, this strategy failed. On 29 December
2016, the White House responded to Russia’s election interference by expelling
35 Russian agents, seizing two coastal properties and placing Russian intelli-
gence organisations on a blacklist of institutions targeted by sanctions. A high-
profile operation ultimately turned into a spectacular failure. In July 2018, after
gathering credible evidence, the US Department of Justice indicted 12 officers

Chapter I. Active measures: beyond disinformation and propaganda 61



of the Russian General Staff Main Intelligence Directorate (GRU) by name, ac-
cusing them of cyberespionage and election interference and announcing that
an international arrest warrant had been issued for them.*

It is highly likely that Russia was less concerned with effectiveness than
with projecting an image of its power (‘flexing its muscles online’) and show-
casing its digital capabilities. It appears that Russia’s cyber activities during
its full-scale invasion of Ukraine in February 2022 should also be examined in
this context. Researchers closely monitored these actions from the outset. They
found no evidence of large-scale cyber operations designed to destroy or disable
Ukraine’s critical infrastructure, apart from a few incidents early in the war.
Experts also believe that the offensive use of cyberweapons had little impact on
the course of the conflict. Attacks on Ukrainian news websites, coupled with
a missile strike on the TV tower in Kyiv on 1 March 2022, only briefly limited
Ukraine’s ability to disseminate information. Over the following months, the so-
phistication and frequency of these operations declined significantly. Instead of
deploying wipers (data-destroying malware), Russia resorted to simple phishing
attacks and DDoS campaigns. US analysts uniformly concluded that “Russian
cyber operations in Ukraine have had little military impact”, with some even
describing them as an “embarrassing experience” for Russia.*® This has been
attributed to a lack of coordination between the cyber and kinetic operations
in this war as well as the different understanding of the invasion’s objectives
in each of these two domains: Russian strategists primarily view cyberspace as
abattlefield for information warfare and treat kinetic operations as a means of
seizing territory. Therefore, Russia’s failure to leverage its cyber capabilities for
attacks on Ukraine’s critical infrastructure likely reflects divergent priorities
rather than insufficient skills.

The absence of spectacular, or even visible, Russian successes in cyberspace
hasnotlulled Ukraine or its neighbouring countries into a false sense of security.
Following a relative operational hiatus, a resurgence of Russian activity in this
field was seen in early 2023. The Slovak cybersecurity firm ESET reported that
anew wiper had been developed by the Sandworm group, while the Computer
Emergency Response Team of Ukraine (CERT-UA) revealed that the Ukrinform
news agency had been attacked using a combination of five wipers. It was also
widely concluded that Russian information operations (conducted alongside
cyberterrorism and cyberespionage) had expanded beyond Ukraine to target
NATO member states.

85 ‘B CIIIA HasBaxy MMeHa IIPeAIIONaraeMbIX XaKepoB U3 POCCUIICKOI BoeHHo passesky’, PBK, 13 July 2018, rbe.ru.

86  For a comprehensive review on this topic, see D. Dziwisz, B. Sajduk, ‘Rosyjska inwazja na Ukraine a przyszio$é cyber-
wojny - wnioski w rocznice ,,specjalnej operacji wojskowej” [in:] A. Gruszczak (ed.), The war must go on. Dynamika
wojny w Ukrainie i jej reperkusje dla bezpieczeristwa Polski, Krakéw 2023, pp. 43-52, books.akademicka.pl.
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Source: Microsoft Digital Defense Report 2023, microsoft.com.

Today, there is a widespread belief that Ukraine has developed significant
resilience in the information sphere and that this has considerably reduced
the effectiveness of Russian influence operations. However, Russia has not
abandoned these tactics. Trolling remains the primary method of disrupting
communication in the information space, both globally and within Ukraine.
The present-day Internet troll is an anonymous figure whose opinions circulate
online, provoking emotional reactions from readers who are flooded with target-
ed content at the right moment. The troll’s role is to insert persuasive opinions
and often unsubstantiated fake news into broader discussions with the aim of
influencing how the audience thinks. Typically, this content is disseminated
by a network of trolls, sock puppets and bots. Trolling on social media encom-
passes various methods of psychological manipulation, including the creation
of ‘information noise’ or ‘information fog’ to obfuscate an issue to the point of
incomprehensibility. For example, during the annexation of Crimea, Russia
went out of its way to prove that the peninsula did not belong to Ukraine. This
‘information fog’ was generated through historical references, appeals to the
ethnic Tatar population and narratives surrounding Russian military bases
in Crimea. However, the arsenal of trolling also includes other tactics, such as
the mass reporting of ‘inappropriate’ content (one that does not align with the
Russian point of view) to social media administrators and popularising ‘correct’
slogans and hashtags, such as #KrymNash (‘Crimea is ours’).

Trolling is widely used as an active measure and a political tool for manipu-
lating public perception with the aim of defending narratives about Russia’s war
objectives. The Kremlin views any critical opinion as hostile. The government
has employed a wide range of methods to discredit journalists, columnists and
academics whose coverage of the war is divergent from the official propaganda.
One striking example is the case of Finnish journalist Jessikka Aro, who ana-
lysed the impact of Russian trolling on public opinion in Finland and covered
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the war in Ukraine. Between 2014 and 2016, she faced a coordinated campaign
of harassment orchestrated by a pro-Russian website and a network of trolls,
which included psychological violence, waves of online hate, threats and com-
promising materials. The trolls spread false allegations that she is a drug addict,
stole her personal data, published her home address and disseminated fake
medical records. To feel safe, Aro had to leave Finland. Her reporting on Russia’s
information warfare earned her a Pulitzer Prize and her experience has since
become a case study for understanding Russia’s modus operandi.®’
Itisimportant to emphasise that Ukraine’s success in developing a system
of resilience to Russian disinformation stemmed from its historical experienc-
es and its ongoing conflicts with post-Soviet Russia, where active measures,
particularly in the information sphere, have played a significant role. This
framework was implemented in a systemic manner: in 2017, Ukraine adopted
the Doctrine of Information Security, institutionalised its measures to combat
disinformation, and undertook initiatives to enhance its counter-propaganda
capabilities. In 2022, the country was well-prepared to confront Russia in this
domain. Ukraine’s key asset in information warfare was a system of strategic
communication between the central government, local authorities and the
public.* This was reflected in Ukraine’s effective response to the appearance
of Russian deepfakes in the information space, whose potential impact was
neutralised, at least in known cases, through prompt countermeasures.
Russia’s use of new, Al-powered deepfake technology, which emerged in
2017, reflects its ongoing efforts to refine its disinformation tactics. Early in the
war, Russia employed this technology with a clear intention of weakening the
Ukrainian military’s morale and eroding trust in President Volodymyr Zelensky.
On 16 March 2022, a deepfake video showed him calling on his soldiers to lay
down their arms.?* Hours later, Putin claimed that “peace with Ukraine had
been achieved”. These two ‘symmetrical’ videos were intentionally false (both
leaders were shown speaking words that they had not uttered) and were quickly
disseminated on platforms such as Twitter, Facebook, Telegram and VKontakte.
Ukraine weakened the disinformation potential of these videos by warning in

J. Aro, Putin's Trolls: On the Frontlines of Russia's Information War Against the World, Ig Publishing, New York 2022.
Alongside new state structures in the government and presidential administrations, various initiatives emerged from
within civil society. One of the first involved the creation of the StopFake organisation in March 2014 on the initiative
of graduates and lecturers of the Kyiv-Mohyla Academy. Other projects included the Ukrainian Crisis Media Center,
InformNapalm, Information Resistance, LIKBEZ: The Historical Front and VoxCheck. In addition, sections dedicated to
these issues appeared on well-known media research websites such as Detector Media and Telekritika as well as on
independent expert platforms such as the Ukrainian Institute of Media and Communication. For more on this topic, see:
W. Baluk, ‘Wojna informacyjna Rosji przeciwko Ukrainie w latach 2014-2022’, StopFake, 24 October 2023, stopfake.org/pl.
For example, see ‘Deepfake video of Volodymyr Zelensky surrendering surfaces on social media’, The Telegraph,
17 March 2022, youtube.com; ‘Deepfake presidents used in Russia-Ukraine war’, BBC, 18 March 2022, bbc.com;
M. Chwistek, ‘Do sieci trafit deepfake z prezydentem Zetenskim. W falszywym wideo ,namawial” do poddania
Ukrainy’, Komputer Swiat, 17 March 2022, komputerswiat.pl.
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advance that Russia had been preparing fabricated footage ‘featuring’ Zelensky.
The president himself promptly took to Instagram to dismiss the deepfake video
as a “childish provocation”. The swift response from the Ukrainian leader, the
media and social networks undoubtedly limited the impact and reach of these
fabrications. Their persuasive power was further reduced by the poor quality
of the manipulated recordings.

According to Adam Majchrzak, the use of Al-generated images likely signals
the next phase of operations involving deepfake technology.” In the near future,
we can expect recordings of this kind to be used on a larger scale and in more
advanced forms, a process that will be facilitated by accumulated experience,
the ongoing development of Al and its increasing accessibility. Majchrzak also
emphasises that disinformation involves a process of continuous learning:
even ineffective campaigns can serve as lessons for the future, which helps to
optimise these operations.

Finally, it is also worth noting that the rising number of fabricated multi-
media materials, along with our growing understanding of the advanced tech-
nologies used to create them, is making these materials more recognisable and,
consequently, less credible. One example is the response to a fabricated image
aimed at the ‘Russian world’ that purported to show a weather forecast aired on
Poland’s TVP1 0n 17 January 2023, where the presenter was standing in front of
amap of Poland that encompassed western Ukraine, including Lviv. The forgery
was clumsy: the city names did not contain Polish diacritical marks and the pre-
senter’s image was actually taken from the Catholic television station Trwam.”

The alleged weather map featuring Lviv as part of Poland is yet another piece
of fake news promoting the claims about the ‘Polish imperial syndrome’ and
Poland’s aspirations to ‘reclaim’ the western Ukrainian territories. The narrative
of Poland’s plans to partition Ukraine has been propagated for years. The report
about the weather forecast featuring the false map was quickly picked up by
anumber of Russian propaganda outlets, including Izvestia, zavtra.ru and top-
war.ru. The latter stated that “Warsaw has no intention of abandoning its plans
to annex Western Ukraine. The Polish public is gradually becoming accustomed
to the idea that Lviv and its surrounding areas belong to them”. Incidentally,
the ‘weather narrative’ is not a novel active measure. Before the annexation
of Crimea in 2014, Russian state television routinely displayed weather maps
that included Ukrainian Crimea to ‘familiarise’ viewers with the vision of its
‘return to the motherland’.

A. Majchrzak, ‘Rosyjska dezinformacja i wykorzystanie obrazéw generowanych przez sztuczng inteligencje (deep-
fake) w pierwszym roku inwazji na Ukraine’, Media Biznes Kultura, no. 1(14) 2023, at: czasopisma.bg.ug.edu.pl.

See H. HoBocenos, ‘Tlomsckuii Tenekanan TVP 1 B IporHose IOrofsI okasas 3anafHyo YKpanHy B cocrase [Tomsmmr’,
MezmalloTok, 17 January 2023, potokmedia.ru.
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The disinformation potential of Russian active measures has been dimin-
ishing due to their rising recognisability within the so-called ‘Russian world’.
The response to this fake news story in Russia’s neighbouring countries was
telling. The very next day, the Georgian website factcheck.ge published a brief
analysis of the coordinated effort to spread it and listed the media outlets that
shared it “on pro-Kremlin websites and social networks”.”? Ukraine’s StopFake
website, which is aimed at Russian-speaking audiences,” and Moldovan media
outlets® took similar steps to debunk it. A more detailed account of the campaign
was provided on 24 January by the Estonia-based website provereno.media.’®
It reported the fake news story’s reach across various platforms: it had 199,000
views on both I'asera.Ru*® and Pen TB,”” and on Telegram, it had 341,000 views
on Poccus ceiiuac, 186,000 on Ckomm Pummep e Telegram, 145,000 on C mecma
cobbimudl, 41,000 on A63ay, 335,000 on Mup Muxauna Onydpuenko, 88,000 on
Penopmép Pyderko V and 30,000 on Hava Kuea - zov kposu.”

The website provereno.media had previously published similar analyses
debunking fake materials allegedly sourced from Polish television. On 23 Janu-
ary 2023, it debunked a crude video posted on Telegram that reported on plans
to establish LGBT units in the Polish army.” In August 2022, it deconstructed
a story propagated by Russian media which alleged that President Zelensky had
promised to hand over part of Ukraine to Poland.'°

Interventions in the information space are detectable. However, it is cru-
cial to remember that the category of ‘active measures’ encompasses a broad
spectrum of more or less subtle methods of influencing both domestic citizens
and other societies. Focusing solely on mechanisms such as digital attacks or

For example, see ‘TIonbCckuil TeleKaHaI IIOKasal B 9ype KapTy CTpaHbI ¢ 9acThI0 3amajgHoy YkpauHs!, Pambiuep,
17 January 2023, news.rambler.ru; ‘B Ceru moxasany xapry u3 sdupa ¢ 3amazHor YKpauHoil B cocrase Ilombiun’,
Pen TB, 17 January 2023, ren.tv; B. XaneHesa, ‘B ceTu nosiBmnack kapra 13 3¢pupa [01bCKOT0 KaHala, Ha KOTOPOl 3amaj-
Has YKpayHa 1okasasa dacTeio [lonpsu’, Fasera.Ry, 17 January 2023, gazeta.ru; M. Hyap, ‘Ha tenesunenuy ITonpim
[0KAa3a/1y1 KapTy CTPAaHBI C 9acThio YKpanHsl B cocrase’, [ISThIM KaHai, 17 January 2023, 5-tv.ru; ‘Ha monsckom Tenesn-
JleHVI TePPUTOPUIO 3aIIafHOM YKpaMHbI II0Ka3a/IM yiKe IPUCoeJTHEHHOM K TTonsire’, BoeHHOE o6o3peHne, 17 January
2023, topwar.ru.

‘Derix: Ha IIOIBCKOM TeleBYIEHNY VCIIONb30BaIy KapTy [10/1bIy, BKIIOYAIONIYI0 TEPPUTOPIIO COCELHNMX ObmacTe
Vxkpanuns!, StopFake, 18 January 2023, stopfake.org.

‘DeliK: ONBCKII TeJleKaHaII II0Ka3al Ha KapTe 3anafHyo YKpauHy kak yacTs [loasumr’, CII, 24 January 2023, esp.md.
A. Turos, ‘TIpaBza 1u, 9TO IOMBCKMIL TeIeKaHA BO BpeMs IIPOTHO3a IIOT0bI II0Ka3al KapTy Ilomblm, B COCTaBe KOTO-
poit ecTh TeppuTOpNUM 3ananHoii Yrkpanust?, [IpoBepeHo, 24 January 2023, provereno.media.

B. XaHeHeBa, ‘B ceTu mosiBumack kapra 13 3¢ypa IolbCKOro KaHasa, Ha KOTopoli 3arafHas YKpauHa [I0Ka3aHa 9acThIo
Monsiun’, op. cit.

‘B Ceru mokasanu KapTy 13 supa ¢ 3anazHoit YKpauHoii B cocrase Ilomsiuir’, op. cit.

‘Yxpansckuit JIbBoB Temepb npuHagnexut Honsme?’, Poccus cefigac; ‘VkpanHckuit JIbBOB Telephb IPUHALIEXIT
[onsiue?, CKOTT PutTep B Telegram; ‘Vipansckuii JIbBoB Tereps npuHamiexut [loasme?, C MecTa coBbITUIL;
‘Humaero ocobernoro, mpocto Ionpura okkynuposana JIssos', A63an; ‘Mup Muxanna Onydpuerko; Penoprép Pynesko
V; Unes Kusa - zov xposw’; all of these at: tgstat.ru, uk.tgstat.com.

‘Tlerymuasle Bojicka us [Tonpm’, Boerkop 1 Z 1 Jincumsia ZOV-TV, at: tgstat.ru.

100 [. ®epxeBuy, TIpaBayuBa ay IepBas 0I0CA IIOABCKON raseTsl, COOBLIAOINAs, YTO 3eMEHCKMII «OTAACT YKPauHy

[onsire»?’, TIpoBepeHo, 6 August 2022, provereno.media.
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disinformation and propaganda campaigns carries the risk of overlooking
various traditional and potentially more dangerous tactics. These include the
funding of political parties and separatist movements through so-called agents
of influence as well as the long-term cultivation of political influence by foreign
state entities through the penetration of key sectors and institutions in demo-
cratic countries or the coordinated use of multiple tools, including television,
the print media, the Internet, entertainment, science and culture. This leads
to the conclusion that an analysis of active measures in the information space
cannot be separated from activities in the physical realm - armed groups sup-
porting separatists, sabotage units, Russian special forces and the myriad actors
operating on different ‘sections of the battlefront’ (the media, science, culture,
history and religion) who propagate narratives that shape a version of reality

aligned with the Russian perspective.
Glossary of selected digital active measures

Astroturfing - derived from AstroTurf, a company which produces artificial grass,
this term refers to artificial, manipulative online activity designed to imitate
natural behaviour. Along with the synonymous term fake reviews, it was initially
associated with public relations and online product advertising: it involved buying
fake positive reviews to mislead consumers. Today, astroturfing is understood as
creating the illusion of genuine public reactions. According to Mateusz Mrozek,
head of the Counteracting Disinformation Department at NASK, “Astroturfing
is closely intertwined with the concept of disinformation and its elements can
be seen in many information operations. Broader information campaigns may
involve astroturfing”.’*!

Botting - refers to the use of bots (software that automates online activities),
particularly in social media; this term is also used to describe automated accounts.
Depending on their purpose and method of use, bots can be classified as ‘good’
(performing useful tasks such as reminders and updates) and ‘bad’ (engaged in
harmful activities). Botting encompasses a range of practices, including rapidly
disseminating existing content and creating new material, building the illusion
that people, profiles, fan pages and posts are more popular than in reality, sim-
ulating support for (or opposition to) certain issues or perceptions of current
events, as well as interacting with other users.

101 M. Gérski, ‘#CyberMagazyn: Astroturfing to przezytek? , Zjawisko, ktére zrosto sie z dezinformacjg”, CyberDefense24,

11 March 2023, cyberdefence24.pl.

Chapter I. Active measures: beyond disinformation and propaganda


https://cyberdefence24.pl/cyberbezpieczenstwo/cybermagazyn-astroturfing-to-przezytek-to-zjawisko-ktore-zroslo-sie-z-dezinformacja

Cyberbullying - violence carried out using communication and information
technologies, involving components of the Internet such as email, messaging
platforms, chat rooms and social media sites. Examples of cyberbullying include
intimidation, blackmail, harassment, dissemination of embarrassing or humili-
ating videos and photos, identity theft and impersonation.

Cyberterrorism - politically motivated attacks or threats against computers,
networks and information systems aimed at destroying infrastructure or intim-
idating/coercing victims in order to achieve certain demands.

Cyborgs - hybrid accounts that combine human and bot input. Human interven-
tion occurs when there is a risk that the platform could suspend the account or
remove its content, or when the bot is unable to handle interactions with users
independently. In addition, some bot operators only temporarily automate their
accounts, supplementing bot activity with human input only during periods of
inactivity.

DDoS (Distributed Denial of Service) - a cyberattack method that involves
flooding systems with access requests, rendering them inoperable. A prominent
example is Russia’s cyberattack on Estonia in 2007, which marked a major shift
as previously criminals had mainly used various types of computer viruses.

Deepfake - an audio or video recording created using artificial intelligence.
The technology gained prominence in late 2017 after a false pornographic video
featuring the actress Gal Gadot was shared on Reddit by a user nicknamed
Deepfakes - hence the term. It now refers to technology used to produce fab-
ricated videos and audio recordings superimposed on original video and audio
sources. To perform this manipulation, all you need is the right knowledge and
software. Deepfakes have opened a new chapter in information warfare and
may generate unpredictable political and personal consequences. Their equiva-
lent in the catalogue of traditional active measures is the so-called kompromat
(compromising materials).

Fake news - a term commonly used to describe content (news) that is entirely or
partially false and intentionally misleading, which is disseminated both via the
Internet and through the traditional media, such as print, radio and television.
On the Internet, fake news can appear in various forms, including text, graphics,
audio recordings and video. It often appears credible at first glance, but closer
analysis and verification of its sources often expose it as distorted information.
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Hacktivism - disruptive online activity employing hacking methods to interfere
with specific targets.

Influencers - popular figures in new media (politicians, actors, musicians, ath-
letes, journalists, bloggers), the equivalent of so-called opinion leaders in the
traditional media. Due to their extensive follower bases, trolls and bot operators
frequently try to attract their attention and encourage them to share certain
content by commenting on their posts or mentioning them in their own content.

Leak - a colloquial term for the release of data from the Internet, referring to
the disclosure of secret information previously hidden from the public. It is the
equivalent of the so-called ‘controlled leak’ used in the traditional media and
politics for manipulative purposes. A spectacular example of the application of
this technology is WikiLeaks, a whistleblowing website created by Julian Assange
and presented as a key tool for ‘freedom of speech’. It was purportedly designed
to allow the anonymous submission of materials, which would then be verified
by thousands of volunteers. In practice, however, alongside authentic documents,
it also shared countless fake news items, creating challenges for journalists and
causing a lot of public controversy.

Social botnets - groups of bots on social media, typically managed by a single
person. These bots ‘collaborate’ by sharing each other’s posts and adding likes,
which increases the visibility of promoted content and the perceived popularity
of narratives. Bot operators strive to make automated accounts resemble those
of regular users.

Sock puppets - fake identities used to create multiple accounts by the same
user. They ‘authorise’ accounts described as false, fictitious or (colloquially) fake.
In reality, they belong to or are controlled by someone other than the person
identified in their description. Sock puppets are primarily used to multiply con-
tent by a single person and to manipulate discussions, for example by creating
artificial engagement. Their profiles usually contain false personal information.
Trolls often ‘nurture’ these identities by assigning them specific traits, views and
interests and making them more credible with a consistent history of activity.
To obscure their connection to the main accounts, trolls frequently diversify
their communication styles and networks of friends; the latter makes it easier
for many users to accept invitations from strangers. Having a large number of
contacts increases the credibility of sock puppets and the reach of the content
they spread.
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Trolling - broadly defined as efforts to disrupt communication by disseminating
false content. Some researchers use a narrower approach: Alina Naruszewicz-
Duchlifiska points out that “trolling persistently hinders the operation of a given
group (for example, by repeatedly sending the same message)”. She differentiates
trolling from other similar forms of disrupting online communication, such as
flame wars, defined as “an online argument marked by exceptionally intense
hostility, far beyond the level of ordinary debate”, and online hate, meaning
“an attempt to denigrate a person or an idea through ruthless, often unfounded,
but exceptionally emotional criticism”. The primary goal of flame wars is to en-
gage in a conflict and to win it at any cost, overcoming active participation from
opponents. Without someone to argue with, a flame war cannot occur. Trolling,
for its part, seeks to hinder understanding; trolls aim to provoke irritation and
cannot exist without an audience to test their manipulative skills on. Hate is
about venting aggression; haters do not need interaction with their target as
their focus is purely based on attack.

Wiper - malicious software used by hackers to steal and destroy hard drive data;
it erases all information, including its own activity logs.

Based on: A. Grycuk, ‘Fake newsy, trolle, boty i cyborgi w mediach spoteczno$ciowych’, Analizy BAS 2021,
no. 1(152), 8 February 2021, at: orka.sejm.gov.pl; K. Basaj, ‘Czym jest deepfake?’ [in:] Deepfake - wydanie spec-
jalne Biuletynu ACKS, Akademickie Centrum Komunikacji Strategicznej, wojsko-polskie.pl; A. Naruszewicz-
Duchlifiska, ‘Intencjonalne jezykowe zaklécenia komunikacji internetowej (trolling, flaming, hejting)’, Prace
Jezykoznawcze 2014, no. 4; K. Liedel, Zarzqdzanie informacjq w walce z terroryzmem, Warszawa 2010; M. Gorski,
‘#CyberMagazyn: Astroturfing to przezytek?...", op. cit.

5. Case study: “the battle for Novorossiya”
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According to Wiodzimierz Baczkowski, Russia has always made its conquests in
an atmosphere of ‘podyom’, or ‘exaltation’. It evoked the desired emotions and then
used them manipulatively to justify the annexation of ‘liberated’ territories.'*
It also rationalised these actions by the need to extend fraternal assistance, to
protect populations (Orthodox, Slavic or Russian-speaking), to ‘gather lands’ and
restore them to the motherland, to deliver historical justice, to ensure the right
of nations to self-determination and to pursue Moscow’s civilisational mission.
In this way, in the past, Russia annexed Kievan Rus, Belarus, Western Ukraine,
the Hetmanate, ‘Russian Vilnius’ and many other territories. Later, fraternal
assistance and ‘patriotic exaltation’ were cited to incorporate the limitrophes

W. Baczkowski, Istota sily i stabosci rosyjskiej. Pisma o Rosji, op. cit., p. 22.

Chapter I. Active measures: beyond disinformation and propaganda 70


https://orka.sejm.gov.pl/WydBAS.nsf/0/740FB3EF1F43CC55C125867600356FA7/$file/Analizy%20BAS%20152.pdf
https://www.wojsko-polskie.pl/aszwoj/u/4f/73/4f73792d-463d-4267-83a6-aac852778b52/biuletyn_acks_wyd_spec__internet.pdf
https://www.wojsko-polskie.pl/aszwoj/u/4f/73/4f73792d-463d-4267-83a6-aac852778b52/biuletyn_acks_wyd_spec__internet.pdf
https://cyberdefence24.pl/cyberbezpieczenstwo/cybermagazyn-astroturfing-to-przezytek-to-zjawisko-ktore-zroslo-sie-z-dezinformacja

(from the Latin limitrophus, meaning ‘bordering’), an ironic term Soviet Russia
used for the countries that emerged on the edges of the former Russian Empire
in 1917: Estonia, Lithuania, Latvia, Finland, Ukraine, Poland and Romania.

In Baczkowski’s view, propaganda narratives, as a component of broader
political action characterised by “subversion, disintegration and covert thrusts”,
are one of the key elements which distinguish the Russian strategy from that
of the West. While Western defence strategies are considered primarily in ma-
noeuvre-operational terms, Russia devotes much of its efforts to shaping specific
perceptions of itself and the territories within its sphere of interest in order to
lay the groundwork for future expansion. This is achieved through measures
such as the “anarchisation of ethnic relations within countries surrounding
Russia”,'°* which in modern terms translates to ‘subversive-disinformation
operations’ or ‘influence operations’.

Subversion and the resulting disintegration are the most critical compo-
nents of active measures. Overt and covert deceptive actions are designed to
escalate tensions, which is an inherently long-term process. In modern Ukraine,
these methods were visibly applied during the Orange Revolution, the political
protests which erupted after the public rejected the 2004 presidential election
results as fraudulent. Consequently, the runoff was repeated and the initial
‘winner’ Viktor Yanukovych, widely regarded as Moscow’s candidate, lost to
Viktor Yushchenko. The most important consequences of the Orange Revolution
included the opening of the European pathway for Ukraine, the deterioration of
Russia’s image in this country and its diminished prestige within the Common-
wealth of Independent States. The Kremlin accused the United States and its
NATO allies of engaging in subversion to produce these outcomes and described
the Ukrainian events as a fascist coup accompanied by surging nationalism.

The aftermath of the 2008 war in Georgia seems to have been a pivotal
moment. The West’s weak response to Russia’s support for separatism in South
Ossetia and Abkhazia undoubtedly encouraged Moscow to step up its subversion
in Ukraine. In addition, from 2007 onward, the Kremlin undertook systemic
disinformation and propaganda efforts in its immediate neighbourhood. These
were signified by the establishment of the Russkiy Mir Foundation in 2007 and
Rossotrudnichestvo (the Federal Agency for the Commonwealth of Independent
States Affairs, Compatriots Living Abroad and International Humanitarian Coop-
eration) a year later. Today, Russia continues to use the framework developed at
that time, which involves the creation of institutions (so-called Russian Houses
or Russian Centres for Science and Culture) that forge cooperation with the
diaspora and pro-Russian communities. Entities carrying out these ostensibly

103 Ibid, pp. 25-27.
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grassroots initiatives, which are in fact orchestrated by Moscow, can receive
grants to support their activities.

In Ukraine, this approach was reflected in the activities of numerous
cultural organisations funded by the Russian budget, such as For Ukraine,
Belarus and Russia, the Union of Orthodox Citizens of Ukraine, the Russian
Community of Crimea, the Russian-Speaking Ukraine movement, the Russian
Movement of Sevastopol, the Novorossiya movement, and many others. It also
involved unrestricted access to the Russian media, the creation of outlets im-
itating Ukrainian ones (such as ukraina.ru), the export of Russian literature,
including propaganda and pseudo-historical works, as well as the organisation
of concerts by Russian performers and the promotion of Russian music. From
today’s perspective, it is clear that these active measures, largely aimed at keeping
Ukrainian society within the reach of Russia’s media, informational and cultural
sphere, sought to destabilise Ukraine’s socio-political situation, discredit its
statehood and help the Kremlin win allies for its plans in both countries - that
is, to prepare the ground for a future military intervention and a prolonged
international conflict. Information-psychological operations conducted under
the banner of defending the ‘Russian world’ contributed to successive waves of
destabilisation in Ukraine, deepening divisions among its citizens while also
mobilising support within Russia for these efforts.

The StopFake organisation, which was established in 2014, has analysed the
core themes of Russian propaganda and identified the most common ones, em-
phasising their repetitive nature, long duration, distortion of reality and constant
refreshment within new contexts. This research was featured in the White Paper on
Special Information Operations against Ukraine 2014-2018, which placed Russian
propaganda narratives within the context of active measures and described them
using the unique ‘series’ method developed by Dmytro Zolotukhin, an expert on
information warfare and former Deputy Minister of Information Policy of Ukraine.
In his view, the disseminators of disinformation continuously tell the same stories,
merely expanding their context with references to both real and fabricated events:

»”  Based on years of observing how the Russian intelligence services and the politi-
cal elite manipulate the information space, we have concluded that their actions
can be likened to producing a television series. Seeking to reach a specific audi-
ence, Russian propagandists construct thematic narratives using the method of

series production, which features individual seasons and episodes.'**

104 D. Zolotukhin, ‘,Biata ksiega” specjalnych operacji informacyjnych wobec Ukrainy w latach 2014-2018’, Biuletyn
«Monitoring propagandy i dezinformacji» 2020, no. 1. The titular White Book was compiled as part of the StopFake pro-
ject, an organisation of experts and social activists working to uncover Russian propaganda falsifications. For more on
this topic, see: Y. Fedchenko, ‘Kremlin Propaganda: Soviet Active Measures by Other Means’, StopFake, 21 March 2016,
stopfake.org.
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Zolotukhin has employed this ‘series’ method, which divides events into
seasons and episodes, to develop a detailed contextual analysis of the Crimea
operation. Following his example, I will attempt to outline the main narrative
themes associated with the ‘Battle for Novorossiya’,'® or the ‘return of historical
Russia to the motherland’, as well as their evolving contexts.

Season 1. Novorossiya as a tool for escalating tensions

As a propaganda construct, Novorossiya represented the continuation of Russia’s
confrontational policy towards Ukraine following the end of the ‘hot’ phase of
the 2014 Crimea operation, which involved military action. This stage culminated
in the annexation of the peninsula and the destabilisation and anarchisation of
Ukraine’s southeastern regions as a transitional step towards seizing control
of them. In Russia’s official political discourse, the term ‘Novorossiya’ first ap-
peared in Putin’s address to the Russian people delivered after the annexation
of Crimea on 17 April 2014:

»” 1 remind you, this is Novorossiya. During the Tsarist era, Kharkov, Lugansk,
Donetsk, Kherson, Nikolaev and Odessa were not part of Ukraine. These are ter-
ritories that the Soviet authorities transferred to Ukraine. Why this was done -
God only knows.

Since then, the term has been increasingly used in the state-controlled
media. President Putin has repeatedly referenced it publicly while addressing
both domestic and international audiences. During the annual Valdai Club
conference, he reiterated:

»”  Inreality, it was one region with its centre in Novorossiysk, which is why it was
called Novorossiya. It included Kharkov, Lugansk, Donetsk, Kherson, Nikolaev
and the Odessa Oblast. When the Soviet Union was being established, these
lands were transferred from Russia to Ukraine.*°

Obviously, Putin did not invent ‘Novorossiya gunpowder’. Propagandists
had been working on it earlier, as demonstrated by a map that the private car-
tographic company Pechatkart produced between the first and second rounds
of Ukraine’s presidential elections (17 January - 7 February 2010). The cartogra-
phers implied that, unlike the electorate of Prime Minister Yulia Tymoshenko,
those voting for the pro-Russian candidate Viktor Yanukovych lived in the
historic region of Novorossiya, “artificially woven into Soviet Ukraine, which

105 This was the title of a series of propaganda books. In January 2024, it comprised 13 volumes. See: ‘Krnru cepun «Butsa
3a Hosopoccuto»’, Beue, veche.ru.

106  ‘TIaTh rpomKyx 3asgBaeHwuii [TyTuHa o6 ncropun Yrpanss, BBC News VkpaiHa, 10 November 2014, bbc.com; ‘Bragu-
muip Ty TVH czenan IaTh TPOMKIIX 3asBIeHNIT 06 ucTopuy Yipanns!, Gazeta.ua, 11 November 2014.
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since the collapse of the USSR has remained a distinct historical and geograph-
ical region in terms of the cultural, mental and political characteristics of its
inhabitants”.

MAP. Novorossiya in 2010
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Source: ‘Kapra Hosopoccun’, [TedaTsKapT.pd.

In Putin’s 2014 narrative, the ‘Novorossiya project’ served to justify both
the supposed necessity of returning this part of Ukraine to the ‘motherland’
and the intensified military effort required to achieve this. Putin euphemis-
tically referred to Novorossiya as the ATO (Anti-Terrorist Operation) zone
and repeatedly addressed the ‘Novorossiya militia’, emphasising its alleged
successes. By escalating Ukraine’s destabilisation, this initiative also exerted
pressure on international public opinion, which had rejected both the results
of the rigged referendum (96% of Crimeans purportedly voted to join Russia,
while polls from the Gallup Institute indicated that only 23% of them supported
separatism) and Crimea’s annexation. In subsequent ‘episodes’ of this ‘season,
Russia made efforts to convince the international audience that Crimea, as part
of Novorossiya, had always been Russian and that Ukrainian people themselves
had come to terms with losing it. Putin also suggested that the issue was settled
and that the peninsula would never return to Ukraine.
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According to narratives at that time, the ‘residents of Novorossiya’ also
desired its ‘return’ to Russia. This explicitly echoed Putin’s abovementioned re-
marks that questioned Ukraine’s statehood and even its capacity for independent
existence, claiming that its territories were merely ‘gifts’ from the Bolsheviks
and the Communists. Assuming the role of the reclaimer of Ukraine’s south-
eastern territories, Putin ignored these regions’ history and traditions, both
Ruthenian and Tatar from the time of the Crimean Khanate. He glossed over
the Russification processes and population shifts caused by the settlement pres-
sure which took place under the Russian Empire, the terror and famines of the
1930s and the forced deportations to Siberia.'”” For Putin, historical Novorossiya
represented a means of reasserting Russia as a regional power at the expense
of deconstructing its neighbour’s statehood.'° Tomasz Biatobtodzki, author of
an in-depth analysis of the imperial conceptualisation of this construct, notes
that the emergence of Novorossiya itself was the result of plundering Ukraine’s
ethnic lands:

»  The term ‘Novorossiya was first mentioned in 1764 in reference to the Novo-
rossiysk Governorate... as well aslands thathad previously belonged to the Lower
Zaporizhzhia Host and the Crimean Khanate. The 1775 manifesto ‘On the Liqui-
dation of the Zaporizhzhian Sich and Its Incorporation into the Novorossiysk
Governorate’ stated that the territories annexed to the Russian Empire following
its victorious war with Turkey (1774) had always been part of Malorossiya, a re-
gion whose inseparable attributes included the rights and freedoms of the Cos-
sacks as well as the traditional way of life of the Ukrainian ethnos. This means
that the Russian Empire blatantly grabbed ethnic Ukrainian lands, which were
initially named ‘New Serbia’ (1752-1764) and later designated the ‘Novorossiysk
Governorate’. A notable feature of this process was that from 1760 Ukrainians/
Lesser Russians (“Malorossians”) were forbidden from settling within the ad-
ministrative boundaries of these territories. Instead, paramilitary measures
were undertaken to settle colonists (foreigners, including ethnic Russians/
Great Russians), which significantly altered the ethnic composition of the pop-

ulation in the territories and lands comprising the Novorossiysk Governorate.'*®

As territorial expansion continued, ‘historic Novorossiya’ absorbed new
regions. By the late 19th and early 20th centuries, it encompassed the territories
of the Kherson, Yekaterinoslav and Taurida Governorates, parts of the Stavropol

107 J. Winiecki, ‘Putin marzy o Noworosji. Ta idea pchnetfa go do wojny’, Polityka, 7 March 2022, polityka.pl.

108 M. Orzechowski, ‘Noworosja jako element dekonstrukcji panistwowoéci Ukrainy i odbudowy mocarstwowej pozycji

109

»Noworosji
czasopisma.marszalek.com.pl.

Rosji w regionie’, Wschodni Rocznik Humanistyczny, no. 4/2017, pp. 129-141, wrh.edu.pl.
T. Biatobtocki, ‘Procesy etniczne, historyczne i wyborcze zachodzace na Ukrainie w kontek$cie budowy koncepcji
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: weryfikacja poprawnosci, zasadnoéci i aktualnoéci. Cze$¢ I', Nowa Polityka Wschodnia 2016, no. 1(10),
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and Bessarabia Governorates, as well as Kuban Oblast and Don Host Oblast of
the Russian Empire. Over time, it expanded to include the following administra-
tive units of present-day Ukraine: the Dnipropetrovsk, Donetsk, Zaporizhzhia,
Kirovohrad, Luhansk, Mykolaiv, Odesa and Kherson oblasts, along with the
Autonomous Republic of Crimea. It also covered areas within present-day
Russia (Stavropol Krai, Rostov Oblast, the Republic of Adygea, Krasnodar Krai,
parts of Volgograd Oblast and the Karachay-Cherkess Republic) and Moldova,
including parts of Transnistria and cities such as Chisinau, Bender and Balti."’
Therefore, it is not surprising that in the subsequent ‘episodes’ of the
‘season’, Novorossiya, alongside Malorossiya and Taurida (the ancient name
for Crimea, derived from the Tauric tribes that once inhabited the peninsula),
rose to prominence as an active measure. The propaganda-driven ‘battle for
Novorossiya’ was integrated into the doctrine of the ‘Russian world” and the
myth of the ‘lost homeland of Russian speakers’. Above all, however, it was used
to legitimise Russia’s presence in this region and justify its military aggression.

Season 2. The proclamation of the Novorossiya state

110 Ibid.
I1. Ty6apes, ‘TIpososrramenHsie JoHenxas u JlyraHCKas HapOIHbIe PeCIyOIKY 06beAVHUINCE B COCTABE eAVHOTO
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The first season of the Novorossiya scenario showcased the propaganda po-
tential of this construct. At the same time, as a result of the developments
following the annexation of Crimea, Novorossiya became a tool for fuelling
separatist sentiments in Ukrainian territories. In the context of subversive
activities, including the deployment of units commanded by Igor Girkin and
groups of mercenaries from the peninsula, it legitimised clashes between
pro-Ukrainian activists of the Revolution of Dignity and pro-Russian forces in
Donetsk, Luhansk, Kharkiv and Odesa, many of whom were brought in from
Russia and Transnistria. In April 2014, after occupying the Donetsk State Ad-
ministration building, these forces proclaimed the so-called Donetsk People’s
Republic (DPR). Twenty days later, a similar operation took place in Luhansk,
leading to the establishment of the so-called Luhansk People’s Republic (LPR).
Shortly after this, reports began circulating in the information space about
a possible merger of these two entities and even their unification into a single
state - Novorossiya.'! These reports were disseminated by the Russian state
media and newly established websites and traditional media outlets that formed
Novorossiya’s media system, including dnr-news.com, novorosinform.org,
novoross.info, rusvesna.su (Russkaya Vesna - Russian Spring), novorossia.su/ru

rocynapcrsa Hosopoceus’, TACC, 24 May 2014, tass.ru; JloHerkas u JlyraHcKas HapofHble PeciyOInKy o6beIMHN-
nmcs B HoBopocenio', JlenTa.Py, 24 May 2014, lenta.ru; Jloserkas n Jlyranckas pecry6ayky o6bepnanancs 8 ,Hoso-
poccuio”, PBK, 24 May 2014, rbe.ru; flonenxas u JlyraHckas HapogHble peciy6avky o6beavHnmch B HoBopocenio,
PATICH, 24 May 2014, rapsinews.ru.
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(Novorossiya. Analytical Information Portal), the radio stations Novorossiya
FM and Golos Naroda (Voice of the People) and the newspaper Golos Respubliki
(Voice of the Republic).

The establishment of the ‘Novorossiya state’ under Moscow’s protectorate
enhanced the Kremlin’s capacity to destabilise Ukraine and offered a potential
platform for influencing other Ukrainian regions. This explains the surge in
disinformation surrounding the ‘proclamation’ of more separatist republics
both within Ukraine and beyond, including the Kharkiv, Lviv, Odesa, Zakar-
pattia, Vilnius and Bessarabian republics. They became the backbone of false
narratives aimed at creating a sense of threat not only within Ukraine but also
among its neighbouring states.

However, Russia’s ambitions were thwarted by social upheaval and the ac-
tively pro-Ukrainian stance of residents in southern Ukrainian cities. It quickly
became clear that the support given to Russia by parts of the local administration
was not as widespread as had been portrayed. Moreover, according to Michat
Marek,"” the concept of Novorossiya failed to gain broader support in the oc-
cupied territories at that time. Nourished by the myths of Soviet Donbas, the
cult of labour and working-class friendship, the population did not embrace
the narrative that invoked the era of the Tsarist Empire. Efforts to construct
the identity of Ukraine’s pro-Russian residents by labelling them ‘Malorossians’
(Lesser Russians) or ‘Novorussians/Novorossiyans’ (New Russians, an ethnonym
meant to signify the alleged ‘new territorial-ethnic quality’) underscored their
unequal status within the Russian world when compared to the ‘Great Russians’."®

By late 2014, the Novorossiya expansion scenario had entered into a crisis.
The independent Novaya Gazeta reported at the time that the modern propa-
gandistic image of Novorossiya had clashed with the myths and archetypes that
were imprinted in the minds of Russian people and Russian-speaking Ukrainian
population during the previous era. As a result, there were now four distinct
‘Novorossiyas’:

1. Igor Strelkov’s Novorossiya - a model for a new Russia: patriotic, nationalist
and shaped by military history,

2. The Kremlin’s geopolitical vision aimed at blocking Ukraine’s access to the
Black Sea and ensuring seamless Russian communication with Crimea,

3. The ‘new’ Novorossiya represented by the DPR and LPR,

4. A vague, undefined project more closely associated with Novorossiysk
(a city in Russia) than with Ukraine’s southern territories.

112 M. Marek, Operacja Ukraina. Kampanie dezinformacyjne, narracje, sposoby dziatania rosyjskich osrodkéw propagandowych
przeciwko paristwu ukrairiskiemu w okresie 2013-2019, Warszawa 2020, pp. 41-50.
113 Ibid, p. 50.
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This was reflected in opinion polls conducted by the Levada Centre at the
time. When asked ‘What is Novorossiya?’, 46% of respondents answered that it
was ‘a historical region in southern Russia’, 25% said that ‘this historical term
means nothing today’, 8% saw it as ‘a myth invented in Moscow’, while 21%
struggled to define the concept.”

The Rosbalt news agency placed this crisis within the context of criticism
directed at Vladislav Surkov, the Kremlin's overseer of the project, as well as the
dismissal of staff from the Presidential Administration responsible for managing
relations with the separatist regions in Georgia and Ukraine:

»  Surkov has also been criticised for the ‘Novorossiya' project. This criticism has
come from those who genuinely believed that the DPR and LPR would either be-
come part of Russia or, at the very least, gain independence based on the Trans-
nistrian scenario. This includes former DPR Defence Minister Igor Strelkov,
philosopher Alexander Dugin, and others."

Surkov’s involvement in influence operations in Ukraine and his conflict
with the FSB were confirmed by the Royal United Services Institute (RUSI),
a renowned British think tank which focuses on security and defence issues.
Its report stated that Surkov coordinated political initiatives conducted in
parallel with the activities of the FSB and military intelligence, both of which
were responsible for destabilising the social situation and training separatists.”
As a result, in the spring of 2015, the Kremlin officially announced that it was
freezing the project for the ‘Novorossiya state’, delivering the news through
Oleg Tsaryov, the leader of the Novorossiya movement, and the DPR’s other
representatives.'’

The final ‘episodes’ of this ‘season’ revolved around narratives highlighting
Moscow’s supposedly noble intentions: it allegedly had no plans to annex the
Donbas and Luhansk regions but only sought to secure recognition of their dis-
tinctiveness from the rest of Ukraine and to ensure that they would enjoy greater
autonomy within the Ukrainian state. Some also claimed that Russia had forced
the suspension of this ‘grassroots project’ to avoid obstructing negotiations
on settling the conflict (the Minsk agreements). According to Yevhen Mahda,

II. Posanos, ‘Yersipe HoBopoceyu u opus Kpsiv', Tasera.Ru, 10 December 2014, gazeta.ru.

E. BunOKypoBa, ‘«IlpoexT HoBopoccus» nocrasnes Ha naysy’, PocBant, 8 December 2014, rosbalt.ru.

The report noted that Surkov had fallen into conflict with the FSB in the DPR. See: A. Shandra, R. Seely, “The Surkov
Leaks. The inner Workings of Russia’s Hybrid War in Ukraine’, Royal United Services Institute for Defence and Securi-
ty Studies, July 2019, rusi.org, p. 26. For more on the developments in information warfare during the initial period of
Ukraine’s destabilisation in 2014, see: M. Marek, Operacja Ukraina..., op. cit., pp. 21-54.

A. Konecuuxos, Tlogemy Kpemus saxpsisaer npoext «Hosopoccus»’, Carnegie Politika, 20 May 2015, carnegiemos-
cow.org.
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a Ukrainian political scientist and director of the Institute of World Policy, this
approach was aimed at achieving a ‘Teflon effect’ for Russia and Putin."®

Season 3. The landscape after the ‘first battle’
The freezing of the project did not mean the removal of the Novorossiya con-
struct from the public sphere in the years that followed. In particular, it was
kept alive by Russian nationalists disguised as Donbas separatists, who com-
pared Novorossiya to Catalonia and Kosovo while insisting that the push for its
sovereignty remained on course.

PHOTO 1. A mural with the inscription ‘Catalonia is not Spain. Novorossiya is not
Ukraine’

Source: ‘Kamanonus - Jlonbacc: kypc Ha Hesagucumocms He mensemcs!’, dnr-pravda.ru, 16 October 2019.

A notable shift in propaganda concerning Novorossiya can be seen on the
website geopolitika.ru."® After sharply criticising the Kremlin for suspending
the project, it placed its focus to equipping the Russian public with polemical ar-
guments, including statements such as: “The Novorossiya nation never emerged’
because it lacked proper support from the ‘motherland’; “The Russian people
do not want war’ - hence victory is the only viable option; and ‘Russia will be

118 J. Mahda, ‘Rosyjska propaganda: 20 miesiecy ktamstw i manipulacji’, StopFake, 2 November 2023, stopfake.org.

119 See ‘TIpoTus ocBoboxAeHVS HOBOPOCCHIL HET BECOMBIX apIyMeHTOE , 14 January 2018; ‘Peinapu Hosopoceuit’, 23 Jan-
uary 2017; ‘HoBopoccus u Jpyrue: CXOmHbIe CUTYaluy ~ pasmndHsie npasuia’, leomomnruka.ru, 5 February 2018,
geopolitika.ru.
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branded an aggressor’ as Western propaganda has always portrayed it as such
and will continue to do so. The site then moved on to commemorating figures
considered heroes of the struggle for Novorossiya, such as Igor Strelkov and
Arsen Pavlov (known as Motorola), and pushing the anti-Western narrative
accusing the US and NATO of double standards: they recognised Kosovo and
the former Yugoslav republics but demanded the capitulation of Novorossiya.
The concept of Novorossiya was further solidified by journalists and experts
from the Izborsk Club,° who promoted themes such as the inevitable collapse
of Ukrainian statehood, which they tied to the alleged territorial ambitions
of Poland, Romania and Hungary (claims to Lviv, Bukovina and Zakarpattia,
respectively). They also wrote about Ukrainian fascism, ‘Banderite’ pogroms
and the brutal mistreatment of Novorossiya’s population by the Right Sector.

As in previous ‘seasons’, these narratives relied on a mix of genuine and
fabricated events. Visits from prominent cultural figures were used to legitimise
Novorossiya. Its notable ‘ambassadors’ included Iosif Kobzon, a Russian artist
from Donetsk who was awarded honorary citizenship and the title of Hero of
the DPR in 2015, and the controversial writer Zakhar Prilepin, a supporter of the
separatists who participated in the fighting in the Donbas. Many emotionally
charged texts were written following Ukraine’s withdrawal from the jurisdic-
tion of the Moscow Patriarchate.”” A decree by the Patriarch of Constantinople
ultimately the canonical authority of the Russian Orthodox Church in Ukraine,
sparking claims of a ‘Turkish Patriarch of Ukraine’, a ‘schismatic Ukrainian
Church’, an ‘unsacred Ukrainian language’ and the ‘need to provide spiritual
care to the residents of Novorossiya'. This development also revived the narra-
tive about the ‘Russian world’ and ‘Russian civilisation’. Informational chaos
was created to capture public attention: for example, it was falsely claimed
that Patriarch Kirill had distanced himself from the ‘Russian world’. From
2020 onward,”” about the “possible accession of six Ukrainian oblasts to the
Russian Federation”.’”*

For example, see C. [masbes, ‘Vipansa: mexay 3amazom u Poccueir’, Usbopckumii kay6, 25 April 2014, izborsk-club.ru;
idem, Ykpaumckas kamacmpopa: om amepukarckoil azpeccuu k mupoeoli eoiine?, Mocksa 2015; A. IIpoxaHos, Y6uiicmeo
20podos, Mocksa 2015; idem, Hosopoccus, kposblo ymeimas, Mocksa 2016; 3. I[Ipunenns, ‘VYkpauna 6eccTBIZHO KT,
H36opckmit kny6, 1 February 2017, izborsk-club.ru; B. Koposus, Hmnepckuil paszoeop. Umnepus, zeononumuka, udeono-
2us, mpaduyus, Mocksa 2016; A. Jlyrus, ‘O Hosopoccuu 11 BBOZE BOVICK. [€0IONUTIYECKIAT ananus’, TeomomuTuka.ru,
1]July 2014, geopolitika.ru. For Dugin’s geopolitical analyses on Greater Novorossiya, see also: idem, ‘Bonpuras Hoso-
poccus u Benukoe Hacryrienne’, MOOB BM® Coros BeinyckHuKoB CBBMUY, moov-vmf.ru; Mlexuus AT, Iyruaa
nas crypenTos IHP.  Vneonorus poxpaercs B Hosopoccnn™, Beemmprsint Pycckuit Hapogwsrit Co6op, 3 March 2023,
vrns.ru.

‘Typeuxuii narpuapx Bapomomert moammcan Tomoc 06 aBrokedannu packoasHudeckoir «I11IY»’, HoBopocens, 5 Jan-
uary 2019, novorosinform.org.

‘Hosopoccs, 6aneposmaa u matpuapx Kupuanr', POU TB, 4 May 2021, youtube.com.

‘Ha VipanHe 3asiBUI 0 PIUCKe [0Tepy elue mecty obnacreir crpans!’, BegomocTtn, 28 December 2020, vedomosti.ru.
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It was increasingly suggested that the Novorossiya project had merely been
conditionally and temporarily suspended - as part of the Minsk agreements
which Ukraine was accused of failing to honour. Alleged evidence included
fabricated atrocities against the civilian population attributed to Ukrainians.

Season 4. Novorossiya as the anchor of narratives justifying military aggression

The revival of the Novorossiya construct in 2022 is the clearest indication of its
role in unifying various active measures aimed at territorial expansion. That
year, Crimea and Novorossiya became the anchors of the narrative accompa-
nying preparations for military aggression. Ukrainian volunteer battalions,
particularly the Right Sector and the Noman Celebicihan Battalion, a Crime-
an Tatar volunteer unit stationed in Chonhar near the border with occupied
Crimea, were portrayed as particularly dangerous. Although these units had
ceased operations in 2017, the propaganda ensured they remained ingrained
in the public consciousness as part of the anti-Ukrainian narrative, depicting
them as ‘Nazi’ units and a source of threat. In this way, it legitimised the need
to ‘liberate’ the Kremlin-controlled Donetsk and Luhansk oblasts. However,
Russia’s growing ambitions and plans to annex more territories, the Kherson
and Zaporizhzhia oblasts, demanded further creative efforts to justify the
invasion. According to analysts from the Centre for Security Studies at the
Warsaw-based War Studies University, several such concepts were developed
(Southern Rus, Malorossiya, Taurida), all of them referencing the historical
boundaries of provinces from the Tsarist era and even the “early medieval
rule of Kievan Rus over the northern coasts of the Black Sea and the Sea of
Azov” . The Taurida project received the most attention. The ‘new’ Taurida
was supposed to include not only Crimea, but also Kherson Oblast and the
southern part of Zaporizhzhia. In 2022, the idea was publicised by Georgiy
Muradov and Mikhail Sheremet, two Crimean politicians who collaborated
with the occupying authorities. However, it had already emerged earlier:
in 2015, Sergey Tsekov, Crimea’s representative in the Federation Council (the
upper house of Russia’s parliament), declared that the annexed region should
return to using its ancient Greek name. This proposal was supported by the late
Vladimir Zhirinovsky, then Deputy Chairman of the State Duma and leader of
the Liberal Democratic (read: nationalist) Party of Russia.

»”  Taurida is a Greek name. And Sevastopol, Theodosia, Kerch - all of these are

Greek names. Crimea is a purely Crimean Tatar name. But everything should

124 ‘Projekt ,taurydzki” oraz inne scenariusze legitymizacji rosyjskiej okupacji potudnia Ukrainy’, Osrodek Studiéw
Przestrzeni Postsowieckiej, Analiza OSPP, no. 38, 10 May 2022, wojsko-polskie.pl.
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return to its origins! Not Volgograd but Tsaritsyn, not Kirov but Vyatka, not Ul-
yanovsk but Simbirsk, not Noginsk but Bogorodsk.*®

By invoking these historical names, this controversial politician created
informational noise. The proponents of reverting to the name ‘Taurida’ were
not thinking of its Greek origins but instead referred to the Taurida Governo-
rate in Tsarist Russia. Similarly, the toponyms ‘Tsaritsyn’, ‘Vyatka’, ‘Simbirsk’
and ‘Bogorodsk’ originate from Tsarist-era traditions, in contrast to their
Soviet-era counterparts: Volgograd, Kirov, Ulyanovsk and Noginsk. Zhirinovsky
muddied the core issue and derailed the discourse, asserting that Crimea was
as inherently Russian as Tsaritsyn and Vyatka. At the same time, he reminded
his audience that in the Soviet Union place names were used for propaganda
and agitation, similarly to slogans on banners and posters. As tools of propa-
ganda, Soviet-era toponyms reinforced state-promoted ideologies in the public
consciousness. An intensive effort to rename places, aimed at reflecting Soviet
realities, began after 1917.%

In this context, it is clear that Novorossiya, Malorossiya, Southern Rus
and Taurida (Russian historical terms applied to the contemporary realities of
Ukraine) have been used as tools to construct the imperial vision of present-day
Russia. Today’s ‘Novorossiyans’ and ‘Malorossiyans’ are portrayed as proponents
of union with Russia and as representatives of the ‘triune’ Russian nation en-
compassing Russians, Ukrainians and Belarusians. These narratives have served
tojustify the Kremlin's expansionist ambitions towards Ukraine, a fact that was
underscored by the sham referendums held from 23 to 27 September 2022 on the
annexation of the Donetsk (DPR), Luhansk (LPR), Kherson and Zaporizhzhia
oblasts into the Russian Federation. On 30 September 2022, Putin signed the
relevant ‘agreements’, declaring that Russia would defend its territory by any
means necessary. He justified these new annexations by claiming that Russia
was fighting for its physical survival against the full might of NATO and had
reached a point where retreating from the war’s objectives was impossible.'”’

By legitimising conquest and expanding Russia’s territory, these histor-
ical terms blur the inter-state, ethnic boundaries (between the indigenous
Ukrainian population and the Russian-speaking diaspora) and the cultural (as
part of a national mythology shaping identity in relation to a specific territory)

125 Cited in: M. Wawrzenczak, ‘Krym zniknie z mapy? Proponuja Tauryde’, historia.org.pl, 24 January 2015.

126 J. Medelska, M. Sobczak, ‘Ideologiczne elementy nazewnicze w toponimii miejscowoéci niemieckich w ZSRR lat 20.
i30. XX wieku’, Slavia Orientalis, vol. LXVII, no. 2/2018, repozytorium.ukw.edu.pl. Soviet toponymy undoubtedly holds
first place in terms of the number of renamed localities. Researchers who examined this issue in relation to German
place names found that 224 major city names had been changed by 1941. The campaign also extended to smaller towns
and rural areas, where names associated with religious worship, which were deemed incompatible with the zeitgeist,
were removed; in one Crimean city, Mechetny (Mosque Alley) was renamed Bezbozhnikov (Alley of the Godless).

127 M. Menkiszak, M. Domariska, P. Zochowski, ‘Russia announces the annexation of four regions of Ukraine’, OSW,
3 October 2022, oswwaw.pl.
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boundaries. Therefore, they serve as tools for transforming specific Ukrainian
lands into an ideologically reimagined Russian space - one imbued with sym-
bolic significance, reinterpreted and repeatedly ‘reclaimed’.

This is by no means an amicable process. No one here has been waiting
for the Russians with the proverbial flowers. Occupying forces have entered
territories ‘liberated’ from the Ukrainian government using brutal methods of
repression, including searches for Ukrainian soldiers and volunteers, the torture
of civilians, deportations of women and children to Russia, abductions of mayors
and local government officials, and forced conscription. Given the absence of
collaborators and the failure to establish pro-Russian governing bodies, they
have imposed a military administration under Rosgvardiya’s command. With
its support, they have implemented the tried-and-tested scenario of absorbing
the conquered territories.The latter includes formal requests for annexation
into the Russian Federation and the holding of sham referendums. At times,
propagandists have also declared that “We're taking back what’s ours”, thus
putting pressure on neighbouring countries while exposing their awareness
of the repetitive nature of Russia’s mechanisms of conduct. A notable example
is a remark that Vyacheslav Nikonov, grandson of Vyacheslav Molotov, made
during an episode of The Great Game TV talk show aired by Russia’s Channel
10n 25 July 2022. He reminded viewers that the date marked the anniversary
of the First Partition of Poland and said: “At that time, Western Ukraine and
Western Belarus returned to the empire: we took back what was ours”. He then
declared: “We are doing the same thing now”.’?®

Season 5. A return to imperial roots

It is a truism that disinformation and propaganda rely on repetition. For this
reason, the term ‘Novorossiya’ remained in use throughout 2023. Earlier nar-
ratives were mostly reiterated.””” It was also stressed that Russophobes had
been working to undermine this idea. For example, the historian Ivan Skorikov
lamented that during a meeting with the heads of the ministry of transport on
5 June 2023, Putin addressed the “transport situation in Novorossiya”, contin-
uing to use the term while “communist Ukraine” was trying to shoot it down:

»”  And where is this Novorossiya? Where is the promised Novorossiya Federal
District? Why are city authorities in the liberated territories planning to re-
store names like Tsiurupynsk, after the Ukrainian activist Tsiurupa, instead of

the thousand-year-old Oleshky, which was the original name of this port? Why

128 See ‘Boxbiiag Mrpa 25.07.2022”, ruspolitnews.ru.
129 JI. CMupHOBa, ‘Hzero «HoBopoccum» caborupyror Ha mectax - Ckopukos’, [TonntHasurarop, 8 June 2023, politnavi-
gator.net.
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was Karl Marx Street reinstated in Mariupol instead of Vorontsov Street, even
though it was Governor-General Vorontsov who founded Mariupol? Why has
the History of the Novorossiya programme still not been implemented in the
liberated territories?... The people need to be re-Russified after a century of
Ukrainisation: 100 years ago, the Bolsheviks adopted the policy of korenizatsiya'*
in the Ukrainian SSR and squeezed both Novorossiya and Malorossiya into this

programme.

Like many other participants in the moderated political discourse, Skorikov,
the head of the Ukrainian branch of the Institute of CIS Countries, has been
promoting the claims made by the official propaganda, emphasising the imperial
roots of Novorossiya:

»”  When Catherine launched her project, essentially the project of the New Rus-
sia Krai, Novorossiya was a wild steppe that opened a path to Constantinople
for Russia. We didn't reach Constantinople, but all these Greek and Byzantine
names - Sevastopol, Odessa, Melitopol - were part of the messianic idea of Mos-
cow as the Third Rome."

The essence of Novorossiya as a term rooted in an imagined history and
geography has been aptly captured by Aleksandr Vasiliev, an editor at the
Regnum news agency. He has described the active measures employed under
this banner as the ‘canonisation’ of Novorossiya. According to him, this ef-
fort is not only about returning the region to the ‘motherland’ but also about

“incorporating this concept into the canon of national history, which represents
a huge step forward in the development of Russian self-awareness”.”*> Noting
a breakthrough in the propaganda surrounding the ‘reclaimed lands’, he has
emphasised the importance of official initiatives like the ‘Novorossiya’ exhibition
at the State Historical Museum, which Minister of Culture Tatyana Golikova
opened on 5 September 2023.*

There are plenty of other examples that illustrate the coordinated use of
various tools and actors. The widely publicised meeting on transport issues
led to the establishment of the Novorossiya Railways enterprise and the R-280
Highway appeared on road maps bearing the name of Novorossiya (Rostov-
on-Don-Mariupol-Melitopol-Simferopol). As always, science and culture can
serve as sensitive barometers of the situation. Historian Aleksandr Chalenko

Korenizatsiya was a process initiated in the 1920s to increase the participation of local populations (from the Russian
korennoy, meaning ‘indigenous’) in the socio-political life of the Soviet republics.

JI. CmupHOBa, ‘Uzero «HoBopoccum» caboTupyior Ha MecTax - CKopuKos’, op. cit.

A. Bacumsbes, ‘Pycckas ATnanTuza. [Iouemy MbI Tak U He HayYUINCh PacCKassBaTh o Hosopoccuu’, PerHym, 22 Sep-
tember 2023, regnum.ru.

‘TaTbsiHa TONMKOBa IPMHSIA y4acTyvie B OTKPBITMY BbicTaBKyu «HoBopoccus» B TocysapCTBEHHOM JICTOPIIYECKOM
mysee’, TIpasuTenscTBo Poccuy, 5 September 2023, government.ru; ‘Beicraska «Hosopoccus»’, Kymsrypa.P, culture.ru.
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has published yet another book, his fourth, on the history of Novorossiya,**
while the publishing house Veche has produced the aforementioned impressive
series entitled The Battle for Novorossiya.

In early 2023, the Presidential Fund for Cultural Initiatives announced
a youth competition entitled ‘Novorossiya'. The invitation highlighted Putin’s
role, stating: “The Black Sea peninsula of Crimea has been annexed to Russia
twice: under Empress Catherine Il and under the President of the Russian Fed-
eration, Vladimir Putin; indeed, the new territories of Kherson, Zaporizhzhia,
Luhansk and Donetsk hold special significance for the history of our country”.
Particularly notable was an online video showing the digital, multimedia-rich
presentation of the competition’s results.”** On 30 September 2023, the anniver-
sary of the annexation of the four Ukrainian oblasts, a mass propaganda event
was held on Red Square. Leading artists from the country’s propaganda-in-
fused entertainment industry appeared at the Russia-Donbas-Novorossiya
ceremonial concert. The event’s highlight was a song called ‘Russian World’,
with lyrics and music by Denis Maidanov, a political activist and recipient of
the title of Honoured Artist of Russia; he performed it alongside guests from
Donetsk, Luhansk, Kherson and Melitopol.”* These ‘special guests’ also joined
Oleg Gazmanov to deliver a rendition of the pompous song ‘We Are Together’.
These performances can still be seen on YouTube.”” offering a vivid illustration
of the peculiar atmosphere of ‘patriotic exaltation’, as Baczkowski termed it.
Modern digital tools make it possible to multiply this sentiment without limits.

The ‘Novorossiya’ construct is key to understanding Russia’s conquests and
its motives. Although the frequently used ‘liberation motif” is inherently false,
forcibly ‘liberated’ lands are immediately absorbed into Russia, which casts
itself as the saviour of nations - whether they desire salvation or not. In con-
text, Russia’s contemporary expansion is most broadly justified by the doctrine
of the ‘Russian world’, with the ‘reclaimed territories’ of Taurida/Crimea and
Novorossiya serving as its symbols. Russia has also used them to portray its
invasion of Ukraine as a defensive war. Above all, the endless disinformation
‘series’ The Battle for Taurida and The Battle for Novorossiya reflect Russia’s
reliance on tried-and-tested active measures. Their importance is certain to
grow. Itis no coincidence that in late 2023, the website of the Russian Embassy

A. Yanenko, Hosetiwas ucmopus Hosopoccuu: c6oprux cmameil u unmepesio (2007-2022), Mocksa 2023. Earlier works
initiated by the Russian Historical Society and the Institute of Russian History at the Russian Academy of Sciences
include: A. CMupHoB, ITpoekm Hogopoccus. Hcmopus pycckoil okpautst, Mocksa 2015; A. Illy6us, Hemopus Hosopoccuu,
Mocksa 2015; B. 3axapos (ed.), Hcmopua Hosopoccuu, Mocksa 2017.

‘HoBopoccus: or ExaTepnms Bennkoii 1o Hammx nxerr’, conkurs-history.ru.

‘BonbI10T1 TpasgHMYHBI KOHLEepT «Poccus - lobace - Hoopoccusi»’, CMOTpMM, smotrim.ru.

‘Nenuc Maitgasos, ,Pyccruii mup”, 30 September 2023, youtube.com.
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in Poland added a section titled ‘The Special Military Operation in the Donbas,
Novorossiya and Ukraine’.'*®

6. Summary: netwars a la Russe

The digital era has facilitated access to a wide range of domestic and in-
ternational sources of information and improved communication. Through
various channels, both restricted and publicly available, users can connect to
formal and informal networks, the latter lacking the distinct characteristics
of state organisation. According to John Arquilla and David Ronfeldt, analysts
at the RAND Corporation, digital technologies are excellent tools for conduct-
ing ‘netwars’. In 2001, they defined these as “an emerging mode of conflict at
societal levels... in which the protagonists use network forms of organization
and related doctrines, strategies, and technologies attuned to the information
age”. Netwar actors can operate collectively, are linked to multiple networks,
bound by strong social ties, equipped with secure communication technologies
and focused on promoting a shared narrative that explains why they must act
together and what they aim to achieve. They are formidable opponents.'*

These American analysts have incorporated netwars into the broader
concept of cyber warfare, envisioned as a transformation from mindless wars
of attrition into intelligent strategic manoeuvres requiring insight into the
adversary’s plans. After disorientating them, sapping their morale and neu-
tralising military information and communication systems, cyber forces target
the remaining government and information servers. They argued that future
conflicts would be wars of machines waged in cyberspace using artificial intelli-
gence algorithms. Cyber warfare was supposed to fulfil the vision of non-kinetic
wars - conflicts that incapacitate the adversary without causing mass casualties.

Russian analysts have reinterpreted this concept within the framework of
their own strategic culture and system of values. They have viewed the ideas
presented by Arquilla and Ronfeldt primarily through the prism of operations
targeting the collective consciousness of societies to shape their pro-Ameri-
can worldview and behaviour. They have framed actions classified as netwar
primarily as a form of anti-Russian warfare. They have therefore reversed the
narrative vector and directed it against the US and NATO. They treat cyberspace
as an additional arena for exerting force and sowing discord, harassment, sub-
version and intimidation by threatening to escalate the conflict - essentially,

138 ‘Specjalna operacja wojskowa w Donbasie, Noworosji i na Ukrainie’, Russian Embassy in Poland, poland.mid.ru.
139 J.Arquilla, D. Ronfeldt, ‘Networks and Netwars: The Future of Terror, Crime, and Militancy’, RAND Corporation, Santa
Monica 2001, rand.org.
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as a new field for deploying tried-and-tested active measures. New communi-
cation technologies have expanded the scope of these measures and the pool

of operatives with new types of agents of influence: alongside paid agents and

‘useful idiots’, online communities are now plagued by mercenary online militias

(web brigades, cyber squads) and troll farms.

Active measures have retained their key distinctive features: they are con-
tinuous and multidimensional; they are used by the apparatus of the intelligence
services with the involvement of proxies. In the broadly defined information
space, these services inspire, create and control disinformation operations
by establishing channels for distributing fake content (such as websites) and
employing specially trained ‘journalists’, so-called war bloggers. Meanwhile,
in the physical domain, they create the conditions for such operations through
provocation and sabotage. When it comes to seizing the adversary’s territory
and ‘planting a flag’ on it, force remains the ultimate argument, embodied by
the Russian military and its longstanding strategy of pursuing victory.
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Chapter II






The hybrid battlegrounds of the Russian Armed Forces

1.

Overview of the issue

If a mission of the armed forces is to be successful, it must meet its informa-
tion needs and gain the general public’s understanding and acceptance for the
actions it has undertaken. All militaries worldwide develop communication
strategies and establish structures to implement them. In this regard, Russia
is no exception; indeed, its military officials have pointedly emphasised this in
messages directed at their own society and in interactions with the outside world.
What sets Russia apart? I will address this question by highlighting the specific
directions of the Russian Armed Forces’ activities in the communication space.

Even a cursory analysis of the practical implementation of strategic objec-
tives in this area reveals two extreme tendencies. On the one hand, the defence
ministry’s stated openness has led to the militarisation of the public space and
even overt war propaganda, which is prohibited under international law. On the
other, the ministry’s monopoly on managing information about the armed forces
has ensured stringent control over all reports concerning the military, which
islegally enforced. For instance, Russian people still do not know the causes of
the 2000 sinking of the Kursk submarine. They are still oblivious to the scale of
human rights violations and war crimes that the military committed during the
pacification of Chechnya. Moreover, they enthusiastically supported the illegal
annexation of Crimea and the armed conflict against Ukraine, which began in
2014 and escalated into a full-scale war in 2022.

Official statements from the defence ministry have omitted inconvenient
facts. Any criticism of military abuses that occasionally surfaces in the media
has failed to alter the general perception of the Russian armed forces in the eyes
of the average citizen. Society takes pride in its homeland as a military power
that commands global respect and as “the only country in the world capable
of countering the United States’ information dominance”. Putin uttered these
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words during the famous ‘Crimean speech’ on 18 March 2014, has reiterated
them on various occasions and they amplified by the media, becoming deeply
ingrained in the Russian public consciousness.

The image of an ‘invincible army’ is the result of the state’s long-term
efforts in the public sphere to reinforce the belief that violence and the force
factor, embodied primarily by the military and its nuclear weapons, are Russia’s
main assets as a major power. Dissenting opinions are viewed as attempts to
undermine its position. Military information policy has been integrated into
the broader state strategy by entrusting the armed forces with functions that
extend beyond defence, including ideological, nation-building, educational,
unifying and culture-forming roles.

In its information campaigns directed at soldiers and the general public,
the Russian Ministry of Defence emphasises that it “unites the efforts of the
government, the armed forces and the public to promote military education
among the younger generation and to instil values rooted in patriotism”. This
activity has fostered a form of militarism among citizens, who are convinced
that the West and NATO (portrayed in the domestic narrative as ideological sab-
oteurs seeking to impose alien beliefs and values on Russian people) have been
waging information and psychological wars to humiliate Russia. In its extreme
form, this hasled to militaristic patriotism, recently dubbed ‘turbo-patriotism’,
among nationalist figures linked to the military and intelligence services, such
as Igor Girkin (also known as Strelkov), Vladimir Kvachkov and the late Yevgeny
Prigozhin and Dmitry Utkin (alias Wagner), the infamous leaders of the Wag-
ner Group. These ‘turbo-patriots’ have denounced anyone they believe to be

“thwarting the Russian nation’s victory over the West, which seeks to partition
Ukraine”, including Defence Minister Sergei Shoigu and Chief of the General
Staff Valery Gerasimovw.

This chapter is dedicated to the origins of the military and propaganda
aggression seen in today’s Russia, as well as its conceptual and organisational
foundations. This phenomenon is deeply rooted in Russian traditions. Its modern
resurgence is linked to the ‘extraordinary information situation’ that was cited
to justify the need to develop a new communication strategy to accompany the
use of the Russian Armed Forces on domestic territory during the intervention
in Chechnya. To control the narrative around this operation, the government
reinstated censorship, established new organisational mechanisms and devel-
oped guidelines for communicating about the anti-terrorist campaign. As po-
litical practice during Putin’s presidency has demonstrated, this ‘extraordinary
information situation’ persists to this day.

The debate on information security, which was initiated in the early stages
of Putin’s presidency, led to a systemic analysis of threats in this area and the
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development of ‘Russia’s unified information space’. This resulted in the Kremlin
taking greater control over the public and the media as well as a revision of the
post-Cold War international order. In short, the issue was instrumentalised
to suit the needs of Putin’s administration, aligning seamlessly with Russian
strategic thinking and strategic communication.'** However, the problem lies
in the fact that, considering the political context and calling things by their
proper name, Russia’s information policy in the field of defence should actually
be termed military propaganda or information warfare.

2. Information warfare in theory and practice

2.1. Specifics of the Russian conceptual framework
Even a cursory review of the relevant literature reveals that the Russian con-
ceptual framework differs from that of the Western, which means that the
terminology associated with information security can be potentially misleading.
However, a critical analysis of this framework makes it possible to identify
features that capture its specifics.

Firstly, information security is framed within the context of international
rivalry. Information is seen not only as a protected resource and a target for ad-
versaries but, above all, as a weapon. The information struggle (more commonly
referred to as the information-psychological or propaganda struggle) and its
extreme form of information warfare are tools to achieve the state’s objectives in
international, regional and domestic politics and to gain a geopolitical advantage.

Secondly, core concepts are defined using general terms. For example, in
the 2000 Information Security Doctrine of the Russian Federation, information
security was described as “the state of the protection of the national interests of
the Russian Federation in the information sphere, as determined by the overall
balanced interests of the individual, society and the state”. Such essentially
hollow terms are embedded within an ideological context. In this document, the
term was accompanied by a number of threats spanning foreign policy, defence,
science and technology, the spiritual life and the legal order. The doctrine high-
lighted the catastrophic state of the country’s information and telecommunica-
tion infrastructure and an unfavourable international environment marked by
“attempts at resisting the consolidation of Russia’s role as one of the influential
centres in an emerging multipolar world... increasing the technological edge of
leading world powers and building up their capabilities to create the information

144 For a more detailed discussion on strategic communications (abbreviated as stratcom) in NATO terminology, see
N. Bolt, L. Haiden, Improving NATO Strategic Communications Terminology, NATO StratCom COE, Riga, June 2019, strat-
comcoe.org.

Chapter II. The hybrid battlegrounds of the Russian Armed Forces 93


https://stratcomcoe.org/publications/improving-nato-strategic-communications-terminology/80

weapon’. In addition, the document underscored the need to align information
security with objectives such as “ensuring the spiritual renewal of Russia” and
the “reinforcement of traditions of patriotism and humanism”.

Thirdly, information security is approached broadly. Strategic documents
do not address the issue of cybersecurity, although they do emphasise that new
technologies have expanded the arsenal of tools for influencing human psychol-
ogy and public consciousness. The technological context has been overshadowed
by political, ideological and civilisational considerations; Russian theorists
perceive the Western concept of cybersecurity as too narrow to address the
full scope of this issue.

Fourthly, the domestic approach to information warfare integrates various
methods of conducting it: electronic, psychological and information warfare,
counter-propaganda efforts, strategic and operational deception, and more.
Asaresult, information security encompasses all aspects of political, economic
and social life, including the private lives of citizens. It spans a broad range of
activities in areas such as politics, economics, social affairs, military, intelli-
gence, counterintelligence, diplomacy, technology, propaganda and education.

The debate on information warfare reached its peak with the emergence of
the Colour Revolutions - social movements in Georgia (2003), Ukraine (2004)
and Kyrgyzstan (2005). These signalled a shift towards a new, post-Soviet
developmental path that would be distinct from Russia’s trajectory. This led to
arevival of traditional Cold War-era themes centred on the psychological con-
frontation between East and West. In the literature, the Colour Revolutions were
described as a “socially dangerous struggle of the intelligence services”** and
framed within the ideology of Chekism that views the security sector as central
to the power of the Putin regime, which has its roots in the special services.

The theory of information warfare was developed in opposition to the
Western theory of cybersecurity, emphasising the latter’s perceived anti-Russian
orientation. Its axioms were applied to the Russian context and tailored to local
conditions. As a result, Russian terminology is often misleading, as demonstrated
by a critical review of the key definitions. The Russian terms do not align with
the definitions accepted in the West.'*¢ ‘Cyber war’ and ‘netwar’ have a different
scope. Only a handful of theorists differentiate between these two concepts;
most consider them components of information warfare.

The vast majority of Russian authors blur the lines between the military
and non-military domains as well as between the technological (‘cyberspace’)
and social (‘information space’) spheres. They reference the Cold War and

145 A. Manoitno, Tocydapcmeernas uH(OpMAYUOHHAR NONUMUKA 8 0C06bLX YCn08usx, Moscow 2003, p. 293.
146 For an overview of Western terminology, see K. Liedel, P. Piasecka, ‘Wojna cybernetyczna - wyzwanie XXI wieku’,
Bezpieczeristwo Narodowe 2011, no. 17, bbn.gov.pl.
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‘psychological wars’, equating them with ‘political” and ‘propaganda wars’ be-
tween East and West. The terms they use are all-encompassing notions consisting
of various components, such as manipulation, social engineering, propaganda,
agitation, counterpropaganda and even patriotic military education, which are
all framed as tools to counter the adversary’s aggression and strengthen society’s
resilience against Western influence.

This is consistent with established practices. The theory of information
warfare originates from the theory of special propaganda,'*” which the Military
Institute of Foreign Languages introduced as a separate subject in 1942. It was
later taught at the KGB school, but discontinued in the 1990s. However, it was
reinstated in 2000 and is now taught at the Department of Military Information
and Foreign Languages of the Military University under the Ministry of Defence
and at the FSB Academy. Revival of the subject coincided with the approval of
the 2000 Information Security Doctrine. Over time, departments or institutes
for information security were established at all institutions training uniformed
personnel and at many civilian universities. Their activities are coordinated by
the FSB’s Institute of Cryptography, which initiated the establishment of the
Educational and Methodical Association of Higher Education Institutions in
Russia; as of 2018, it comprised 74 research institutions."* Consequently, the
study of information warfare has gained the status of an academic discipline and
an interdisciplinary applied science. It is now included in training programmes
for diplomats and university curricula in fields such as sociology, philosophy
and political science.

Regardless of its genetic code being based in ‘special propaganda’, Russian
terminology was, from the start, designed to align with Western concepts. For
example, Sergey Yastrzhembsky, a practitioner of official propaganda, became
famous for his aphorism: “All military operations begin and end with PR spe-
cialists”. This phrase captured the essence of Russia’s efforts to obscure the
reality of the Chechen wars. Yastrzhembsky euphemistically suggested that
the Kremlin was not waging wars but merely conducting military operations.
He referred to the accompanying propaganda using the fashionable Western
term ‘public relations’, understood as a form of political campaign marketing.
However, ‘Russian PR’ fails to meet this and other criteria. Russian society lacks
the tools for political communication with the government, relying instead on
official information channels that are controlled and censored. Unable to criti-
cally assess the government’s actions, the public depends entirely on a top-down,
one-way interpretation. Psychological operations are viewed through the lens

147 . Cypxuxk, ‘Opysxue crosa. CoBeTcKas CIenmponaranzia B ronsl Benukoir OTedecTseHHOI BojiHb!', JKypHan poccuii-
CKUX U 80CMOYHOe8pONelicKUX Uucmopuyeckux uccnedosanuil 2010, no. 1, at: cyberleninka.ru.
148 See YMO website, isedu.ru.
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of hard power, unlike in US strategies, where they are considered a component
of soft power.

Notably in this context, the term ‘information warfare’ is more appealing
as a propaganda tool and far more frequently used than ‘information struggle’.
According to the definition provided in the 2012 document entitled Conceptual
Views on the Activities of the Armed Forces of the Russian Federation in the Information
Space, ‘information warfare’ is defined as a “competition between two or more
states in the information space aimed at causing damage to the information
systems, processes and resources of critical infrastructure as well as other
structures; undermining the political, economic and social system; conducting
a mass psychological brainwashing of the population in order to destabilise
society and the state; and forcing the state to make decisions aligned with the
opposing side’s interests”.'*

Analysing information warfare as a distinct form of Russian military
communication necessitates a clarification of its component concepts, such as
‘propaganda’, ‘agitation’, ‘persuasion’ and ‘manipulation’. Below, I draw on the
findings of Polish linguists.”*® Generally, they identify two meanings of the term
‘propaganda’. In its broader sense, it refers to the organised dissemination of
ideas, doctrines and theories through the selective presentation of content and
the use of influence techniques to persuade people to change their attitudes,
adopt different views, or perform actions that serve the sender’s interests.
In its narrower sense, it is defined as a form of political communication aimed
at shaping public opinion.

In both approaches, propaganda exerts ideological influence on the recip-
ient. This distinguishes it from agitation, whose aim is to prompt immediate
action by mobilising the public through both linguistic and non-linguistic
means. The concepts of persuasion and manipulation are also frequently used
to analyse propaganda texts. Both refer to influencing the audience’s views
and opinions, but the key difference lies in whether the message meets the
criterion of reliability. Unlike persuasion, which does not evoke any evaluative
judgement, the term ‘manipulation’ has a negative emotional charge and refers
to deliberate, typically covert influence aimed at persuading the recipient to
act against their own interests.

The language of propaganda has been the subject of numerous studies.
Researchers unanimously agree that its purpose is not to describe reality but to
shape it by influencing the recipient’s perception of the world and persuading

149 ‘KoHIenTyanbHbIe B3MIS/BI Ha JesTeIbHOCTb BoopyskeHHbIX Crit Poccumiickoit Oemeparyy B MHPOPMAIIOHHOM IIPO-
crpancrse’, The Ministry of Defence of the Russian Federation, function.mil.ru.

150 See L. Kamiriska-Szmaj, ‘Propaganda, perswazja, manipulacja - préba uporzadkowania pojeé’ [in:] P. Krzyzanowski,
P. Nowak (ed.), Manipulacja w jezyku, Lublin 2004.

Chapter II. The hybrid battlegrounds of the Russian Armed Forces 96


https://function.mil.ru/news_page/country/more.htm?id=10845074@cmsArticle
https://function.mil.ru/news_page/country/more.htm?id=10845074@cmsArticle

them to adopt opinions and views favourable to the one delivering the propa-
ganda. Models of propaganda communication typically include the following
elements: the source of information (an institution that determines the ideo-
logical coordinates of the message), the channel for transmitting the encoded

message (for example the media) and the reception of the signal (which requires

the recipient’s attention to be focused and their personal preferences, perceptual

determinants such as myths/stereotypes and their current emotional state to be

factored in). Based on the source and degree of content distortion, propaganda
is classified into three types: white (the source of the message is known and its

content is easy to verify), grey (the sender conceals themselves behind a chain

of intermediaries; the message is tailored to a specific narrative or goal, such

as discrediting opponents) and black, also known as ‘the big lie’, where the

sender is hidden and difficult to identify while the message is fabricated and

based on false information.

The language of propaganda texts is formulaic and relies on standardised
phrases and the repeated use of labels, myths and stereotypes. The latter, as
representations of reality that bear little relation to the truth, influence sub-
conscious patterns of negative valuation. They often shape a distorted view of
phenomena, individuals, or even entire nations, reinforcing imposed view-
points. Propaganda techniques such as stereotyping are based on schematic
thinking and seek to construct a hierarchical worldview, dividing reality into
one sphere that the official propaganda endorses and another that it disparages.
This creates a binary system of an ‘us’ versus ‘them’ judgement. Its manipulative
potential lies in the sender’s egocentric belief in the superiority of their own
values and opinions. The terms ‘propaganda’ and its interchangeable counter-
part ‘propaganda war’ share this characteristic with ‘information warfare”and
‘psychological warfare’.

2.2. The origins of Russia’s contemporary military-propaganda aggression:
the role of force and ideology

The surge in official propaganda seen in Russia since the early 21st century is
closely tied to the collapse of democratisation efforts and the consolidation of
the centralised bureaucratic system and authoritarian governance. The failure of
democracy in Russia did not stem solely from the incompetence of its reformers
and the aggressive exploitation of free-market opportunities by emerging busi-
ness leaders. One crucial factor, if not the most important one, was the political
consciousness of the population, which was completely unprepared for changes
to the political and economic system following the collapse of the Soviet Union.
The declining standard of living for most citizens, which stood in contrast
to the prosperity of a handful of ‘new Russians’, and the barrage of information
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in the mass media that was perplexing to the average Russian, threw post-Soviet

society, shaped by the ‘golden dream’ of Soviet propaganda, into a state of con-
fusion. The diversity of media broadcasts, perceived as informational chaos,
coupled with the population’s inability to filter content from a pluralist mass

media, as well as the flood of kompromat, cheap sensationalism, violence and

erotica, prompted audiences to recognise the need for control over information

sources. The country’s new leadership began moving in this direction.

After Putin assumed the presidency in 2000, the new political elite began
gradually taking control of the mass media, focusing primarily on television.
Using harsh administrative controls and economic pressure, they quickly
took over the most influential organisations, gaining an unrestricted ability to
disseminate their own narratives. The inevitable consequence was a shift from
democratic, two-way forms of social communication typical of a pluralist mass
media to propaganda, or one-way communication flowing from government
institutions to a mass audience.

A specific personnel policy, combined with economic and administrative
pressure, intimidation and even the physical elimination of independent jour-
nalists, enforced self-censorship and loyalty to both the state and non-state
gatekeepers of the mass media - despite the formal absence of censorship. This
made it possible to carry out top-down propaganda efforts aimed at suppressing
information deemed unfavourable to the Kremlin, promoting a distinct, unique
Russian path of development, rebuilding imperial traditions and, most impor-
tantly, legitimising Putin’s regime.

Militaristic propaganda was also fuelled by the absence of decolonisation
and de-imperialisation. In the so-called new Russia, many remnants of colo-
nialism persisted, gradually laying the groundwork for the revival of imperial
traditions."! As a result, the methods and ideology that Moscow has employed in
dealings with its former colonies are anachronistic. Colonial thinking, trapped
in Soviet-era tropes of great-power chauvinism, has appropriated the history of
republics like Tatarstan and Buryatia as well as independent countries such as
Ukraine and Belarus. In the 1990s, public discourse in Russia was openly racist
and discriminatory towards other nations, ethnicities and cultures within its
borders. The Chechen warsled to a certain ‘opening’ of public communication,
unleashing aggression against the colonised ‘other’. The fact that Chechnya
was a constituent part of the Russian Federation was obscured and sidelined
in discussions. In the public consciousness, this republic became a bastion
of international terrorism while its leader Dzhokhar Dudayev was vilified as
a hated terrorist ringleader.

151 See A. Saifullayeu, ‘Kolonialny byt kultury’, 4 August 2023, by-ua-studium.pl.
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2.3. The Russian Presidential Administration as a laboratory for concepts

of wartime communication

The informational framing of the military intervention in Chechnya provided
the foundation for Russia’s modern conceptual and organisational approach
to wartime communication. According to the Ukrainian researcher Heorhii
Pocheptsov,”** this approach emerged between the two Chechen wars. When
the government recognised the inevitable failure of the first one, it established
a special commission led by the diplomat Sergey Yastrzhembsky to develop
anew model for communicating about this event. In May 1995, the commission
produced a document entitled The mythology of the Chechen crisis as an indicator
of Russia’s national security problems, which recommended framing the conflict
as a ‘clash of civilisations’ within Samuel Huntington's then-popular paradigm.
The commission’s primary message was directed at the West: the Chechens, who
had renounced the federal agreement, were portrayed as an ‘Islamic civilisational
threat’ in an effort to garner a favourable reception of Russia’s actions.

The document acknowledged the Kremlin’s failure in the information war
and the dominance of the Western mythologised version of the Chechen crisis.
It also noted that the mechanisms reinforcing the state and Russian identity
had broken down and that the government had underestimated the importance
of the symbolic and ideological spheres. To remedy this, it recommended de-
veloping a competing model to describe this conflict with the aim of neutral-
ising the anti-Russian narrative promoted by the West. This model was called
an ‘anti-myth’ as it sought to reverse the adversary’s narrative by invoking and
producing a mirror image of the key themes of the “‘Western Chechen myth’ that
portrayed terrorists as freedom fighters pursuing a just cause.

The document recommended developing two versions of this ‘anti-myth’:
one designed for domestic use and another for foreign audiences. The latter
would be “more sophisticated than crude black-and-white propaganda, as
only psychological precision - tailored to different audiences, with nuanced
semitones and varying shades of the informational product - will enable the
federal government to reclaim the lost ground”. It concluded that: “This method
involves the consistent execution of a series of persuasive influence operations,
so-called measures of political acupuncture, which require few resources but
a higher level of responsibility from the government”.’*

The document’s language, referencing experiences in the field of “persua-
sive influence operations” (using specific operational jargon), highlighted the
military background of the ‘Yastrzhembsky Commission’. Its leader, Sergey

152 I Ilodyenuos, HrupopmayuoHHsle olinbL. Hosblil uncmpymenm nonumuku, Mocksa 2015, p. 82.
153 Ibid.
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Yastrzhembsky,** was recalled from his role as Russia’s ambassador to Slovakia
in 1996 and appointed as press secretary to President Boris Yeltsin. He proved
to be the ‘right man in the right place’, equipped with extensive experience
and expertise in public communication. Yastrzhembsky began his career in
the International Department of the Central Committee of the CPSU, which
determined the main directions of Soviet propaganda; he implemented these
as a journalist and self-described ‘PR specialist’.'*® In 2000, he was appointed
as an advisor to the new president on information policy. He labelled himself
Putin’s ‘communication Sherpa, a role he secured thanks to his hands-on ex-
perience in managing public information as Yeltsin’s spokesperson. During
press conferences, he did not hesitate to manipulate journalists, adhering to
the principle of “always tell the truth, but not the whole truth”.”** He also coined
several phrases about Yeltsin that entered the Russian language as colourful
aphorisms: “The president is working with documents” (to explain Yeltsin’s
absence from public life), “The president was tired” (to explain his physical
and verbal missteps) and “The president has a firm handshake” (in response
to ajournalist’s question about Yeltsin's health just before heart surgery). Even
today, Yastrzhembsky’s rhetorical skills remain admired by Russian military
bloggers who have been critical of the lacklustre informational framing of the
‘special military operation’in Ukraine, particularly the dull monologues of Major
General Igor Konashenkov, head of the Department of Information and Media
Affairs of the Russian Ministry of Defence.”

Alongside Yastrzhembsky, Alexei Gromov'*® was also transferred from
Bratislava to Moscow in 1996. Ever since then, he has been in charge of the

Sergey Yastrzhembsky (b. 1953) has Polish roots, tracing his lineage to the Grodno nobility, which bore the Slepowron
(night heron) coat of arms - something he has openly acknowledged. He graduated from the Moscow State Institute
of International Relations in 1976, earning a doctorate in history. Between 1979 and 1981, he worked at the Academy
of Social Sciences under the Central Committee of the Communist Party of the Soviet Union (CPSU). From 1982 to
1989, he was employed by Problems of Peace and Socialism/World Marxist Review (ITpo6nems. mupa u coyuanusma),
a theoretical monthly of communist parties that was published in Prague from 1958 to 1990 under Soviet patronage in
37 language versions. The magazine primarily featured policy statements from leaders and analyses of global events
and developments within communist parties. In the final years of the Soviet Union, Yastrzhembsky worked in the In-
ternational Department of the CPSU Central Committee. From 1992, he served in Russia’s Ministry of Foreign Affairs,
holding the post of ambassador to Slovakia until 1996. Between 1996 and 1998, he was Boris Yeltsin’s press secretary.
After Prime Minister Yevgeny Primakov was dismissed in 1998, he moved to the press service of Moscow’s city admin-
istration. From 2000-04, he served as an advisor to the Russian president on crisis communications. Between 2004
and 2008, he was the president’s special envoy for relations with the European Union. Since 2008, he has been a film
producer and owner of YastrebFilm, focusing primarily on documentary films about environmental issues.

‘Tocts Cepreri Scrpyxxemberuii. [losaep. Brimyck or 03.04.2017, IlepBbIit KaHaI, 1tv.ru.

Ibid.

M. Aprembes, ‘BoiiHa 6GrorepoB Havazach He CIyYaliHO: Hy>XeH ay Poccum «HOBBIN ScTpyxeMOekmii»?’, BIOKHOT,
22 September 2022, bloknot.ru.

Aleksei Gromov (b. 1960) graduated in history from Lomonosov Moscow State University in 1982 and was then as-
signed to work abroad. He first served as secretary at the Soviet Consulate General in Karlovy Vary and later, from
1985 to 1988, as an attaché at the Soviet embassy in Prague. After returning from these postings, he worked in the sec-
retariat of the Soviet Ministry of Foreign Affairs and then Russia’s Ministry of Foreign Affairs until 1992. From 1992 to
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Kremlin's media relations. Commentators often refer to him as the ‘minister
of propaganda’.”*® According to an anecdote reported by the independent news
website Proekt.media, a sign reading ‘Branch of the Ministry of Propaganda’
appeared on the door of his office after a meeting with heads of information
support from Russia’s power ministries. The joke was well-received and the sign
reportedly still hangs there to this day.'*

Gromov’s routine duties include holding briefings with journalists. He
reportedly meets with officials from the uniformed services once a quarter; day-
to-day interactions are managed by his subordinate Alexander Smirnov, who
oversees public communications. Every Thursday, Gromov hosts a meeting in
his office with the heads of Russia’s major television stations, both state-owned
and nominally private (the All-Russia State Television and Radio Company,
Channel One, TV Tsentr, NTV, Channel Five and others). These weekly ‘oper-
ational meetings’ are also attended, depending on the current agenda, by the
relevant Kremlin officials. One constant participant is the foreign ministry’s
spokesperson Maria Zakharova, which indicates that the Kremlin also ‘formats’
the media narratives of her ministry. A journalistic investigation by Proekt.
media has revealed that during these meetings, Gromov instructs attendees on
how to interpret current events, what to emphasise in broadcasts and reports,
and what to omit. In extraordinary situations, he personally calls journalists
to issue instructions. He also oversees the office responsible for managing
the Kremlin’s press pool (a select group of journalists who cover presidential
events) and a unit that prepares Putin’s daily informational bulletin. Accord-
ing to journalists, Gromov is a highly influential member of the presidential

1993, he served as acting Consul General in Bratislava; from 1993 to 1996, he was an advisor to Russia’s ambassador to
Slovakia, Sergey Yastrzhembsky. In August 1996, both men returned to Moscow: Yastrzhembsky was appointed Boris
Yeltsin's press secretary and Gromov became head of the presidential press service.

In January 2000, Gromov was appointed press secretary to President Vladimir Putin. That year, the magazine
Ogonyok named him the winner of its award for “ensuring the transparency of the Kremlin's communications”. He re-
mained in office after Putin’s re-election. In 2005, he became deputy head of the Presidential Administration respon-
sible for media relations. The English-language channel Russia Today (RT) was established on his initiative. He is also
credited with promoting Margarita Simonyan, a former foreign correspondent, to the role of RT’s editor-in-chief,
a position she has held ever since. Gromov retained his post when Dmitry Medvedev assumed the presidency in 2008,
reporting to Sergei Naryshkin (currently head of Russia’s Foreign Intelligence Service, SVR). When Putin returned to
the Kremlin in 2012, Gromov was promoted to first deputy head of the Presidential Administration while maintaining
his previous responsibilities. He is a low-profile politician. His wife holds a doctorate in history and chairs the super-
visory board of the Orthodox foundation Elisavetino-Sergiyev Posad Educational Society (ESPO Foundation). His sons
are businessmen with ties to prominent oligarchs including Oleg Deripaska and the Rotenberg brothers. In 2014, the
United States and the European Union placed Gromov on their sanctions lists for his role in destabilising Ukraine.
‘Aleksiej Gromow - minister putinowskiej propagandy. ,To autor koncepcji, ze nie ma takiego paristwa jak Ukraina’,
Polska Agencja Prasowa, 6 April 2022, pap.pl.

M. Py6usn, M. Xono6osa, P. Bagauus, ‘Tlosenutens kykoi. Iloprper Anexcest [poMOBa, PyKOBOAUTENS POCCUIICKON
roCyapcTBeHHoI nponarasisl, IIpoexT, 23 January 2019, proekt.media.
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administration, as the attitudes and actions of Russia’s elites and society are
shaped by the worldview he has crafted.**

Let us return to the history of communication in ‘extraordinary’ situations.
Yastrzhembsky and Gromov began their efforts in 1996, a presidential election
year. The timing was no accident: the results of the 1995 Duma elections showed
that the so-called democrats were lagging behind, finishing third behind the
Communist Party of the Russian Federation (CPRF) and the Liberal Democrat-
ic Party of Russia (LDPR). The Chechen issue, > which was supposed to drive
Yeltsin’s campaign, became a clear threat to his success. It had turned into
a political weapon for his opponents who were vying for the presidency, par-
ticularly Gennady Zyuganov, who was appealing to nostalgia for the order of the
Soviet era. Yeltsin's campaign was criticised for lacking ideological substance.
At the same time, the CPRF promoted ‘law and order” while the LDPR’s leader
Vladimir Zhirinovsky championed an imperial vision for Russia, calling for the
incorporation of Ukraine and Belarus into the country as federal districts. In his
infamous 1993 book titled Posledniy brosok na yug (The last dash to the south),
he envisioned Russia’s borders extending to the coastlines of the Indian Ocean
and the Mediterranean Sea.

Many also believed that without an ideologically guaranteed certainty
of victory, the outcome of the war in Chechnya was unpredictable from the
outset. Parts of the military leadership, led by Boris Gromov, commander of the
intervention forces in Afghanistan, opposed the plans to intervene in Chechnya.
The Chechen people’s pursuit of sovereignty was driven by a strong sense of
national identity and the memory of the February 1944 ethnic cleansing. In that
year, accusing the Chechen Republic of treason, Stalin ordered 400,000 of its
inhabitants to be transported in cattle wagons to Siberia and Kazakhstan. More
than a quarter of them died during the journey. The survivors were only allowed
to return to their homeland in 1957, during the Khrushchev Thaw.

Unlike the determined Chechens, the federal forces suffered from weak
motivation. The media denounced Yeltsin's November 1994 decree that author-
ised the invasion, labelling it unconstitutional and therefore illegal. Moreover,
the war was fought on Russia’s own territory, unlike the previous campaigns

161 [I. XXypasxes, ‘Ot Enpuyna o ITyTyHa: Kak Aznekceit [pOMOB CTa OAHMM 13 CAMBIX BAVSITEIbHBIX Y/HOBHIKOB Poccyit’,
U A Peanucr, 13 June 2023, realtribune.ru.

162 Inlate 1991, the Chechen people elected Dzhokhar Dudayev, a former Soviet Army General, as their president. When
Moscow challenged the legality of this vote, Dudayev declared Chechnya’s independence. In response, Yeltsin imposed
a state of emergency in the rebellious republic and deployed interior ministry troops. However, they were unable to
leave the airport, which was blocked by crowds of protesters. Fearing an escalation of the conflict, Yeltsin withdrew
his forces. These events coincided with the collapse of the chaos-ridden Soviet Union. Russia’s autonomous govern-
ment turned its attention to other pressing issues and the Chechen question was set aside until 1994, when Moscow
orchestrated an opposition-led coup against Dudayev. When this attempt failed, Russian troops entered Chechnya in
December, encountering fierce resistance.
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aimed at expanding the empire. Defence Minister Pavel Grachev promised a swift
and victorious war, yet Grozny was only captured after three months of fierce
fighting which saw heavy casualties. Carpet bombing the densely populated
city resulted in a massacre of civilians. A growing backlash against the conflict,
dubbed ‘Yeltsin’s war’, posed a serious threat to the incumbent president’s
re-election campaign. Therefore, Yeltsin announced the start of negotiations
with Dudayev. The ceasefire agreement signed in Khasavyurt in August 1996
committed the government to withdraw troops from Chechnya and deferred
a final decision on its status until 31 December 2001.

It was concluded that the federal forces failed for a number of key reasons:
they misjudged the situation, conducted operations without a plan and, most
notably, lacked adequate informational support. Many argued that the ambitions
of ‘hawks’ with ties to the military, the arms industry and the former KGB also
contributed to this defeat. These individuals prematurely engaged in a power
struggle, projecting a message that the era of democracy (or ‘dermokratia’, mean-
ing ‘shitocracy’, a term commonly used at the time) was over and that it was
time to restore order in the country. The FSB also likely played a significant role -
both in instigating the war and in commanding operations in its early stages.

During the Second Chechen War, dubbed ‘Putin’s war’, these mistakes were
rectified. The new campaign was more carefully planned and announced well in
advance. In September 1999, Putin declared: “Russia is defending itself. We have
been attacked. And therefore we must throw off all syndromes, including the
guilt syndrome”.'*® First of all, a casus belli was deliberately created: Chechen
rebels launched an incursion into neighbouring Dagestan, followed by a series
of bombings in Russian cities, which were carried out by the FSB but blamed on
the insurgents. The war was framed as a response to attacks by Chechen terror-
ists. An appropriate ideological ground underpinned the military intervention:
while the first war was presented as a police action against Chechen bandit
separatism, the second was portrayed as a major counterterrorism operation,

“areal war against international Islamic terrorism”. Volunteer formations were
involved, which gave the conflict a patriotic dimension. Finally, and particularly
importantly, the Kremlin ‘Chechenised’ the conflict, presenting it as a result of
factional struggles within the republic and positioning itself as a peace broker.

Although the active measures devised by the Russian security services very
quickly became an open secret to the global audience, the Kremlin effectively
controlled the flow of information about the situation in Chechnya within
the country. It also soon became clear that any public criticism of official nar-
ratives about these developments was dangerous - something that was later

163 Citedin: M.H. van Herpen, Putin's Wars: The Rise of Russia's New Imperialism, Maryland: Rowman & Littlefield, 2014, p. 139.
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underscored by high-profile attacks on politicians and journalists, including
Sergei Yushenkov, Yuri Shchekochikhin, Alexander Litvinenko, Yelena Tregu-
bova, Anna Politkovskaya and many others.

The office dealing with information emergencies, established in 2000 within
the Presidential Administration with Sergey Yastrzhembsky at its head, became
the main pillar of the Kremlin’s information policy, operating independently of
the press secretary’s office. The communication model developed at that time
came to dominate the Kremlin’s information strategy. To this day, it remains
focused on challenges to national security, framed as a struggle against ‘universal
evils’ such as international terrorism, extremism, a ‘predatory’ West and an ‘ex-
pansionist’ NATO, all of which are portrayed as undermining the foundations
of Russia’s sovereign existence. It has become clear that the security elites who
consolidated their power through this narrative will never relinquish it. Indeed,
they will respond to any threat to their position with increasingly dictatorial
measures, aggression and new legal sanctions.

The ‘counterterrorism operation’ that was launched in 1999 in violation
of the Khasavyurt Agreement did not officially end until 2009 with a Pyrrhic
victory for Russia. The main beneficiary was Chechen leader Ramzan Kadyrov,
who secured autonomy for his feudal province that was financially dependent
on Moscow by pledging his loyalty to Putin. Kadyrov has ruled it like an East-
ern despot, instilling fear through his mercenary (‘volunteer’) units known as
the Kadyrovtsy, which have terrorised the local population while carrying out
various missions assigned by the federal centre.

The communication model developed for the Second Chechen War proved
effective. Despite the immense brutality, cruelty and torture inflicted on civilians
during the so-called ‘zachistki’, which claimed an estimated 150,000-200,000 lives,
Russian society accepted the Kremlin's decisions. Apart from convictions handed
down by the European Court of Human Rights, the war crimes in Chechnya faced
little criticism from the international community. It could be argued that Russian
propaganda succeeded in persuading the world that these actions were part of
the ‘global war on Islamic terrorism’. Taking the long-term perspective, though,
it appears that the lack of sanctions and condemnation of these crimes likely
reinforced the Russian government’s belief that further violations of human
rights and of the Geneva Conventions, which govern the treatment of civilians
during armed conflicts, would also face little resistance and go unpunished.

The Second Chechen War, which dragged on for nearly a decade, helped
Putin secure two presidential terms. In 1999, it became the blueprint for ‘Op-
eration Successor’. In his policy declaration entitled ‘Russia at the Turn of the
Millennium’, Putin, then serving as Prime Minister, also addressed the Rus-
sian idea, which had failed to capture public attention despite a competition
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announced by Yeltsin. He argued that, in order for the state to revive, social
consensus, was an essential condition, and this would be achieved through the
patriotism of citizens, internal strength and great-power status (derzhavnost).
These goals were accompanied by vague promises of strengthening democratic
values, adapting them to the Russian conditions and developing the market
economy. From today’s perspective, Putin’s assessments of Western values, as
outlined in that document, are particularly interesting:

»”  Russia will not quickly, if ever, become a new United States or United King-
dom, where civil liberties have a long tradition and are deeply rooted in his-
tory. Here, the government, its subordinate institutions and the entire power
structure have always played an important role in the life of the country and
its citizens. For Russians, a strong government is not an anomaly but, on the
contrary, a source and guarantor of order as well as the initiator and driving

force of change.

The ideology promoted by Putin was founded on the state as a fundamental
value. The message was clear: every Russian should contribute to the revival
of a strong state and powerful government - the guarantor of order, progress
and Russia’s great-power status. However, the ideas articulated at the dawn
of his presidency quickly revealed their fundamental flaw: a disconnect from
reality. War, rather than peace (social consensus), became the defining feature
of strong government.

The term ‘counterterrorism operation’ used at the time reflected the need
to conceal the strictly military nature of the federal forces’ actions on domes-
tic territory. The military struggle was complemented by efforts in the realm
of ideas and public consciousness. Propaganda, agitation and the creation of
stereotypes and symbols all became part of the war over Chechnya. One slogan
in particular took the country by storm: the promise to flatten the fortress of
international terrorism and eradicate its defenders, whom Russia would pursue
anywhere, “even in their outhouses”.

The components of the aforementioned ‘anti-myth’, a technique of informa-
tion warfare based on subversion (reversed perspective), included the linguistic
discrimination of Chechnya’s residents, who were portrayed only in negative
terms. Today, the so-called Kadyrovtsy are synonymous with terror-spreading
criminal groups carrying out the orders of the Chechen mafia. In another relic of
the Chechen wars, Russian dictionaries feature a host of derogatory terms that
describe the rebellious republic’s population, reflecting Russian perceptions of
the culture and appearance of Caucasian people. Examples include chernozhopyy

164 ‘Rosjana progu nowego tysiaclecia’, at: wyborcza.pl.
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(‘black-arse’), chernozadyy (‘black-butt’), churka (‘dirty’), chernota (‘swarthy’),
chumazyy (‘grubby’), chuchmek (‘chump’), khacha (‘hack’, a racial slur for people
from the Caucasus), chechenoid, mongoloid, chernyy shashlyk (‘burnt kebab’), and
more. These epithets mobilised federal soldiers and unleashed their aggressive
identity, laying the groundwork for ‘defensive nationalism’ within society. In its
extreme form, they fostered chauvinist and even fascist attitudes, described by
commentators as ‘turbo-patriotic’.

3. The conceptual foundations of contemporary information
warfare strategy

3.1. Geopolitics as the source of Russian revisionism

Paradoxically, the conceptual foundations of the Cold War’s geopolitical frame-
work became the reference point for exploring Russia’s communication strategy.
In the West, geopolitics was a subject of academic study; in the East, it was

dismissed as bourgeois pseudoscience. Soviet strategists presented Western

theories of geopolitics in a confrontational manner; Russian strategists adapt-
ed them as a useful ‘conceptual weapon’ to gain an informational advantage.
Consequently, the post-Cold War rivalry between Russia and the United States

triggered an unprecedented surge of interest in geopolitics and led to its intro-
duction into academic discourse.

The key to understanding Russia’s domestic and foreign policies, marked by
the creation of fictitious threats and the alleged omnipresence of anti-Russian

hysteria, lies in its information rivalry with the US and NATO. The contemporary
concept which justifies actions in this sphere is as rigid as its Cold War prede-
cessor: it is based on the contrast between the Russian and Western worlds,
grounded in the alleged civilisational distinctiveness of the former, envisioned

as the broader ‘Eurasian world’. This strategic narrative, constructed around

an artificially created geopolitical ‘scientific worldview’,'** is simplified, tailored

to the audience’s perspective and covers a wide range of thematic areas. The re-
vival of geopolitics also shapes the tone of the narrative, which is dominated by

confrontational rhetoric.

165 According to Jakub Potulski, the surge in interest in geopolitics following the collapse of the Soviet Union was part
of a broader international revival of this field. However, he notes that “in Russia, this phenomenon is unique, as ge-
opolitics has never held the status of an academic discipline in this country. Unlike in France or Germany, there are
no formal traditions that could have provided a foundation for such rapid development, especially that throughout
the existence of the Soviet Union, geopolitics was dismissed as a pseudoscience, essentially a means of legitimising
imperial aggression”. See J. Potulski, Wspétczesne kierunki rosyjskiej mysli geopolitycznej. Miedzy naukg, ideologicznym
dyskursem a praktyka, Gdarisk 2010, p. 11, at: bibliotekanauki.pl.
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The United States and NATO have been cast as the ‘absolute enemy’ that
challenges Russia’s role as a major power centre, abuses its trust and contin-
ues to ‘humiliate’ it - whether by shaping global developments through colour
revolutions or expanding NATO. Russia contests the values of others and denies
countries such as Georgia and Ukraine the sovereign right to chart their own
developmental path and choose their allies, portraying its efforts as acts de-
fending its own sovereignty and a response to the West’s cynical game aimed
at dismantling the Russian sphere of influence.

Blaming the West for the war in Ukraine has become a feature of Russia’s
geopolitical concept. This anti-Western trend emerged long before the Euro-
maidan events of 2013-14. “Russian shift away from the West coincided with
the Rose and Orange Revolutions, which brought to power new elites in Thilisi
and Kiev who wanted to take their countries in exactly the opposite direction”,
Ronald Asmus wrote following Russia’s war with Georgia.'*® This shift coincided
with Russia’s turn towards authoritarianism. At that time, the Kremlin’s leaders
prioritised regaining control over adjacent areas and rebuilding the Soviet-era
spheres of influence. They sought to prevent neighbouring countries (Georgia,
Ukraine, previously the Baltic States, Poland, the Czech Republic and Slovakia)
from pursuing pro-Western paths.

During that period, Russian campaigns against the expansion of NATO,
focused primarily on discrediting the countries aspiring to join it, revealed
a stance holding that Central and Eastern Europe belong to Russia’s sphere of
influence and that any actions challenging this position were tantamount to
undermining Russia’s status as a great power. However, Russia’s resistance to
the enlargement of NATO was tempered by an awareness of its own limitations.
As an alternative to the pro-Western orientation of countries aspiring to join
the EU and NATO, Russia put forward ‘positive’ offers to provide them with
cross-security guarantees, to create a nuclear-free zone or to transform NATO
into a political bloc within a new regional security system involving Russia.
The concept of a ‘Greater Europe’ stretching from Brest to Vladivostok emerged
during this period alongside the parallel ‘Greater Eurasia’ initiative. Moscow used
these widely publicised ideological constructs to argue that Russia, spanning
two continents, should play a central role in shaping Europe’s security system
rather than the United States. The Kremlin's push for Eurasian integration also
had an anti-Western dimension: at its heart was the idea of creating a separate

166 R. Asmus, A Little War That Shook the World: Georgia, Russia, and the Future of the West, Palgrave Macmillan, New York
2010, p. 217.
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civilisation centred in Moscow, with its own values and development model that
would be distinct from those imposed by the West.

Russian geopolitical projects have undergone a notable evolution. They
began with a mild version represented by the ‘near abroad’ doctrine that was
justified in the so-called Primakov Report, a public SVR report from 1993 entitled
Russia’s role in the CIS area. Then, in 1999, they evolved into geopolitics in action,
exemplified by the ‘Primakov loop’, named for the Russian prime minister who
turned his US-bound plane around upon learning that NATO had launched
an intervention in Kosovo, and General Ivashov’s ‘dash to Pristina’, in which
he led Russian commandos stationed in Bosnia to seize the airport in Pristina
without waiting for arrangements on the areas of responsibility for individual
KFOR (Kosovo Force) contingents forming part of the peacekeeping mission in
Kosovo. This evolution culminated in Putin’s high-profile revisionist speech at
the 2007 Munich Security Conference.

The roots of Russia’s geopolitical revisionism should not be attributed to
ashiftin the perception its elite has of the international order and Russia’s place
in it. For Russian strategists, the collapse of the Soviet Union did not signify the
end of the world’s dichotomous division. After the Russian Federation declared
sovereignty, they assumed that their nation’s weakness was temporary and that
it was only a matter of time before its great-power status was restored. Putin
was in a position to articulate this stance at the Munich conference due to the
political stabilisation and the military modernisation initiated during that pe-
riod. He sharply challenged the post-Cold War model of Russia’s relations with
the West and outlined its objectives in unequivocal terms: Moscow sought de
facto recognition of the CIS as its sphere of interest and demanded the right to
be involved in shaping the European order and to have an equal say with the
Western countries on all major international issues.'”’

Marcin Kaczmarski argues that this speech was largely subjective. Putin
accused the West of harbouring a Cold War victory syndrome and disregarding
Russia’s interests. He also stressed his confidence in Russia’s resurgence as a great
power and the weakness of its rivals, which reflected a desire to retaliate for
the post-Cold War period, when the West ignored and marginalised Russia.'*®
At that point, Russian revisionism took on a direct form. Previously, Moscow had
relied primarily on psychological proxy actions, such as confrontational rhetoric,
demonstrations of its capabilities, threats, or conversely, offers of closer coop-
eration addressed to Western countries; after Munich, it took steps to change
the status quo. These included withdrawing from the Treaty on Conventional

167 ‘BricTymieHue u myuckyccus Ha MioHXeHCKol KoHepeHIny o BompocaM IoanTuky 6esomacHoctw’, President of
Russia, 10 February 2007, kremlin.ru.
168 M. Kaczmarski, ‘Russia’s revisionist policy towards the West’, OSW, Warszawa 2009, oswwaw.pl.
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Armed Forces in Europe (CFE) in 2007, terminating the Energy Charter Treaty
(ECT) in 2009, launching war against Georgia in 2008 and engaging in a bitter

dispute over gas with Ukraine in 2009.

Geopolitical projects have immense practical value for the Kremlin. They have
provided the basis for programmes aimed at the political reintegration of the
post-Soviet area and the restoration of Russia’s neo-imperial status. These
projects, which proclaim the existence of a distinct Russian-speaking histor-
ical-cultural community and expand the idea of the Russian nation to include
regions dominated by the Russian language and culture, have evolved over time
into the concept of the ‘Russian world’. It has become a versatile tool both for
managing conflicts in the post-Soviet area (such as those in Abkhazia, South
Ossetia and Crimea) and confronting the Western world, which is portrayed as
an aggressor endangering Russian interests. It is an important instrument for
mobilising and consolidating Russia’s multi-ethnic society and an alternative offer
for countries that “refuse to accept US hegemony in the world”. This project has
allowed Russia to swiftly revert to bloc-based thinking. After the Soviet Union’s
collapse, this way of thinking resurfaced in the form of geopolitical-civilisational
blocs, with the ‘Russian world’ positioned against the ‘American world’, Eura-
sianism opposing Euro-Atlanticism and NATO countries confronting members
of the Collective Security Treaty Organisation (the so-called Tashkent Treaty).
Furthermore, Russia’s geopolitical rivalry with the United States is grounded in
the simplified principle that whoever controls the sources and flow of information
within a given territory also controls the territory itself.’®

Information campaigns built on a dichotomous, confrontational foundation

are nothing new. Propaganda axioms about Russia’s sphere of influence and

constructs like “the world cannot be unipolar” were repeated throughout the

Cold War. Moscow’s goals - to ‘de-Americanise’ Europe and secure a dignified

place for Russia and its allies in the world - have remained unchanged, as has its

perception of the global geopolitical landscape where Washington imposes the

American world’s values on other nations. For this reason, the government of

Ukraine is currently depicted as a “pawn in the United States’ geopolitical game”,
Poland and the Baltic states in turn are “US footholds in the fight against Russia”
and the intervention in Syria is as an arena where Putin took the initiative in

combating the so-called Islamic State from Obama after US counter-terrorism

tactics had failed.

169 JI. MemoBKMHa, ‘TeONOMMTIYECKII aCIIeKT MHGOPMALMOHHOrO IpoTMBocTostHMs PO u CILIA, Via in tempore. Hcmopus.
Tonumonozus, vol. 47, no. 3/2020, p. 629.
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3.2. The troubadours of geopolitics: the Dugin and Panarin ‘schools’

The revival of these propaganda constructs has been aided by the activity of
geopolitical theorists and their personal involvement in information wars
as so-called opinion leaders. This is particularly true of the prescriptive (and
pseudoscientific) deliberations of Igor Panarin”° and Alexander Dugin, who are
both regarded as the leading troubadours of this approach. As a result of their
reflections on neo-Eurasianism, a version of the interwar émigré Eurasianist
ideology adapted to contemporary cultural and civilisational realities, geopolitics
began to be seen as a state doctrine. Given that Lev Gumilev’s Eurasian concept
evolved from Pan-Slavism, which is often seen as a nationalist ideology glorify-
ing Russia at the expense of Western Europe, references to Tsarist traditions of
propaganda battles against the West should come as no surprise.

Panarin introduced the concept of information geopolitics, defined as
a system for managing data flows within an adequately prepared informa-
tion-psychological space. He identified its components as information and com-
munication networks, specialised information response forces, communication
channels and information-analytical centres for detecting and forecasting crisis
situations. At the apex of this system, he placed a centre for coordinating and
integrating the efforts of state and non-state entities engaged in information
warfare."” Panarin, a professor at the Diplomatic Academy of the Ministry of
Foreign Affairs and at the Moscow State Institute of International Relations
(MGIMO), is one of the most frequently cited theorists in Russia, having pre-
viously worked with the KGB as an analyst and, following its dissolution, with
the Federal Agency for Government Communications and Information (FAPSI).

According to Panarin, ‘information warfare’ is a multifaceted amalgamation of
various forms of influence. It encompasses the following components: social
steering - exerting influence on society; social manoeuvring - steering society

170 Igor Panarin (b. 1958) holds a doctorate in psychology and is a member of the Academy of Military Sciences and
a number of expert bodies which advise the Presidential Administration and the Federation Council. He began his
career in the KGB. After the collapse of the Soviet Union, he worked for FAPSI, headed the analytical department of
Russia’s Central Election Commission and led the press office of the Roscosmos space agency. He has also lectured at
the Diplomatic Academy of the Ministry of Foreign Affairs, the Russian Presidential Academy of National Economy
and Public Administration (RANEPA) and MGIMO. In addition, he was a presenter for Golos Rossii (Voice of Russia),
a state-run international radio broadcaster. He has written around 20 books on information security, including: Infor-
matsionnaya voyna i Rossiya (2000), Informatsionnaya voyna i vybory (2003), Informatsionnaya voyna i diplomatiya (2004),
Informatsionnaya voyna i geopolitika (2006), Informatsionnaya voyna za budushchee Rossii (2008), Pervaya mirovaya in-
formatsionnaya voyna. Razval SSSR (2010), SMI, propaganda i informatsionnye voyny (2014), Gibridnaya voyna protiv
Rossii 1816-2016 (2021), Gibridnaya voyna i Yalta-2 (2023). He has also published numerous articles on information
warfare and strategic analysis and has put forward several controversial proposals, such as the concept of Eurasian
Rus and a confederation of post-Soviet states led by Vladimir Putin. Most of Panarin’s books are available as e-books
(see Bubmmorexa «Ky6», koob.ru).

171 . Tlanapwms, HHdopmayuorHas éolina u zeononumuka, op. cit.; I. Tlovennos, ‘VHbopManoHHas BOJHA: ONIPeeNeHNs
u 6asossie noustus’, «[ICU-OAKTOP» 2014, psyfactor.org.
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with the intention of achieving specific benefits; manipulating information - using
accurate information in ways that lead to false conclusions; disinformation - dis-
tributing manipulated or fabricated information; fabricating information - cre-
ating false information; lobbying; blackmail; and extorting information and data.
These actions are carried out systematically using both overt and covert tools
of information warfare, particularly through propaganda messages, intelligence
gathering, influence operations and special forces missions.

Panarin uses the terms ‘information warfare’ and ‘information struggle’
synonymously; they are essentially extensions of the active measures discussed
in the previous chapter. In his article entitled ‘On the doctrine of Russia’s in-
formation struggle’,"”> he describes this concept as “a form of struggle between
parties that employs specialised methods and means (political, economic, diplo-
matic, military and other) to influence the adversary’s information environment
and defend one’s own in order to achieve specific objectives”. He distinguish-
es two types of information struggle: information-technical (which targets
communication channels, telecommunications systems and radio-electronic
devices), and information-psychological (which seeks to influence the psyche
of political elites and populations of the opposing sides, institutions that shape
public opinion and decision-making centres).

His model of information struggle consists of three components:

1. strategic political analysis,
2. information influence,
3. information counteraction (counteroffensive).

Panarin includes Russia’s armed forces and special services in this model
of a warfare system, equated here with an information deterrence system,
arguing that they should develop the capability to defend the country against
information aggression during peacetime. To achieve this, it is necessary to
form rapid-response forces supported by the Glonass satellite monitoring
system. In Panarin’s view, this model of defending the state’s information sov-
ereignty requires Russia’s presence in this domain to be strengthened across
all the world’s strategically important regions. Such an expansion would allow
for a swift operational response in any emergency while helping to establish
a strategic balance of power in areas vital to Russia’s interests.

Panarin has explored various aspects of information warfare in his studies,
believing that it continues unabated despite periods of peace between major

172 HW.Tlanapuy, ‘O Joxrpure naEdopmamoHHoro npoTusobopcersa Poccun’, enTpanpuslit Komurer BeecorosHoit Kom-
myHucTIIeckos IlapTiy Bonsinesukos, 17 July 2012, vkpb-skb.ru.
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powers. He has focused on psychology, a subject that has been central to his
research since the early stages of his career. In 1993, he defended his doctoral
thesis entitled ‘Psychological factors in the activities of officers under condi-
tions of innovation’ (Psikhologicheskiye faktory deyatelnosti ofitsera v usloviyakh
novovvedeniy). In 1997, he earned his habilitation in political science with
a dissertation entitled “The information-psychological safeguards of Russia’s
national security’ (Informatsionno-psikhologicheskoye obespecheniye natsional-
noy bezopasnosti).””* He has devoted considerable attention to the international
context of information influence and, more recently, to the role of information
warfare in new-generation wars.

In his view, the struggle and competition in this domain amount to a global
psychological war. They serve as a means of conducting politics and achieving
political, economic, social, military and even spiritual goals. The United States,
the global hegemon in this rivalry, is also the core of a geopolitical construct
that Panarin calls the New British Empire (NBE), which - according to his
thesis - claims to be on a special mission, ostensibly to protect universal values,
but in reality is aiming for global domination through a ‘world government’
that parasitically feeds on the nations it controls. Europe, Russia’s natural ally,
has been greatly weakened by the two world wars. For this and other reasons,
Panarin expands the Eurasian alliance to include a “continental geopolitical arc”
running along the Paris-Berlin-Moscow-Beijing-New Delhi-Tehran axis, which
unites these capitals in collective defence against common threats.

Russia’s unique position in this global rivalry is determined by its geograph-
ical location and other attributes, such as being a space for the peaceful coexist-
ence for nations, cultures and religions, in contrast to the NBE’s Anglo-Saxon
puritanism, and its history stretching back more than a thousand years. However,
Panarin’s vision is disconnected from research and sources, serving primarily to
construct a desired historical awareness within society. To this end, for example,
he has ‘colonised’ the historical ‘Rus’. In his original concept of the continuity
of Rus-Russian civilisation, he has identified the following 15 epochs (original
spelling retained): Pagan Rus, Novgorod-Kievan Pre-Christian Rus, Christian Ki-
evan Rus, Christian Vladimir-Suzdal Rus, Moscow Rus of the Rurikids, Romanov
Rus, Petrine Rus - the Empire, the Russian Empire, the Provisional Government,
Lenin-Trotsky Rus, Stalinist Rus, Post-Stalinist Rus, Liberal Rus (1991-1998),
Post-Liberal Rus (1998-2002) and Great Power Rus (2002-).7*

173 ‘Kro Takoii Urops ITanapuy’, KommepcanTs, 25 April 2006, kommersant.ru.
174 H.Tlanapus, JI. [Tanapusa, HHopmayuorHas éotina u mup, Mocksa 2003, pp. 283-285.
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Panarin’s views are close aligned with the historiosophical and geopolitical
concepts of Alexander Dugin,””” who has also delved into eschatology, mysticism
and the occult. Similarly to Panarin, Dugin views history as being primarily
the product of a worldview, which leads to fundamental differences between
its domestic and external versions. Advocating for Eurasianism as a national
doctrine/idea, Dugin outlined a vision of Rus-Eurasia in his book The Eurasia
Project.””® Like Panarin, he expanded Russia’s historical and geographical scope
to include Kievan Rus. In the final chapters, he used this perspective to argue
that a non-imperial Russia is inconceivable, that a renewed division of the
globe into spheres of influence is inevitable and that the Eurasian movement
is a categorical imperative in the postmodern world.

In this approach, geopolitics serves a practical purpose, providing pseudo-
scientific arguments to craft a desired perception of reality. This constructed
(imagined) vision lays the groundwork for shaping societal worldviews and
fostering pro-state attitudes. In this context, Dugin’s primary achievement is
the synthesis of Eurasian ideology with the geopolitical paradigm to justify
the state’s imperial aspirations. By seeking historical foundations for the ide-
ology and identity of modern Russia, he has revived the Eurasian concept in
a contemporary, neo-Eurasianist version. It draws on cultural, geographical
and religious factors, blending them with neo-imperial values to legitimise
the necessity of Russia’s political, economic and military expansion. As such,
it resonates strongly with the mentality of Russian military circles, still deeply
rooted in a totalitarian state. Indeed, it should now be considered a variant of
totalitarianism, a Russian project for a global Eurasian empire. Thus, a geopo-
litical theory that regards northern Eurasia as the heartland of the world has
been transformed into a political initiative for reconstructing and expanding
Greater Russia. This vision assigns a unique status to Orthodoxy, as the only
true faith and the bearer of the idea of sacralising the state and power, and
to the Tatar-Mongols, who are credited with helping to forge a new, powerful

175 Aleksandr Dugin (b. 1962) is a self-taught scholar, geopolitical theorist, religious historian and philosopher. From
2008 to0 2014, he lectured at Lomonosov Moscow State University. He is the leading ideologue of neo-imperialism,
Eurasianism and integral traditionalism as well as the founder of the Eurasian Youth Union. In 2014, he was banned
from entering the European Union’s member states. Dugin’s work centres on the concept of Russia as Eurasia - an in-
dependent Eurasian civilisation distinct from both the West and the East. He has built this concept on a synthesis of
ideas, values and visions drawn from diverse religious, philosophical and geopolitical sources, spanning both the
political right and left. He has combined various antiliberal and anti-Western concepts, arguing that Russia’s and the
Eurasian civilisation’s greatest enemy is liberalism, which he sees as inseparably linked to Western civilisation and
the United States. He is a prolific author of books and has published hundreds of articles in both the Russian and in-
ternational media. In the 1980s, Dugin was involved in counterculture and occultism while also engaging in political
activism. He joined the National-Patriotic Front ‘Pamyat’. In 1993, he co-founded the National Bolshevik Party with
Eduard Limonov. Since 2004, he has been the chief ideologue of the Eurasian Youth Union, delivering online lectures
via Evrazia.tv. Since 2012, he has been an active member of the conservative Izborsk Club; in 2016, he became edi-
tor-in-chief of Tsargrad, a television channel that promotes conservative Orthodox values.
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Russian statehood and, most importantly, forming a new civilisation together
with Russia and a new super-ethnos: the Russian nation.

Asboth a theorist”” and practitioner (leader of the International Eurasian
Movement and activist of the Eurasian Youth Union), Dugin has advocated the
view that only a society attached to its native values can compete with global
powers. He views international relations through the lens of a confrontation
between two civilisations: the maritime (Atlantic) and the land-based (Eurasian).
He envisions Russia as the unifying centre for continental nations, standing
in opposition to Western civilisation, which seeks to impose its system of val-
ues, globalism and materialism on the rest of the world. According to Dugin,
this fuels extremism and subversive movements that undermine countries,
including Western-orchestrated colour revolutions designed to destabilise
entire post-Soviet regions. From this perspective, information warfare takes
on special importance, particularly in leveraging the opportunities provided
by new information technologies, notably the Internet.

According to Russian researchers, Dugin’s main contribution to information

warfare theory is the popularisation of terms such as ‘netwar’ (also referred

to as ‘network-centric warfare’) and the ‘Eurasian network’. By introducing the

English-language term netwar, which refers to the social component of cyberwar,

Dugin essentially created a stereotype of network warfare; however, it remains

vague on the technology behind ‘network struggle’. He envisioned the ‘Eurasian

network’ as a response to the US network-centric challenge. In organisational

terms, it would be “a special group composed of senior officials, elite mis-

sion-driven (passionate) personnel from Russia’s special services, intellectuals,

political scientists, a corps of patriotically orientated journalists and cultural

figures”. This model of the Eurasian network combined elements of American

postmodernism but with Russian characteristics. However, the vectors of influ-

ence, symmetrical to those of the United States, would be aimed in precisely the

opposite direction.”’¢ Dugin’s proposals are closely tied to the Kremlin’s current

strategy of information warfare and the interwar Eurasianist ideology developed

by figures such as the philosopher Nikolai Trubetzkoy and the historiosopher Lev

Gumilyov. The latter introduced the term ‘passionarity’ into scholarly discourse

and identified passionary and non-passionary periods in Russian history.

177  See, for example, idem, Ocnosbt 2eononumuxku. Feononumuueckoe 6ydyusee Poccuu, Mocksa 1997; Yemeepmas nonumuue-
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idem, ‘Cerensre BoiHE!, Op. cit. An excerpt from the book Geopolityka postmoderny titled ‘Koncepcja wojen sieciowychy’,
translated by Przemystaw Sieradzan, was published in the journal Geopolityka in 2009, no. 1-2.

Chapter II. The hybrid battlegrounds of the Russian Armed Forces 114


http://dynacon.ru/content/articles/2319/
http://dynacon.ru/content/articles/2319/

In Dugin’s view, information and network warfare have become fundamen-
tal components of the rivalry between East and West; a properly shaped public
consciousness is the decisive factor in achieving information superiority. This
rivalry did not end with the Cold War - only its strategic objectives have shifted
and now revolve around geopolitics. The opinion of Michal Wojnowski is par-
ticularly relevant in this context. He argues that Dugin’s interest in information
geopolitics was not driven by a desire for academic, objective analysis, but by
an intention to demonstrate that the US network-centric warfare is primarily
aimed at Russia’s political interests."”

Dugin’s views on geopolitics resonated with military leaders, who quickly
recognised its practical value. They embraced it as an alternative ideology to
communism, which was rooted in class struggle and became outdated and
unappealing in the context of the emerging state capitalism in Russia. In 1992,
the Military Academy of the General Staff began teaching geopolitics, with
other military academies soon following suit. It is believed that Dugin’s flagship
book entitled The foundations of geopolitics. The geopolitical future of Russia, was
inspired by General Igor Rodionov, who was then the academy’s commandant and
later Russia’s defence minister. The book’s consultant, General Leonid Ivashov,
subsequently adopted Dugin’s ideas, methodology and intellectual discourse,
becoming a prominent advocate of Eurasianist ideas within military circles.
This was reflected in his books, articles and, most notably, his activity at the
Academy of Geopolitical Problems that he headed for many years.'*°

Dugin’s body of work is contested in international discussions: both he
and his constructs have long evoked extreme emotions. Some researchers view
him as the ‘Kremlin’s ideologue’ and ‘Putin’s brain’, while others dismiss him
as a charlatan and fraud. Some exaggerate his actual influence on the Russian
head of state, while others call him the ‘Kremlin’s attack dog’ or ‘the president’s
puppet’. However, this debate is largely irrelevant. What undoubtedly connects
Putin and this self-styled ideologue is a simplified theory of international rela-
tions that appeals to Moscow because it claims that it would be enough to form
a Eurasian Union or a ‘Russian world’ in order to elevate Russia to the status of
a global superpower. They also share a similar perception of Ukraine; indeed,
Russia’s invasion of this country triggered renewed interest in Dugin’s ideas.
In his concept presented in ‘The foundations of geopolitics’, Ukraine cannot
survive as an independent entity. He describes it as a borderland ‘limitrophe’,
a space where Central European and Eurasian influences are in constant conflict.

179 M. Wojnowski, ‘Aleksandr Dugin a resorty sitowe Federacji Rosyjskiej. Przyczynek do badan nad wykorzystaniem geo-
polityki przez cywilne i wojskowe stuzby specjalne we wspétczesnej Rosji’, Przeglqd Bezpieczeristwa Wewnetrznego 2014,
no. 10(6), abw.gov.pl.

180 ‘Ucropusa Axazemun’, The Academy of Geopolitical Problems, akademiagp.ru.
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He portrays a ‘sovereign Ukraine’ as an anti-Russia, a Western creation that was
brought into existence artificially in order to undermine Russia’s position in
the region. To counter Western influence in Ukraine, Russia must bring it into
its sphere of influence.’ Ukraine occupies a particularly prominent place in
Dugin’s considerations. As early as the Orange Revolution, Dugin argued that
the country is inhabited by two culturally and geopolitically opposed nations,
which would ultimately cause it to split into two distinct entities: one aligned
with the Atlantic West, the other - with continental Russia. In his 2015 book
entitled Ukraine - my war, he reiterated that it is in Eurasia’s interests to break
up ‘New Europe’ and establish cooperation with ‘Old Europe’.

In the context of information warfare, Dugin’s role as the leader of the In-
ternational Eurasian Movement and the Eurasian Youth Union, both established
in 2004, appears more important. These two organisations combine analytical
and research activities on their online platforms'®* with direct actions, such as
hosting international conferences and roundtable discussions and engaging in
street activism. Their extreme slogans, aesthetics and methods resemble those
of the fascist-leaning National Bolshevik Party during the early 1990s. Notably,
former members of that party, Pavel Zarifullin and Valery Korovin, became
leaders of these two Eurasian entities.'®

Today, Dugin continues to spread his beliefs among new generations of
Eurasianism supporters. He remains active in discussions on various forums,
influencing the contemporary discourse and educating new cohorts of con-
ceptualists (smysloviki, literally ‘seekers of meaning’). He has occasionally
made high-profile blunders, such as in May 2014, when, as alecturer and head
(since 2009) of the Department of Sociology of International Relations at
Lomonosov Moscow State University, he declared emphatically that “Ukrain-
ians must be killed, killed and killed again, I say this as a professor”.’** These
remarks led to his dismissal from the university. Dugin views practical activity
as the essence of geopolitical engagement. In the introduction to a book by his
student Valery Korovin, he wrote:

J. Ignaczak, ‘Wzajemne stosunki Rosji, Ukrainy i Polski w koncepcji Aleksandra Dugina’, Teologia Polityczna, 3 March
2022, teologiapolityczna.pl.

See, for example: ‘Poccusi-3 — Iopran cereBosi Bosiusr ECM'; ‘Tlopran MexxayHapogHoro EBpasuiickoro JByokeHus ;
‘NHPOpMAIVIOHHO-aHATNTIYecKI TopTal EBpasus’; ‘Apkrores — ®unocodckuit espasuiickuit mopran’; ‘EBpasusa-TB'.
Valery Korovin is a political scientist, sociologist and journalist. He is the founder and director of the Centre for Geo-
political Expertise and is affiliated with the Eurazja.com website and the Izborsk Club. He has authored several books,
including Konets proekta ‘Ukraina’ (The end of the ‘Ukraine’ project), published in St Petersburg in 2014. He considers
Ukraine an ‘unviable state’and has described Ukrainians as “subhumans”, claiming they have failed to establish a ‘fully-
fledged’ state.

‘TIpodeccopa MI'Y JlyriHa moTpeboBaIy YBOIUTS 33 IPU3bIB «y6uBaTh, youBaTh 1 youeaTe»’, MockoBckmit Komco-
Mozer, 16 June 2014, mk.ru.
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»  Valery Korovin is, in every sense of the word, a practical geopolitician, actively
engaged in the historical processes through which various geopolitical trends
become reality. His involvement with the Centre for Geopolitical Expertise and
the Eurasian Movement has provided him with a unique opportunity to partic-
ipate in international activities, including numerous conferences, discussions,
meetings and political actions aimed at strengthening Eurasianist positions
both within Russia and abroad. In other words, Valery Korovin's theoretical
interpretations are grounded in firsthand knowledge of the processes he de-
scribes, in direct participation in these processes. In addition to his theoretical
background, the author has extensive personal experience in conducting net-
work operations, information wars and other specific forms of influence aimed
at solidifying geopolitical leverage on the global stage.'**

Building on the geopolitical-Eurasianist concepts outlined by Dugin, Rus-
sian experts have focused on ‘reflexive control’ - studying the adversary’s
behaviour and what is required to provoke and persuade them into voluntarily
making decisions that benefit the aggressor. The analyses required to achieve this
goal provide insights into the consciousness matrices of the targeted country’s
citizens. These refer to the past (historical facts, events and the personalities of
rulers), the present (assessments of the current situation, the worldview) and
the future (aspirations, prospects and expectations for change).

Contemporary Russian literature on the subject explicitly draws on works
that were created long before the emergence of theories on psychological war-
fare, special propaganda (spetz-propaganda), active measures, public diploma-
cy, political marketing and similar concepts. For example, Panarin dedicated
Chapter 11 of his book Information warfare and geopolitics to the historical roots
of propaganda warfare in pioneering Tsarist-era works. He highlighted the
geopolitical ideas of the Slavophiles Konstantin Leontiev and Nikolai Danilevsky,
who examined international rivalry through the lens of civilisational differences
and warring cultures. Drawing on the concept of Moscow as the Third Rome,
they provided an ideological foundation for Tsarist policies. Panarin placed
particular emphasis on the role of Fyodor Tyutchev, dedicating an entire chapter
to him: ‘The geopolitics of Russophobia’. As early as the mid-19th century, this
author introduced the term ‘Russophobia’ into broader discourse, analysing it
as a manifestation of the European elites’ bias against the policies of the Russian
Empire; he argued that this served to obscure the West’s double standards.'*®

Foreword to B. KopoBuH, InasHas oennas matina CIIA. Cemesbsle 80liHbL, DKCMO, 2009, at: DIeKTpoHHas 6ubanorexa,
RoyalLib.com.

For more, see J. Darczewska, P. Zochowski, Russophobia in the Kremlin’s strategy. A weapon of mass destruction, Warszawa
2015, oswwaw.pl.
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Contemporary literature also draws on the works of Soviet and émigré
theorists, who developed a number of original concepts that serve as reference
points for current theories on new-generation warfare. They primarily viewed
war as a social phenomenon and emphasised the importance of the morale of
the soldiers. The Red Army was portrayed as both the defender of the Soviet
people and the liberator of oppressed masses in other countries. Consequently,
special attention was devoted to fostering a so-called worker-peasant class
consciousness, educating soldiers and civilians about the communist state and
instilling pride in the army and its weaponry. Indeed, this was the purpose of
the institution of political officers and other educational platforms established
atthe very inception of the Workers’ and Peasants’ Red Army. When examining
the role of new weapons, early Soviet theorists such as Mikhail Tukhachevsky
and Mikhail Frunze argued that war is shaped less by technology than by the
human factor - willpower and energy."*’

Chief of the General Staff Valery Gerasimov brought significant attention to
figures such as Aleksandr Svechin and Georgii Isserson by referencing them in
his publications (see below). According to Svechin, armed conflict is merely one
of the tools of strategy; it is dominated by politics and also includes economic
and information competition, or ‘political agitation’. Flexibility, manoeuvring,
evasive tactics and apparent compromises are essential tools in this context.
In the gruelling war of attrition between communism and the capitalist world,
any method of deceiving the adversary is not only permissible but even nec-
essary.®® Similarly, in his book on the evolution of operational art, Isserson
combined so-called deep operations with non-linear actions, including prop-
aganda. He also believed that the element of surprise, along with concealing
mobilisation campaigns and troop deployments, should play a key role in any
campaign planning.’®

In the context of the continuity of Russian strategic thinking, treating ge-
opolitics as a doctrine is a hallmark of contemporary Russian research. Russian
theorists have thus stripped geopolitics of its value as a scholarly discipline,
which is in contrast to Western analysts, who recognise its academic merit. This
is reflected in the valuation of reality, a tendency to bend the facts to suit the
Kremlin’s current needs and interests. This peculiar approach is visible in the
works of both academics, such as Panarin and Vadim Tsymbursky, and so-called

‘institutchiksi’ such as Sergey Karaganov and Vladimir Karyakin - advocates of
the geopolitics employed in research institutions such as the Institute for the

187 For a broader discussion on Soviet military theory, see M. Budzisz, Wszystko jest wojng. Rosyjska kultura strategiczna,
Warszawa 2021.

188 A. Cseumn, Cmpamezus, MockBa 1927, pp. 30-41.

189 T. HccepcoH, Jeonioyus onepamusHozo uckyccmea, Mocksa 1937, pp. 126-143.
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USA and Canada Studies, the nstitute of Oriental Studies and the Russian In-
stitute for Strategic Studies. It is even more pronounced in the publications of
countless entities that support the official propaganda, including the Academy

of Informational Self-Defence, the Izborsk Club and the Valdai Club. As a result

of their activities, geopolitical doctrine has become a cornerstone of Russia’s

strategy for information security.

3.3. The popularity of concepts for permanent new-generation warfare

Modern theorists of information warfare argue that non-military operations
(also referred to as non-linear or asymmetric) essentially produce outcomes
similar to those achieved through military actions. These include: breaking the
will to resist, disorganising the armed forces and infrastructure, paralysing
the ruling elites psychologically, and intimidating the public. These views are
rooted in the 1960s concept of reflexive control. Its primary proponent, the
émigré military theorist Vladimir Lefebvre, understood it as influencing the
opponent’s perception (their “psychological processing”) through methods such
as manipulation, disinformation, provocation and camouflage. The essence of
reflexive control lay in moulding the images-reflections of a given target, for
example public opinion, selected social groups and decision-makers. These
included:

1. self-perception - how the target of reflexive control views itself,

2. perception of the adversary - how the target perceives the entity conducting
reflexive control (the aggressor - the party managing the process),

3. perception of the issue at stake - how the target views the object, problem,
or topic central to the conflict between itself and the aggressor.

The methods of reflexive control in Lefebvre’s classic interpretation include
creating false grounds for protests on the adversary’s territory, generating false
objectives for the adversary, manipulating the adversary by spreading a distorted
image of one’s own actions (for example through doctrines) and neutralising
the adversary’s deductive capabilities by overwhelming them with excessive
amounts of information. In practice, they are indistinguishable from the active
measures described above in the context of information warfare.

Wojnowski notes that over time, the concept of reflexive control has been
updated and refined, becoming a consistent focus of study for subsequent the-
orists such as Vladimir Lepsky, Yuri Shankin, Valentin Kantorov, Mikhail Ionov,
Sergey Komov and Andrei Manoilo. Wojnowski asserts that the paradigm of
reflexive control largely underpins modern information-psychological opera-
tions. In contemporary Russia, it has applied in a wide range of situations: not
only in the field of information security but also in social sciences and security
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studies, where it has been used to develop so-called reflexive models, such as
those of terrorists.'*

In the 1960s, Evgeny Messner encapsulated similar methods (leveraging
ethnic and psychological factors, conducting subversive/propaganda operations
and engaging the opponent’s citizens and organisational structures) in the term

‘insurgent war’. At the heart of his concept was the struggle through ‘insurgency’,

utilising the potential for protest, rebellion and unrest.”” In a conflict of this
kind, the primary tool is psychology: demoralisation, fear and a sense of threat
imposed on the population by guerrillas and saboteurs. To wage an effective
insurgent war, it is necessary to first create a psychological profile of the hos-
tile state’s society and then subject it to specialised processing. In this type of
conflict, the frontline extends to various spheres of human activity, such as the
economy, politics and culture. The goal is to unite the residents of your own state
and influence at least part of the hostile state’s population. This task is carried
out by journalists, saboteurs, provocateurs, propagandists, political parties and
social organisations. The secret to psychological control over rebellious masses
lies in sensing their expectations and aspirations and then shaping their new
consciousness so that they recognise it as an expression of their own will."*>

The concepts of permanent war play an enormous role in the modern
practice of information warfare, particularly through the conceptual apparatus
popularised by its theorists, which is filled with slogan-like terms such as ‘the
geopolitics of Russophobia’, ‘cognitive-psychological operations’, ‘information
weapons’, ‘historical weapons’, ‘information spetznaz’, ‘mission-driven cadres’,
‘guerrilla warfare” and ‘protest potential’. These militarised terms shape con-
frontational attitudes, imposing a distorted picture of reality on both domestic
and international public opinion. One example of such functionally charged
terminology in the Russian literature is the concept of ‘hybrid warfare’. Its
interpretation evokes past solutions described by military theorists while also
creating the impression that the Kremlin has developed a symmetrical response
to Western ideas or has even come up with innovative solutions that give it
a military edge over NATO. This is reinforced by the propaganda slogan of the
‘Gerasimov Doctrine’, the Russian equivalent of hybrid warfare.

The Western concept of hybrid warfare as a form of new-generation warfare
gained prominence following the annexation of Crimea and the outbreak of war
in southeastern Ukraine in 2014. It was characterised as the coordinated use of

Formore on thisissue, see M. Wojnowski, , Zarzadzanie refleksyjne” jako paradygmat rosyjskich operacji informacyjno-
-psychologicznych w XXI w.’, op. cit.

K. Kraj, ‘Wojny asymetryczne czy miatiezwojna Jewgienija Messnera zagrozeniem dla bezpieczefistwa w XXI wieku’,
Bezpieczenistwo. Teoria i Praktyka, no. 3/2012, at: eRIKA, repozytorium.ka.edu.pl; idem, ‘Miatiezwojna Jewgienija
Messnera, E-Terroryzm.pl, no. 2/2012, e-terroryzm.pl.

E. Meccrep, BcemupHas mamexucsoiina, MockBa 2004, pp. 59-64.
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political, economic, military, social (psychological influence) and information
measures, collectively referred to by the acronym PEMSI. At that time, Western
experts noted that Russia’s actions featured a skilful combination of propaganda
and disinformation, the use of diplomacy and economic tools, activity in cy-
berspace and informational ‘concealment’ to obscure military operations. They
identified these elements in the Russian Chief of the General Staff’s thoughts
on new-generation warfare, labelling them the ‘Gerasimov Doctrine’,”® after
concluding that they offered insight into Russia’s strategy towards Ukraine.
However, Russian analysts and commentators have used this slogan as an ar-
gument to highlight the ‘hybridisation’ of the West’s anti-Russian policies.”*

3.4. The ‘Gerasimov Doctrine’

The Russian Chief of the General Staff outlined the principles of new-generation
warfare during the annual general assembly of the Academy of Military Sciences
in 2013. These ideas were later published in an article on 21st century trends
in armed conflict. Gerasimov stated: “The emphasis in the methods of warfare
is shifting toward political, economic, information, humanitarian and other
non-military means, implemented with the use of the local population’s protest
potential. All of this is supported by covert measures, including the execution of
information warfare operations and the activities of special operations forces”.*®
In Gerasimov’s view, changes in the nature of warfare were highlighted
by the course of the colour revolutions, which posed significant challenges
for Russian military science. The classic paradigm of war is giving way to the
gradual dismantling of the hostile state’s structures through ‘indirect actions’
employing asymmetric non-military means (political, economic and humani-
tarian measures utilising protest potential) alongside military means, such as
operations carried out by special forces and the tools of information warfare.
These methods are designed to break the adversary’s resistance, incapacitate
the ruling elites psychologically and disorganise the armed forces and strategic
infrastructure. Military actions can be initiated during peacetime by small,
mobile military units or irregular formations, which blurs the line between war
and peace. The primary objective of military measures is to destroy the hostile
state’s military and economic potential by conducting rapid, precise strikes
on its critical infrastructure with the use of precision-guided weapons. War is
fought simultaneously on land, at sea, in the air and within the information

193 R.N. McDermott, ‘Does Russia Have a Gerasimov Doctrine?, Parameters, no. 46(1)/2016, US Army War College, press.
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armywarcollege.edu; R. Coalson, ‘Russian Military Doctrine article by General Valery Gerasimov’, 21 June 2014, face-
book.com.

See, for example: A. Manoitno, Tubpuausanys cOBpeMEHHO MUPOBOJ OAUTUKY ¥ HALMOHANBHAS 6e3011aCHOCTh
Poccuiickoii deneparyn’, Teononumuueckuil xypran, no. 1(17) /2017, at: elibrary.ru.

195 B.Tepacumos, ‘llenHoCTs HayKy B Ipensuenny’, BoenHo-npombluinerHblil kypbep, no. 8/2013, at: vpk.name.
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space. Some activities are carried out by paramilitary formations, including
military-civilian mercenary/volunteer units and various armed groups.

In another fragment, Gerasimov elaborated: “The importance of asymmetric
and indirect actions is growing. These may involve political isolation, economic
sanctions, blockades of maritime, air and land transport routes, intimidation
through the threat of force and the deployment of international peacekeeping
forces under the pretext of defending human rights and conducting humanitar-
ian operations. Within the system of indirect actions, information and special
operations will play a special role”.”*

Russian analysts have continued to popularise Gerasimov’s thoughts on
combining the tools of undeclared war, both kinetic and non-kinetic, military
and non-military, as the Russian equivalent of hybrid warfare dubbed the

‘Gerasimov Doctrine’.””” For example, it was the central theme of an issue of
the journal Vestnik AVN, published by the Academy of Military Sciences.®

These discussions are aimed at both the domestic audience (emphasising the

significance of Gerasimov’s insights) and foreign military experts. The practice

of transposing Western terminology into the Russian discourse, which is wide-
spread in specialised literature, often leads international researchers astray. They

mistakenly interpret the Russian conceptual framework as a direct reflection

of their own, but in fact Russia has been remarkably consistent in adapting

Western terms based on its own assumptions and logic, tailoring them to its

needs, traditions and strategic culture. In 2015, Ukrainian analyst Volodymyr

Horbulin noted that, when adapting Western theories, Russia blends offensive

and defensive concepts to suit its geostrategy of revanche.”” Consequently,
Russian analysts have turned the literature on new-generation warfare, indirect

action strategies and related topics into both a platform for confrontation and

a vehicle for deploying conceptual disinformation.

Gerasimov himself has never referred to his thoughts as a doctrine or
characterised modern warfare as hybrid. The term ‘Gerasimov Doctrine’ was
first used in 2014 by Mark Galeotti on his blog ‘In Moscow’s Shadows’. In 2018,
Galeotti explicitly apologised for this in an article for Foreign Policy,?*° clarify-
ing that he had used the catchy title for his commentary on Gerasimov’s article
while being fully aware that the concept was not a doctrine and that Gerasimov

See ‘Hauanpuuxk lenepanbroro mraba B. B. Tepacumos: «O cocrosuy Boopysxénnsix cua Poccuiickon denepanym
71 Mepax II0 TIOBBIIIEHNIO UX boecmocobHocT»’, ApceHarn Otedectsa, 5 December 2013, arsenal-otechestva.ru.

‘Bon HerpasuuyonHoi opuenTanyy’, The Ministry of Defence of the Russian Federation, 3 July 2020, army.ric.mil.ru;
I1. ®enbrenraysp, Jl06UTECS IPEBOCXOACTBA HaZ OCTalbHBIM YenoBedecTBoM’, HoBas rasera, 9 March 2019, novaya-
gazeta.ru.

See Apxue Homepos xcyprana Becmnux ABH (no. 2/2023), Academy of Military Sciences, avnrf.ru.

B. Topbynny, ‘, [nbpunHas BojiHa” Kak KI0UEBOV 3JIEMEHT POCCUIICKOV TeocTpaTerny pesanina’, 3epKano HeLeny,
23 January 2015, zn.ua.

M. Galeotti, T'm Sorry for Creating the ‘Gerasimov Doctrine”, Foreign Policy, 5 March 2018, foreignpolicy.com.
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was not the author of the ideas it included. Galeotti issued similar corrections

several times,?®' but to no avail - the Russian narrative was bolstered by a flood

of domestic and international articles referencing the ‘doctrine’. These were

clearly deliberate moves: the message was reinforced by presenting Gerasimov’s

subsequent speech in March 2019 as the ‘new Gerasimov Doctrine 2.0’. That

speech reaffirmed the principles outlined in his 2013 paper while placing greater

emphasis on military potential and developing capabilities based on advanced

weapon systems.?*? Gerasimov portrayed hybrid measures as a means of sup-
porting military objectives. He reiterated many of his earlier points, highlighting

the following key features of modern armed conflict: combat operations during

peacetime (no distinction between war and peace), the high manoeuvrability

of forces, the unique role of special forces and operations, battlefield automa-
tion, simultaneous engagements across multiple operational domains and the

integration of asymmetric and conventional actions.

Polish experts have accurately assessed Gerasimov’s thoughts as yet anoth-
er myth highlighting Russia’s desire to showcase its purportedly new strategy.
In reality, these ideas were neither innovative nor groundbreaking - they simply
repackaged familiar concepts of new-generation warfare.’* According to Polish
researchers, the ‘Gerasimov Doctrine’ is yet another catchy but ultimately hollow
term within the realm of Russian military thought. Gerasimov’s thoughts do
not deviate from earlier concepts or introduce any new content; they are also
included in Russia’s strategic documents. Their prominence stems largely from
their propaganda appeal which has sustained enduring interest in this term and
spawned a vast number of Russian publications straddling the boundaries of
science, analysis and commentary. Western theorists have realised this after
initially attempting to use this ‘doctrine’ to explain the current challenges
related to Russia’s competition with the West. Now, they largely support the
conclusion that Russia makes use of a variety of tools for managing conflicts,
including those provided by its conceptual apparatus.?**

See, for example: idem, “The mythical ‘Gerasimov doctrine’ and the language of threat’, Critical Studies on Security, vol. 7,
no. 2/2019; ‘, The Gerasimov Doctrine”, Berlin Policy Journal, 28 April 2020, berlinpolicyjournal.com.

‘Szef Sztabu Generalnego rosyjskiej armii zwolennikiem wojny hybrydowej’, Defence24, 5 March 2019, defence24.pl.
M. Wojnowski, ‘Mit ,wojny hybrydowej”. Konflikt na terenie paristwa ukrairiskiego w $wietle rosyjskiej mysli wo-
jskowej XIX-XXI wieku’, Przeglqd Bezpieczeristwa Wewnetrznego 2015, special issue; J. Meissner, ‘Rosyjska koncepcja
wojny nowej generacji w $wietle pierwszych do$wiadczen z wojny w Ukrainie’, Roczniki Nauk Spotecznych 2022, no. 4,
ojs.tnkul.pl.

See, for example: C. Bilban, H. Grininger, ‘Mythos Gerasimov-Doktrin. Ansichten des russischen Militirs oder Grun-
dlage hybrider Kriegsfithrung?’, Schriftenreihe der Landesverteidigungsakademie 2/2019, Landesverteigigungsakademie,
bmlv.gv.at.
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4. Information wars in Russian strategic documents

4.1. The doctrinal assumptions of information struggle

206

Russian official documents have assigned a military dimension to information
since 2000, when the country published its first Information Security Doctrine.
Anin-depth analysis of this issue reveals a number of general, expanding trends
in Russia’s security policy between 2000 and 2023. These boil down to a blurring
of the lines between external and internal threats as well as between peacetime
and wartime, introducing non-military methods and organisational structures
into information warfare and bestowing an ideological character upon it. Over
time, this has obscured the contours of international conflicts, which is reflected
in the fact that Russia has been waging a full-scale war against a neighbouring
country while claiming that it is “not a party” to the conflict. Officially, it is
only restoring order and saving Ukraine’s Russian-speaking population from
the “genocide unleashed by the West”.

In the view of Russian strategists, information warfare represents a type of
struggle between two sides which are employing both conventional and uncon-
ventional methods, overt and covert means, as well as military and non-military
organisational structures, such as special forces, irregular formations and the
political opposition within the adversary’s territory. In this approach, it operates
on two levels: the broader, as an independent form of conflict conducted across
various dimensions (political, economic, diplomatic, humanitarian and mili-
tary-technical) and the narrower, as a form of support for military operations.

In academic discourse, information warfare is identified as an analogue
to strategic communication (in NATO’s terminology) and Russia’s information
policy in the field of defence.?”® In strategic documents, these spheres are dif-
ferentiated: the latter is defined as protecting information security and national
interests. In Russia’s 2016 Information Security Doctrine (currently in force) it
is broadly defined (item I.2.g) as “the implementation of mutually supportive
measures (legal, organisational, investigative, intelligence, counter-intelligence,
scientific and technological, information and analytical, personnel-related,
economic and others) to predict, detect, suppress, prevent, and respond to
information threats and mitigate their impact”.”° Russia’s national interests

In the Russian approach, strategic communication is viewed as a form of the West’s information warfare. Western
information and communication technologies are perceived as a threat to the sovereignty, integrity and stability of
countries. They are seen as instruments of cybercrime, technological dominance, the monopolisation of the computer
market and the restriction of other countries’ access to this market, leading to information inequality and the mental
dependency of their societies. See ‘OcHoBbI rocyzapcTBeHHOI moanTiky Poccuiickoit demeparyu B 061aCTI MeXIY-
HaponHoi1 nHopmanyonHoi 6esonacuocty’, The Security Council of the Russian Federation, 12 April 2021, scrf.gov.ru.
‘NoxrpyHa nHPOpMAanoHHO besonacHocTy Poccuiickoir ®enepanyn’, The Security Council of the Russian Federa-
tion, 5 December 2016, scrf.gov.ru.
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in the information sphere are similarly defined in broad terms (item II.8).
These include: protecting the constitutional rights and freedoms of citizens
with regard to accessing information; providing information support to civil
society in the field of state governance; preserving the cultural, historical and
spiritual-ethical values of the multiethnic people (this repeats a phrase used
in the Russian Constitution: mnogonatsionalny narod); ensuring the operation
of information infrastructure during peacetime, periods of direct threat and
wartime; developing information technologies, products and services to enhance
information security; providing the Russian and international public with re-
liable information about Russia’s state policies and the official positions of its
government on major domestic and global events; supporting the development
of an international legal regime to counter the misuse of information technol-
ogies aimed at destabilising the state’s strategic stability; promoting equitable
strategic partnerships in the field of information security; and ensuring Russia’s
sovereignty in the international information space.

In line with the identified threats and challenges, the defence ministry’s
strategic tasks in the information space (item IV.21) include strategically con-
taining and preventing armed conflicts; enhancing the system of forces and
means for conducting information warfare within the Armed Forces of the
Russian Federation as well as other military units, formations and bodies;
forecasting, detecting and assessing information threats, including those tar-
geting the Armed Forces in the information domain; supporting the defence
of the interests of Russia’s allies in the information sphere; and neutralising
information-psychological operations aimed at undermining the historical and
patriotic foundations of the tradition of defending the homeland.

On the one hand, the document explicitly emphasises the ministry’s author-
ity over Russia’s war machine, which encompasses not only the armed forces
but also “other troops, formations and bodies”.?”” On the other, it highlights the
broad range of “legal, organisational, operational-investigative, intelligence,
counterintelligence, scientific-technical, information-analytical, personnel,
economic and other measures” employed in carrying out its tasks. These relate
both to cybersecurity and information warfare; the scope of the latter includes
defending spiritual, ethical, historical and cultural values as well as educating
the younger generations of Russians in the spirit of the patriotic defence of
the country.

207 “Other troops, formations and bodies” are part of the state’s military organisation that item 1.8 (Basic concepts) of
the doctrine defines as “all the state and military management services, the Armed Forces of the Russian Federation,
other troops, formations and bodies, special formations created during wartime (hereinafter referred to as the Armed
Forces, other troops, formations and bodies), which constitute its foundation and conduct their activities by military
means, as well as the country’s defence-industrial complex, whose joint efforts are directed at preparing for and exe-
cuting the armed defence of the Russian Federation”.
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Paradoxically, the 2014 Military Doctrine of the Russian Federation places little
emphasis on strictly military objectives and tasks related to information warfare.
They are linked to the highlighted need to undertake integrated actions in the in-
formation space, to further enhance the forces and means of information warfare,
strengthen and tighten the security system of the armed forces and other military
units/bodies and to create conditions to reduce the risk that information and tel-
ecommunication technologies could be used for unlawful political and military
purposes. This approach signals the existence of two types of information warfare:
information-technical, which is conducted via communication and transmission
channels, and information-psychological, targeting the psyche of military person-
nel, decision-making centres and the societies of the warring parties. The broad
outlines of the armed forces’ strategy in the information space are also contained
in the National Security Strategy of the Russian Federation, the Fundamentals of
the Russian Federation’s Policy in the Field of International Information Security
until 2020°°* and the Concept of the Foreign Policy of the Russian Federation. These
documents are available on the website of Russia’s Security Council and fallunder
its information patronage, acting as tools of the long-term propaganda campaign.

These documents also describe information warfare as a means of ‘non-nuclear
deterrence’. The December 2014 doctrine defines it as a “set of foreign policy,
military and military-technical measures aimed at preventing aggression against
the Russian Federation without the use of nuclear weapons”. Information war-
fareis an auxiliary tool since nuclear deterrence has been, and remains, Russia’s
primary deterrent; indeed, it was reinforced following the annexation of Crimea.
The cited document explicitly states that Russia may use nuclear weapons if it
orits allies are attacked with nuclear or other weapons of mass destruction, or
in response to a conventional attack that poses a threat to the state’s existence.
Since the concept “vital threats to the existence of the Russian Federation”
is interpreted broadly, any attack on Russia, including on territories that were
“liberated” and “reintegrated into the motherland” in 2014 and 2022, could serve
as a pretext for a nuclear strike that would unleash nuclear war, in light of the
doctrine and official propaganda narratives.

4.2. The functions of Russian strategic documents

According to Witold Rodkiewicz, Russian strategic documents serve two func-
tions. Firstly, they act as a tool of foreign policy, signalling intentions to adver-
saries and potential partners, while also fulfilling a propaganda role as they

208 For more on this topic, see J. Darczewska, Russia’s armed forces on the information war front. Strategic documents, OSW,
Warszawa 2016, 0sw.waw.pl.
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shape the image of Russia and its actions on the international stage. Secondly,
these documents serve as directives for the state apparatus, including diploma-
cy and official propaganda, providing instructions on how to present Russia’s
foreign policy and what narratives should be use when doing so. Moreover, they
confer the status of state doctrine on the narrative’s language and components
(terms, arguments) that emerged in the official discourse and media propaganda
following the adoption of earlier versions of these documents. They can also
be seen as a reflection of the Kremlin elite’s perception of the international
situation and, to some extent, its foreign policy objectives and the measures it
intends to employ.”®
This opinion pertains to the Concept of the Foreign Policy of the Russian
Federation from March 2023. A similar document from 2016*° highlighted
Russia’s willingness to cooperate with all interested countries and international
organisations in resolving the “internal Ukrainian conflict” while calling for
“constructive cooperation” with the United States based on shared interests and
an equitable partnership with Europe. In contrast, the text from 2023 emphasises
the confrontation with the West, contrasting it with Russia’s alliance with the
“Global South which opposes the logic of global dominance and neo-colonial-
ism employed by the West”, here understood primarily the United States and
its NATO allies. This document underscores the growing importance of power
in international relations and predicts an increased risk of armed conflicts,
including clashes between nuclear powers, warning that such conflicts are
highly likely to escalate into a global war. It also highlights the role of indirect
actions, such as engaging in “attempts to restrain the natural course of history”
towards a multipolar world, eliminating competitors in the economic and politi-
cal-military spheres (for example, through sanctions policies), provoking coups
and armed conflicts, using blackmail and manipulating the consciousness of
specific ethnic groups and entire nations, carrying out offensive and subversive
operations in the information space, imposing neoliberal values on societies
which are in contradiction to their traditional values and, more broadly, exerting
a destructive influence on all areas of international relations.

The March 2023 edition of the Concept of the Foreign Policy of the Russian Federation
reaffirmed the country’s global aspirations, pursued through the use of force
and information tools. In this context, the document introduced a new chapter

209 W.Rodkiewicz, ‘An anti-colonial alliance with the Global South. The new ‘Foreign Policy Concept of the Russian Feder-
ation”, OSW Commentary, no. 506, 7 April 2023, oswwaw.pl.
210 The texts of both documents compared in this paragraph can be found on the Kremlin’s website: ‘06 yrsepsxgernn
Konuenmyy saentsert nonntiy Houmickor Oepepanyn’, President of Russia, 30 November 2016, static.kremlin.ru;
‘Vkas 06 yreepx gerny Konmennym sHermnsei noautyky Poceniickon Oenepanyn’, President of Russia, 31 March 2023,
kremlin.ru.
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titled ‘Information support for the foreign policy of the Russian Federation’, which
primarily relates to counter-propaganda measures. These are described as efforts
to “counter the coordinated anti-Russian propaganda campaign carried out on
a systematic basis by unfriendly states, involving disinformation, defamation
and incitement to hatred”. The priorities of this activity include:

1. making truthful information about the Russian Federation’s foreign and
domestic policies, its history and achievements in various spheres of life,
and other accurate information about Russia available to the widest possible
foreign audience,

2. facilitating the dissemination of information abroad to promote interna-
tional peace and understanding, develop and establish friendly relations
between states, strengthen traditional spiritual and moral values as a uni-
fying principle for all mankind, and enhance Russia’s role in the global
humanitarian space,

3. ensuring protection from discrimination abroad and assisting in strengthening
the position of Russian information and communications media, including
domestic digital information platforms, in the global information space, as
well as constructively-minded media of compatriots living abroad towards
Russia,

4. improving the tools and methods of information support for the foreign policy
activities of the Russian Federation, including more effective use of modern
information and communication technologies, including social networks,

5. improving international mechanisms and norms of regulation and protection
of information and communication media, for ensuring free access to them
and creating and disseminating information,

6. creating an enabling environment for foreign media to operate in Russia on
the basis of reciprocity,

7. the further formation of a common information space of the Russian Feder-
ation and the CIS member states, increasing cooperation in the information
sphere by states pursuing a constructive policy towards Russia.

These actions are justified by the doctrinaires’ perception of how the world
and global politics operate and of Russia’s place in the world. They have divided
the globe into the ‘Russian world’ along with countries that pursue constructive
policies towards Moscow and the rest of the world which is unfriendly to Russia,
labelled as ‘anti-Russia’. They describe Russia as a ‘Eurasian and Euro-Pacific
power’, the cultural heir to more than a millennium of statehood and a civili-
sation-state that has united the Russian people with other nations forming the
cultural and civilisational community of the ‘Russian world’.
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Building on its earlier diagnosis regarding the development of a multipolar
world and the imminent decline of the West as the dominant pole of power,
the 2023 concept explicitly states that the ‘Russian world’, together with its
anti-Western allies from the ‘Global Soutl’, has an opportunity to overcome the
hegemony of the American, or more broadly, Anglo-Saxon ‘colonisers’. In this
context, alongside the growing importance of power, it highlights the role of
ideology, which is crucial in the civilisational clash. This is significant because
until now ideology has largely been an unofficial factor and only appeared in
aveiled, implicit form in strategic documents. Expanding on the outlined propa-
ganda and directive functions of strategic documents, it is worth adding several
others: the worldview function (demonstrating Russia’s place in the world and
its struggle against major global centres of power), the methodological function
(shaping a coherent approach to the challenges faced by the Kremlin in domestic
and foreign policy), the didactic function (fostering morale within the military
and cultivating a shared ‘national spirit’ in Russia’s multi-ethnic society), the
mobilisational function (facilitating the use of all available resources and
managing this potential) and the function of consolidating Russian society and
integrating countries that pursue ‘constructive policies’ towards Russia. How-
ever, the propaganda function - fostering a confrontational mindset, distrust
and hostility towards the West - remains paramount.

4.3. Domestic and international audience of Russia’s strategic thought

It is worth noting that the 2023 edition of the Foreign Policy Concept expanded
the number of entities responsible for implementing the new course in Russia’s
foreign policy. Alongside the state institutions traditionally listed in this area
of responsibility (the president, the Federation Council, the State Duma, the
government, the Security Council, the Ministry of Foreign Affairs, the Ros-
sotrudnichestvo agency and the State Council) and structures that form the
social base for implementing the strategy (the Civic Chamber of the Russian
Federation, NGOs, business circles, political parties and the media), the docu-
ment mentions socio-cultural associations, the Russian Orthodox Church and
religious organisations of other traditional faiths, as well as representatives of
expert and academic communities. It emphasises that the “broad involvement
of constructive social forces in the foreign policy process promotes national
consensus on foreign policy, assists in its implementation and plays an impor-
tant role in terms of the more effective resolution of a wide range of issues on
the international agenda” (item 7s).

Russian strategic documents are initiated from the top down, as demon-
strated by the presidential decrees that release them into the public sphere.
They are part of the Kremlin's broader information strategy and, in line with
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the functions outlined above, are aimed at specific audiences, both domestic
and foreign. Anti-American, great-power rhetoric haslong been used in Russia’s
domestic politics.”! Similarly to the narrative aimed at external audiences, it
introduces the dichotomous division of ‘us’” versus ‘them’. ‘Us’ means con-
structively minded, patriotically inclined social forces, while ‘them’ refers to
anti-state actors, enemies of the Russian nation, foreign agents, fascists and
others. Previously, anti-Western rhetoric was primarily intended to generate
demand for a strong, internationally respected state, but now it is focused on
fostering the sense of a mythical threat from the West, which allegedly seeks
to colonise and mentally subjugate the Russian people.

The second audience is the public in the CIS countries. Efforts to gain its
support are intended to advance the Kremlin’s geopolitical interests, such as
maintaining political and cultural influence in the former Soviet Union and pre-
venting the post-Soviet states from pursuing integration with the West. Despite
the diminishing reach of the Russian language, the Kremlin’s narrative in this
region has mirrored the one it has presented to the domestic audience. For ex-
ample, the expansion of the use of force to include defending Russian-speaking
populations in the 2010 Military Doctrine was aimed at both audiences. Those
with a ‘constructive’ attitude towards Russia received the message that “Putin
does not abandon his own”. Meanwhile, those considered ‘Russophobic’ came
under pressure through the narrative designed to discredit the liberal values of
the “decaying West”. The portrayal of Crimea as a “historically Russian land” was
perceived by the CIS countries as both a warning and a potential pretext for fur-
ther territorial claims; for Russian people, it instilled pride and a sense of justice.

The third group of recipients includes Western opinion leaders and, more
broadly, the international public. The former consistently receive messages em-
phasising the ineffectiveness of any forms of pressure which the United States
and NATO apply on Russia. In contrast, the latter are inundated with narratives
highlighting the “diversification of influence in favour of new centres” led by
Moscow, alongside threats of nuclear war. This audience has been targeted with
new propaganda constructs opposing US-led Western dominance, such as the
‘global majority’ and the ‘Global South’.*?

In propaganda practice, strategic documents are presented as a sign of
information transparency and a credible source for analysing Russia’s per-
ception of threats, its planning and the intentions of its military and civilian
authorities. However, it is important to remember that information related to

211 For more on this issue, see M. Menkiszak, Russia’s best enemy. Russian policy towards the United States in Putin’s era, OSW,
Warszawa 2017, osw.waw.pl.

212 @. JlykpsaHOB, ‘TrnobanbHoe GOMBIIMHCTBO ~ Ha IEePeKPECTKE MUPOBOIL monuTukn? , Poccys B r106anbHOM IOAUTHKE,
18 May 2023, globalaffairs.ru.
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security and defence is subject to strict procedural limitations stemming from

Russia’s stringent state secrecy laws. This makes it necessary to adopt a cautious

approach to public documents and official military statements, which are often

filled with platitudes about Russia’s peaceful intentions. Their ‘defensive’ rhet-
oric also warrants justified scepticism, as it consistently emphasises Russia’s

peaceful goals, strict adherence to international law and its desire to demilitarise

international relations while calling for an end to the arms race. This narrative

is a tool in Russia’s confrontation with the West, which is portrayed as seeking

to limit Russia’s ability to conduct a sovereign foreign policy. According to this

rhetoric, it is the West, specifically the Anglo-Saxon world, that has launched

an information war against Russia and kickstarted an ‘information arms race’.
In this context, it becomes clear that the aforementioned documents, shaped

by distorted assessments of the domestic and international situation, cannot

genuinely be considered to be the strategic planning documents which they

are portrayed as. Their prognostic function has been relegated to a footnote,
while the ideological function, which justifies the Kremlin’s global ambitions,
has taken centre stage.

5. The practical application of conceptual assumptions

5.1. The defence ministry’s organisational structure:
task segments for information warfare

Modern theories of new-generation warfare and strategic documents empha-
sise the need for inter-ministerial cooperation. In practice, such cooperation
makes it possible to consolidate and display power as well as to expand the

list of non-military actors involved in warfare and the scope of non-military
actions, such as blocking communication routes, striking critical infrastruc-
ture and intimidating the adversary through the threat of force, sabotage and

subversion. Therefore, Russia’s model of information warfare is difficult to

define. It is a cross-sectoral domain that encompasses many fields, including
the social, economic, educational and cultural spheres. Consequently, activities

within its scope are entrusted to various institutions and state bodies. Its core

structure consists of the armed forces, intelligence agencies, police units, local

administration and their supporting networks of experts, training centres and

research institutions. The state system is further augmented by the private sec-
tor: a synergy effect is achieved through top-down mandates for cooperation and

interdependencies within the so-called public-private partnership. However,
these partnerships often exhibit mafia-like features, which further exacerbates

the criminalisation of Russia’s security and defence sector.
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This pattern extends to various subsystems in Russia, including informa-
tion security. The Interdepartmental Commission on Information Security of
the Russian Security Council exercises conceptual oversight in this area, while
organisational supervision falls under the Information Security Directorate
within the Security Council’s apparatus.? Officially, these bodies are responsible
for ensuring information security through legal methods (regulating relations
in the information sphere), organisational-technical methods (coordinating the
system of collecting, processing, protecting and disseminating information)
and economic methods (funding projects to develop the information sphere
and coordinating various efforts as part of information warfare, such as es-
tablishing ‘troll farms’).

Each segment of this subsystem has distinct characteristics tied to its as-
signed area of responsibility. This also applies to the individual task segments
managed by the Ministry of Defence, which include both covert institutions,
such as the Main Directorate of the General Staff,* and fully transparent ones.
The National Defence Management Centre (NDMC) provides information sup-
port for the activities of the Russian Armed Forces and the Ministry of Defence,
collecting and processing data on the military situation at home and abroad.
At the same time, the NDMC performs a propaganda function: equipped with
modern facilities, including rooms named after prominent Russian military
commanders, it hosts official ceremonies, conferences, video link-ups and both
national and international meetings, serving as a flagship representation of the
Russian Armed Forces.

Since 2000, the Press Service and Information Directorate has handled all
communications concerning the Russian military and its actions. Since 2011, it
has been led by General Igor Konashenkov. In 2017, this body was restructured
into the Department of Information and Mass Communications of the Min-
istry of Defence. Konashenkov has consistently commented on all of Russia’s
military operations in recent years; he has also personally maintained contact
with war correspondents.”® The Ministry of Defence’s Public Council manages
relations with the media through two permanent commissions: one on patri-
otic education and the preservation of Russia’s cultural heritage and another
on information support to the military. The armed forces also have their own
media outlets, including print media, television and the websites Zvezda and

213 See the entry ‘Besonacuocts nudopmanmonnas’ in the encyclopedia of the Ministry of Defence of the Russian Feder-
ation, encyclopedia.mil.ru.

214 Formore details, see M. Weiss, ‘Aquarium leaks. Inside the GRU’s psychological warfare program’, Free Russia Founda-
tion, 7 December 2020, 4freerussia.org. As a side note, this directorate is commonly (albeit mistakenly) referred to as
the GRU (an acronym for the ‘Main Intelligence Directorate’). However, in 2010, it was renamed the Main Directorate
of the General Staff (GU GSh).

215 ‘Konamenkos Urops Esrensesnd’, lenosoii Ilerep6ypr, whoiswho.dp.ru.
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Zvezda Plus, which form part of the Krasnaya Zvezda state-owned media holding.
Their publications and broadcasts disseminate patriotic content, highlight the
historic victories and accomplishments of Russian commanders and trumpet
the military’s recent achievements.

The Directorate of Culture oversees the organisation of military-historical
and patriotic events. The ministry emphasises the importance of these activi-
ties in fostering a patriotic education among younger generations, preserving
the memory of the Russian nation’s great victories and reinforcing the combat
readiness and traditions of Russia’s Armed Forces. According to the Directo-
rate’s website, cultural tools have created an appealing image of the Russian
military that instils pride in every soldier.”® Annual events of this kind are
held at various levels. These include the all-military festival Army of Russia, the
military press festival Media-AS and regional festivals of military songs, such
as Katyusha. The Ministry of Defence also participates in nationwide initiatives
such as Museum Night, Book Night and Art Night.

Military culture is also the domain of the Central House of the Russian
Army, which was established in 1927. Its responsibilities include overseeing the
Central Academic Theatre of the Russian Army, the A. V. Alexandrov Academic
Song and Dance Ensemble of the Russian Army, the Central Museum of the
Armed Forces, the Central Military Band of the Ministry of Defence and the
Central Army Sports Club (CSKA). The Central House hosts award ceremonies
for various competitions, such as the Homeland Army military poster contest
and a number of military-patriotic song contests, including Our Song, New Star
and Accordion - A Friend on theCombat Trail.

Alongside the Military Historical Society, which is presented as a civic
organisation, the state’s politics of memory is also shaped by the Department
for Commemorating Soldiers Fallen in Defending the Fatherland. The Main
Military-Political Directorate “secures” the moral and psychological readiness
of military personnel, handles the ministry’s cooperation with veterans’ organ-
isations and promotes desirable role models in the Russian military. The Main
Military-Political Directorate,”’” which was re-established in 2018, plays a central
role in this area of responsibility. Its tasks include “organising political-military
propaganda and agitation in the Armed Forces” and “conducting military-pa-
triotic work in the Armed Forces”.?® It draws on the tradition of a similar
structure in the Red Army called Glavpolitupr, which oversaw the activities of
politruks (political officers, usually deputy unit commanders). From 2018 to 2021,

216 ‘06 apmeiickoi xynbrype’, The Ministry of Defence of the Russian Federation, sc.mil.ru.
217 ‘TlonnTPyKOB BepHYIU B poccuiickyto apmuio’, JlenTa.Py, 30 July 2018, lenta.ru.
218 ‘3agaun’, The Ministry of Defence of the Russian Federation, mil.ru.
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the Directorate was headed by General Andrei Kartapolov,® who also served
as Deputy Defence Minister; currently, it is led by General Viktor Goremykin.
It closely cooperates with social organisations dedicated to military-patriotic
education, including the All-Russian Children and Youth Movement ‘Yunarmi-
ya,?° established in 2016, which organises patriotic education classes, shooting
and first aid courses, sports activities and recreational camps. Above all, the
Directorate focuses on maintaining soldiers’ morale and ensuring their loyalty
to the Kremlin.

The ministry’s infrastructure has been tailored to achieve its objectives. For
example, the NDMC has been equipped with a number of functions: it combines
elements of command, control, communications and intelligence systems, inte-
grates them with the logistics system and serves as a videoconferencing hub for
information and propaganda purposes. Meanwhile, a team of military history
specialists has been established at the Central Military Archive to counter any
alleged falsifications in this field. The ministry’s role in mass propaganda is
supported by its thematic museums, such as the Central Museum of the Armed
Forces of the Russian Federation, the Peter the Great Central Naval Museum
and the Military Medical Museum, as well as parks like Moscow’s Victory Park
(more specifically, the Central Museum of the Great Patriotic War (1941-1945)
on Poklonnaya Hill**!) and Patriot Park in Kubinka, just outside the capital.

Victory Park is managed by the city authorities who, along with partners
such as DOSAAF,?*? Rosgvardiya, the Ministry of Civil Defence, Emergencies
and Disaster Relief (MChS) and the Ministry of Internal Affairs, oversee events
held there. However, the Ministry of Defence’s involvement in the museum,
advertised as the “main site of patriotic memory in the country”, is underscored
by its participation in state ceremonies hosted at the venue. The events and fig-
ures presented in the museum are hailed as symbols of Russian military glory
which, in turn, form the foundation of shared norms, behavioural models and
meanings, ensuring their transmission to younger generations. This connection
to the past is sustained through two mechanisms: the psychological, related to
an emotional engagement with historical narratives, and the physical, based
on memory carriers such as ‘Russia’s tallest victory monument’ on Poklonnaya
Hill, which is 142 metres tall.

The full name of the second site is the Military-Patriotic Recreation Park of
the Armed Forces of the Russian Federation ‘Patriot’. It was established on the

Kartapolov commanded the Russian military operation in Syria. He is currently the chairman of the State Duma Com-
mittee on Defence.

‘0 Iswxennu « OHAPMUS»’, yunarmy.ru.

‘Tlapxk ITo6exsr’, victorymuseum.ru.

A mass defence and sports organisation in the Soviet Union and later in Russia, abbreviated from Dobrovolnoye
obshchestvo sodeystviya armii, aviatsii i flotu (Volunteer Society for the Assistance to the Army, Aviation and Navy).
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grounds of the Red Army’s testing range, which had been in operation since 1931.
Initially, the site was used for testing prototypes of domestically produced tanks
and armoured vehicles. Later, technical examinations of equipment captured
in battle were also conducted there. The military brought pieces of equipment
used by its adversaries to Kubinka, where they were analysed and then added
to the collection. This tradition continues to the present day: exhibits include
weaponry captured during the ‘special military operation’ in Ukraine. Indeed,
a special section of the park’s official website is dedicated to the ‘heroic’ actions of
participants in this operation.’” In 1938, a museum was established at the testing
range, but it was not opened to visitors until the 1970s. In 2014, construction
began on a grand project for a modern war-themed museum complex. Today, the
park spans 4,000 hectares and features a conference centre and a hotel as well
as a military-historical reconstruction zone that depicts colourful scenes from
the Patriotic War of 1812, World WarIand the Great Patriotic War (World War II).
Other attractions include the Aviation Museum of the Kubinka Air Force Base,
the Kubinka Tank Museum and the Partisan Village military-historical complex.
In 2020, the Main Cathedral of the Russian Armed Forces was completed at the
park and there are also plans to open a Museum of the Armed Forces.

Patriot Park has become a popular recreational destination. For children,
it serves as a kind of military-themed Disneyland, where they can shoot live
rounds, throw knives at targets, play at the Partisan Village and pose for photos
next to Stalin or in front of posters glorifying the Red Army. Victory Day offers
a special opportunity for immersive propaganda designed to manipulate visi-
tors’ perceptions and influence their behaviour while actively engaging them.
Visitors can see, touch and try everything on display. Since 2015, the park has
hosted the ‘Army’ International Military-Technical Forum. Kubinka is the official
site of major events promoted by the Ministry of Defence, which focus on the
military-patriotic, spiritual and moral education of Russian citizens.

In contrast to the publicly highlighted mission of the Ministry of Defence
as outlined above, our knowledge about covert information operations remains
limited. According to comments by Defence Minister Shoigu, a command for
Information Operations Forces was established under the General Staff in 2014.%
Its responsibilities include: waging cyber warfare, conducting cyber espionage
and attacks on the adversary’s networks, defending Russian communication
networks and organising propaganda and counter-propaganda in cyberspace.
These activities remain largely unexplored in publicly available studies, despite
some sensational claims, such as the assertion that Russia’s cyber forces rank

223 See the Z Heroes’ tab on the [Tapk «ITaTpuor» website, parkpatriot.ru.
224 ‘B Munobopons: PO cosganu Bojicka nadopmanyonHsix onepanuir, UaTepdaxce, 22 February 2017, interfax.ru.
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as the fifth most powerful in the world following those of the United States,
South Korea, China and the UK.?*

The activity of cyber squads had been observed earlier. A report by the

investigative journalist Michael Weiss from the Free Russia Foundation titled

‘Aquarium Leaks: Inside the GRU’s Psychological Warfare”** concluded that
psychological operations conducted by Russia’s military intelligence continued
uninterrupted even after the Cold War. For example, during the First Chechen
War (1994-96), a secret unit, No. 54777, was established to carry out information
and psychological operations. This unit remains active to this day, conducting
such activities in support of Russia’s military engagements and against NATO
and EU member states. It is worth noting that similar reports, which are dif-
ficult to verify based on publicly available sources, have also been related to
civilian intelligence. For example, in 2014 reports emerged about systems
named ‘Storm-12’, ‘Disput’ and ‘Monitor’ designed to monitor anti-Russian
activities and conduct counter-propaganda operations, which were allegedly
commissioned by a mysterious military unit, No. 54939, subordinated to the
Foreign Intelligence Service (SVR).?”’

Since the structure of the Main Directorate of the General Staff is classi-
fied, the activities of units overseeing information-psychological operations
in cyberspace can only be assessed based on their results and a distinct modus
operandi involving leaks, harassment, forgeries and a specific linguistic style. We
also know that, during the Crimean operation at the turn of 2013 and 2014, Unit
74455 disguised itself under names such as Anonymous Ukraine and CyberBerkut.
During the invasion of Crimea, this unit created a number of websites featuring
the red wartime banner and names like Ukrainian Front, Eastern Front and For
the Independence of Crimea. Posts on these sites were aimed at discouraging
support for the new government in Kyiv and pro-Western parties/organisations,
labelled as neo-fascist. The military intelligence’s hacking infrastructure was
also used to set up the fake group Cyber Caliphate, whose activities coincided
with Russia’s operation in Syria.

Subsequent reports revealed that Unit 74455 hacked the official websites
of states and the private accounts of politicians, forwarding the stolen data to
WikiLeaks. It also interfered in the 2016 US presidential campaign by publish-
ing posts intended to discredit the Democratic Party and its candidate, Hillary
Clinton. Unit 26165, which specialised in breaking encryption and had engaged
in hacktivism in the 2000s, assisted it in the attack on Clinton’s campaign team.
US intelligence confirmed the Russian cyber operations, exposing their digital

225 ‘BunrepHer BBeny kubeppoiicka’, KoMMepcaHTs, 10 January 2017, kommersant.ru.
226 M. Weiss, ‘Aquarium leaks..., op. cit.
227 M. Olechowski, Bezpieczeristwo informacyjne Rosji. Czynnik duchowy i kultura strategiczna, op. cit., p. 131.
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covers in the US, such as Guccifer 2.0 and DCLeaks. Ukrainian intelligence
corroborated these findings, providing examples of attacks carried out by the
military unit known as Sandworm, supported by an FSB division operating
under the codename Gamaredon.?*

5.2. Supporting organisations: non-governmental institutions

Several non-governmental research and cultural organisations support the

government’s military propaganda apparatus. One of the most notable of these

is the Academy of Military Sciences, which we have already mentioned several

times. Despite its name, it is not a scientific institution but an association of
military analysts. It was established by Boris Yeltsin's decree in 1995 as a “centre

for independent defence studies”. Its long-serving president, General Makhmut

Gareev, led the Academy until his death in 2019. The position is currently held

by Chief of the General Staff General Valery Gerasimov. In the mid-1990s, the

Academy absorbed personnel from disbanded research institutions as well as

political-military and military-technical staff who had been placed in the re-
serves. Today, it operates as a civic association of analysts from the armed forces,
the interior ministry and intelligence services, alongside civilian experts and

journalists specialising in defence issues.

This group combines research and conceptual work with organisational
efforts: it builds regional analytical and research support networks and im-
plements systemic projects. The Academy promotes military issues through
its publications including Strategic Stability (Strategicheskaya stabilnost), AVN
Bulletin (Vestnik AVN) and Information Wars (Informatsionnye voyny). Its mem-
bers also contribute to journals and magazines such as Foreign Military Review
(Zarubezhnoye voyennoye obozreniye), which has been published since the 1970s,
Military Thought (Voyennaya mysl) and the irregularly issued Humanitarian
Problems of Military Affairs (Gumanitarnye problemy voyennogo dela). Despite the
stated openness, access to these publications has recently been restricted - only
the contents of individual issues are available.””” Moreover, the Academy has
not updated its membership statistics. According to the 2015 activity report, it
had 839 actual members, 438 correspondents and 91 honorary members; 30% of
them were active-duty officers while retired generals and reserve or retired
research personnel accounted for the remaining 70%. The prestige of this body
of military researchers and experts is underscored by its title, a manipulative
reference to the Russian Academy of Sciences. Membership is open to citizens

228 T.Rid, Active Measures, op. cit., p. 387. For more on this issue, see idem, pp. 368-387. See also: J. Lyons, ‘Ukraine accuses
Russian spies of hunting for war-crime info on its servers’, The Register, 26 September 2023, theregister.com.

229 See ApxuB HOMepOB JXypHana Becrruk ABH; Xypran «Boennas Msicas»’; ‘TymaHUTapHBIe IPOGIEMBI BOGHHOTO
nena’, AKazieMus BOGHHBIX HayK, avarf.ru; ‘«udopmanyonnsie Boitusl»’, [ICTM, pstmprint.ru.
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of Russia and other countries (in practice this means Belarus, where it has a re-
gional branch) who are at least 18 years old and hold a doctoral degree (kandidat
nauk). Lecturers and experts affiliated with the Academy use the title Professor
of the Academy of Military Sciences.

The Academy’s projects play a significant role in propaganda efforts designed
to shape the collective consciousness and perceptions of the world. One notable
initiative is the Academy of Information Self-Defence, which aims to foster
a counterintelligence-minded society. According to a report published on the
institution’s website, the Academy contributes to promoting and disseminating
expert and counter-propaganda activities. It says that “the Academy’s civic
organisational structure not only stimulates the scientific community but also
enables rapid responses to ongoing geopolitical and military-strategic devel-
opments worldwide”. Among the Academy’s achievements, it lists “significant
successes on the military-historical front” (notably, its Information Wars journal,
published since 2007, includes a section dedicated to history) and “popularising
the concept of the ‘Gerasimov Doctrine’ and introducing it into the academic
discourse both at home and abroad”. The report also signals a deepening focus
on strategic activities in space and the information domain by incorporating
lessons from the military operations in Syria and Ukraine.?*°

On a side note, patriotic education and youth engagement are also priori-
ties for the Russian Geographical Society, which Defence Minister Shoigu has
led since 2009. Its new areas of focus include the study of military-historical
geography, with dedicated structures operating in its regional branches.?!

The aforementioned Russian Military Historical Society (RMHS) plays
an indispensable role in crafting both propaganda and counter-propaganda
narratives. Established by presidential decree in December 2012, the organisation
considers itself to be the successor to the Imperial Russian Military Historical
Society and presents itself as the public guardian of Russia’s historical memory.>*
The RMHS was co-founded by the Ministries of Culture and Defence. At its inau-
gural congress in March 2013, Vladimir Medinsky, the then Minister of Culture,
was elected its chairman, a position he has held ever since. Medinsky also serves
as Putin’s adviser and special envoy, including for negotiations with Ukraine.

The institution’s official mission includes researching and promoting mil-
itary history as well as preserving monuments to Russia’s military-historical
cultural heritage. Unofficially, however, it specialises in manipulating historical
narratives for political purposes and staging high-profile provocations. Many

230 ‘Tesucs! goxnaza Ha Obmiem cobparny ABH’, AkaneMus BOGHHBIX HayK, avorf.ru.

231 See the website of the Commission on Military-Historical Geography of the Russian Geographical Society: ‘Kommccns
110 BOGHHO-VICTOPIUIECKO reorpadmu’, rgo.ru.

232  See the website of the Russian Military Historical Society: rvio.histrf.ru.
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of these actions have targeted Poland. For instance, in 2014, the RMHS an-
nounced a competition on its official website to design a monument in Cracow
commemorating the Bolshevik prisoners of war from the Polish-Soviet War of
1919-22 (commonly referred to as the war of 1920). The public media reported on

a fundraising campaign for this purpose, adding that this monument could be

erected at Cracow’s Rakowicki Cemetery, which holds the remains of more than
a thousand Red Army soldiers killed during that conflict. However, the Polish

government was not informed of this initiative. In 2015, the organisation posted

a note on its website titled ‘The Battle of Grunwald, 15 July 1410 - a memorable

date in Russia’s military history’, claiming that “on this day in 1410, Russian

troops and the allied forces, Lithuanians, Poles and Czechs, defeated the German

knights at the Battle of Grunwald” and that “the Smolensk regiments withstood

the onslaught of the Teutonic Knights, deciding the battle’s outcome” (three

of the 50 banners under the command of King Wladyslaw Jagietto and Grand

Duke Vytautas of Lithuania were linked to the Smolensk Land; at that time, this

region belonged to Lithuania, which was in a union with Poland). The RMHS

also came up with the initiative to redesign the Russian section of the memorial

complex in Katyn dedicated to the Russian victims of Stalinist repression by
installing plaques commemorating Soviet prisoners of war from 1920. In 2018,
the Society organised an exhibition in Katyn entitled ‘Russia. Poland. The 20th
Century’, which highlighted the theme of ‘Polish concentration camps for Red

Army prisoners in 1919-22”.

In 2015, the organisation announced a rival project to the Great Soviet His-
torical Encyclopedia and Wikipedia - a historical platform called Ripedia (short
for ‘Russian Encyclopaedia’). Only registered experts are allowed to contribute
articles to its website. However, its interpretation of events that aligns with the
government’s official narrative has drawn criticism from historians, alongside
accusations of plagiarism.”* Medinsky also became embroiled in this controversy,
facing allegations of plagiarising his habilitation thesis.?** Independent observers
on social media have compared the RMHS’s chairman to Sergei Uvarov**® and
Joseph Goebbels, the Nazi Minister of Propaganda and Public Enlightenment.
The Society prides itself on its achievements in combatting the falsification of
Russian history. Its latest initiative, launched in 2023, is a recruitment drive

233 ‘Ounumxnonezus. Beemupunas ucropus’, w.histrf.ru; “Uro cayunnocs ¢ «Punenyeri»?’, Mup sHuukIomeauit, 23 May 2017,
encyclopedia.ru.

234 ‘Kasyc MegyHCKOTO: 4eM 3aKOHYMIICS CIIOP U3-3a JyiccepTanyy MyuHucTpa Kynsrypsl, PBK, 20 October 2017, rbe.ru;

‘Ucropux Mapx ConoHuH - 0 HoBom MuHVCTpe KyasTypsl, Idel.Peamnn, 17 October 2019, idelreal.org.

235 Sergei Uvarov was the minister of education in the Russian Empire from 1833 to 1848 and the author of the ‘orthodoxy,
autocracy, nationality’ formula. Announced in 1833, it became the ideological foundation for the policies of succes-
sive tsars, from Nicholas I onwards. It defined three pillars of the state: autocracy, the Russian Orthodox Church and
a multinational society (the Russian nation) acting as the protector of the ruling dynasty.
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for the ‘Young fighter’s course. The information front’, with “378 people from
66 regions of Russia, most of them from Donetsk Oblast and the Donetsk and
Luhansk People’s Republics” reportedly signing up for the course. The young
fighters will be trained to create educational online content under the guidance
of renowned specialists, including Dmitry Puchkov, Mikhail Onufrienko, Trofim
Tatarenkov, Ivan Kondakov, Larisa Rzhondovskaya, Yegor Yakovlev and experts
from the VKontakte network and the Komsomolskaya Pravda media group.?*

The community of Russian veterans, including those who fought in
World War II, Afghanistan and Chechnya is another important participant in
information warfare. The data on their numbers is inconsistent. According to
the Ministry of Defence, 896,806 veterans lived in Russia in 2021. However, in
2023 Labour Minister Maxim Topilin reported that his ministry provided care
for 66,000 veterans of World War II1.*” These estimates are not necessarily
contradictory, as nearly 8o years after the war’s end, the number of surviving
veterans is understandably small. It is important to remember that under the
1995 law ‘on veterans’, this group also includes support staff, military personnel
from so-called ‘other forces’, the NKVD, internal troops, security officers and
penitentiary staff. The law has been amended on several occasions and expanded
to include participants in later conflicts, such as those in Chechnya and Syria.
Most recently, in April 2023, it was revised to cover those who have fought in
Ukraine, specifically in the DNR, LNR and the Zaporizhzhia and Kherson oblasts.

Support for veterans is provided by the Ministry of Labour and Social Pro-
tection, the Ministry of Defence, the Ministry of Internal Affairs and the FSB.
A particularly prominent role is played by the ‘Victory’ Russian Organising Com-
mittee - a joint government and veteran body operating under the patronage
of the President. This institution is directly involved in developing projects and
programmes to commemorate anniversaries of the nation’s most significant
historical events.

Veterans are organised into a number of social associations under the
umbrella of the All-Russian Public Organisation ‘Union of Russian Veterans’,
which traces its origins to the Soviet Committee of War Veterans. From 1992, it
operated as the All-Russian Organisation of War and Military Service Veterans
until adopting its current name and statute in 2013. Since April 2023, it has
been chaired by General Vitaly Azarov. The union comprises over 80 sectoral
and regional associations, such as the Union of Social Veterans of the Border
Services, the Russian Union of Afghanistan Veterans and the ‘Army and Culture’

236 ‘3asepuieH npuem 3asBok Ha dopym PBUO «Kypc momozmoro 6orina. Mudopmanyonssii dport»’, The Russian Mili-
tary Historical Society, 18 September 2023, rvio.histrf.ru.

237 ‘CKOIBKO OCTan0Ch BeTepaHos Benvkor OtevecTBeHHOM BOViHEI B Poccun?’, [Tamsars [Tokonenmit, 4 May 2023, pamyat-
pokoleniy.ru.
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Russian Association.”** Given the size of the veteran population, keeping this
group under control has become a challenge for the government, which has
resorted to the promotion of so-called public-private partnerships and a range
of loyalty programmes. These offer benefits to trusted individuals (such as easier
access to sanatoriums and medication) and legal entities (such as tax breaks
for veteran-run businesses), including security companies and private military
firms. In return, veterans play an active role in the state’s military organisation
and cultivate patriotic-military rituals that reinforce submission, hierarchy,
discipline and obedience to orders within society.

It is necessary to clarify here that Russian military theorists*** employ
abroad definition of the state’s military organisation, which includes the regular
armed forces as well as so-called other forces - formations from other power
ministries (Rosgvardiya, MChS, the Federal Protective Service and other special
services), so-called peripheral military support organisations (military-patriotic
clubs, sports clubs promoting martial arts and extreme sports, cadet schools,
veterans’ organisations and foundations) and cover organisations that operate
under various legal and organisational guises. Beyond state structures, the
military organisation - or, in effect, the state’s war machine - also includes
irregular forces such as Cossack troops and volunteer units as well as private
military companies, security firms and volunteer groups for securing mass
events. These are often established by private individuals, particularly veterans
of the wars in Afghanistan and Chechnya, but they are ultimately coordinated,
funded and supported by the state, which provides resources such as shooting
ranges and parachute training facilities. Since 2014, in addition to the notorious
Wagner Group, a number of organisations which are informal and even illegal
under Russian law have fought in Ukraine. These include groups designated
as terrorist organisations, such as the far-right St. Petersburg-based Rusich
unit, and the Russian Imperial Movement Legion. Separatist forces have been
regularly bolstered by Kadyrovtsy from Chechnya, Russian Cossacks and various
volunteer units, including Orthodox brotherhoods financed by the ‘Orthodox
oligarch’ Konstantin Malofeev. Following the invasion of Ukraine, private and
state-linked military companies have proliferated. Examples include Gazprom’s
volunteer units Alexander Nevsky, Potok and Pokhodnya; Redut, a mercenary
unit contracted by the Russian Ministry of Defence and linked to Gennady

238 ‘CMcoK o6IeCcTBEHHBIX OPTaHM3ALVI - FOPUANYECKIIX L, KOUIEKTUBHBIX 41eHoB OOOB «Poccnmiicknmit Coro3 BeTe-
panos»’, Poccuitcknsi Coro3 BeTepaHoOB, SOyuzveteranov.ru.

239 See, for example: B. BapaHeHKoB, ‘TIoHsATIe, BU/bI 1 IPABOBas CYLIHOCTH BOBHHBIX Opranusanuii’, BoenHoe npaeo 2011,
voennoepravo.ru; ®. O6Hopckmit, A. KpuBeHKo, ‘K BOIrpocy o cyLIHOCTY 1 CTPYKTYPe BOEHHOV opranusanyy Poccuit’,
Becmuux Boennozo yHugepcumema 2012, no. 2(30), at: cyberleninka.ru; B. Kopskus, ‘Boennas opraHmsanys rocyaap-
CTBA: CTPYKTYpa, IpeJHasHaYeHe U IePCIeKTBBI paSBI/LTI/M', BecmHuxk soenH020 npasa, 1/2016, millaw.ru.
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Timchenko; and the so-called ‘governor’s volunteer armies’.>*° It is obvious that
these entities have operated in Ukraine with the Kremlin's consent and in its

interests. Moscow has also made veiled attempts to legalise such formations. On

25 July 2023, the Duma amended the law ‘on the circulation of weapons’. Under its

current provisions, governors, with presidential approval, can establish special

armed formations during mobilisation and martial law. These new structures,
referred to as ‘specialised enterprises’, are supposed to operate under the su-
pervision of the FSB and the Ministry of Internal Affairs. Their tasks include

supporting the power ministries in maintaining public order, guarding the state

border and combating subversive groups from foreign countries.**!

This understanding of the war machine inherently integrates political
power, military capabilities and the activities of various social and institu-
tional entities that prepare citizens for defence and, more broadly, educate
them in patriotism and military values. This was clearly seen in 2014 with the
widespread enthusiasm for the annexation of Crimea and again in March 2022
when, in a survey by the Levada Center, 81% of respondents expressed support
for Russia’s full-scale war against Ukraine.*

The patriotic fervour of the Kremlin’s propaganda has increasingly radical-
ised domestic nationalists, now referred to as ‘turbo-patriots’. They interpreted
the annexation of Crimea as a ‘Russian Spring’ and a total revolution that was
supposed to transform society. On social media, they glorified violence, dis-
played fascist symbols and demanded extreme measures regarding Ukraine.
In response, the Kremlin took decisive action by removing the ultraradicals
from the Donbas, including those from the so-called volunteer formations led
by Igor Girkin, also known as Strelkov. This move drew a chorus of criticism
from ‘patriotic’ circles. At that time, Girkin openly boasted that he had “pulled
the trigger of the war” after fighters under his command transferred from
Crimea seized Sloviansk, an event that later came to symbolise the beginning
of the Donbas occupation. A similar development occurred in July 2023, when
Girkin was arrested on charges of extremism.**

See, for example: M. KpyTos, C. ,U,OGPBIHI/IH, WaGopaTopMV[ cmepTu. «YacTHbIe» apmum Pocenm 6y/:LyLuer0', Panno Ceo-
6oza, 19 May 2023, svoboda.org; JI. Sinmaposa, A. Ilepres, A. CraBus, ‘Tpy6o rosops, Mbl Hayany BOMHY. Kak oTipaska
UBK Barzepa Ha ¢poHT omora [IpurosxyHy HalafuTh OTHOLIEHNS ¢ [Ty TMHBIM — 11 YTO TAKOE «COBSHIHCKII IIOMK».
Paccnenosanme «Mey3pi» 0 HaeMHVKax Ha BojiHe B Ykpanse , Menysa, 13 July 2022, meduza.io.

The calm after the storm. Russia following Prigozhin’s mutiny, OSW, Warszawa 2023, oswwaw.pl.

‘Kondmuxr ¢ Vkpanmoir, lesaga LleHTp, 28 April 2022, levada.ru. According to a poll by the Public Opinion Foundation
(FOM), 73% of Russian people believed the ‘operation’ was justified: ‘Vipauma. Onpoc 20 mapra), donz ObmecTseHHOE
Mauenne, 28 March 2022, fom.ru.

Prigozhin and his Wagner Group’s disapproval of Russia’s actions in eastern Ukraine gradually escalated into sharp
criticism of the leadership of the ‘special military operation’ and Putin himself as the supreme commander-in-chief.
This led to political initiatives: Prigozhin launched his march on Moscow, while Girkin founded the Club of Angry
Patriots, which was active on social media, calling for a change at the highest levels of power. See P. Siegien, ‘Girkin
aresztowany zamiast Prigozyna. Kreml prébuje pokaza¢ site Putina’, Newsweek, 23 July 2023, newsweek.pl. Inciden-
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In this context, it is worth mentioning organisations of reservists that
are not affiliated with the Union of Russian Veterans, such as the All-Russian
Officers’ Assembly, whose name harks back to the officer clubs of individual
army and navy units during the Russian Empire. Information from the organ-
isation’s now-defunct website, ooc.su, indicates that it was established in 2003
by “veterans and active members of the security structures” as an association
independent of government officials and state leadership. The founders also
considered it a continuation of the All-Army Officers’ Assembly, whose inau-
gural meeting took place in 1989 under the chairmanship of Marshal Dmitry
Yazov. Until March 2022, the Assembly was headed by Leonid Ivashov,** the
famed commander of the commando unit that in 1999 advanced from Bosnia
and Herzegovina and deployed at Pristina Airport without waiting for official
arrangements on the deployment of combined peacekeeping forces in Kosovo,
an operation that was later dubbed the ‘dash to Pristina’. Shortly before the
2022 invasion of Ukraine, General Ivashov signed an appeal addressed to Rus-
sian citizens and President Putin, warning of the consequences of a military
intervention against a “brotherly nation” which, he argued, could “threaten
Russia’s very existence as a state”.?** The Russian Ministry of Defence sharply
criticised the appeal, dismissing it as either ‘fake’ or merely an expression of
the officers’ personal views, with little resonance among the general public.
In a notice to veterans posted on the social section of its website, the ministry
emphasised that the Assembly was not a typical veterans’ organisation as it
had never helped anyone.*

In March 2022, 75-year-old Colonel Vladimir Kvachkov*’ succeeded Ivashov,
who stepped down “due to age and health reasons”. The new chairman moved the

tally, Sloviansk, which Girkin’s forces seized in 2014, was later recaptured by Ukrainian forces. Based on this, the
Kremlin's propaganda now portrays the former separatist as a traitor who surrendered the city to ‘Banderite fascists’
and caused the downfall of the Donbas uprising. See M. PogyoHos, [l. AmdaHoBa, ‘3a uto sazepsxan Urops CTpenkor’,
Tasera.Ru, 21 July 2023, gazeta.ru.

Leonid Ivashov is a general and a retired Soviet senior officer. He was involved in the planning of the war in Afghan-
istan and the suppression of Czechoslovakia. From 1996 to 2001, he headed the Main Directorate for International
Military Cooperation at Russia’s Ministry of Defence. He has consistently criticised the West and opposed NATO’s
eastward expansion. As a member of the Izborsk Club and the founder of the Party of Action and the Academy of
Geopolitical Problems, he is one of the ideologues of Russian nationalism. In January 2022, he warned Putin against
provoking a war, predicting that it would only place a moral burden on Russia and could even threaten its existence.
He also argued that the invasion of Ukraine was intended to consolidate society around a fabricated, illusory threat
from the West. In his view, the Kremlin was unable to resolve Russia’s deepening domestic problems and resorted to
war in an effort to shield itself from the risk of social unrest while protecting the interests of corrupt elites.
‘O6parenne OBIepoccuizckoro oduIepcKoro cobpaHms K IpesuIeHTy U rpaxinaHam Poccmiickoit ®emeparym -
31 fIuBaps 2022, Today it can be found, for example, on the website milnewsca.wordpress.com.

‘BasBnenne Cosera «Obuiepoccmiickoro oduuepckoro Cobpanms»: odepesHoi Geiik MM TpaKIAHCKas IO3MLMS
oduuepos Poccun’, The Ministry of Defence of the Russian Federation, mil-ru.ru.

Vladimir Kvachkov is a controversial retired colonel of military intelligence (former GRU), a doctor of military scienc-
es and a theorist of special military operations - specifically, the use of special forces to advance Russia’s political
objectives abroad. A staunch critic of Russia’s civilian and military leadership, he became a target of the country’s
judicial system. In 2005, he was arrested on charges of organising an assassination attempt on former Prime Minister
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Assembly’s blocked websites to private accounts on so-called patriotic channels
on Telegram and other social media platforms. He has criticised commanders
for what he calls unforgivable mistakes in Ukraine and has consistently reit-
erated that the fundamental mission of the Russian armed forces is a “national
liberation war against the fascist occupier seeking to exterminate Russia’s
indigenous peoples and destroy the Russian state”. Unlike Ivashov, Kvachkov
has encouraged confrontation, further radicalising the sentiments of military
officers. In late March 2022, the Assembly’s website published Kvachkov’s open
letter to officers the General Staff and the special operations command, in which
he called for “ideological support for the process of denazification, the eradica-
tion of Russophobia and the return of Malorussian lands to the Russian world”.
He asserted that the fight for ‘Malorussia’ would only be won when Russian truth
was delivered to Ukraine on tanks and infantry fighting vehicles, adding that
this was an “Orthodox truth” without which “there will be no victory - neither
military nor any other”.

In May 2022, the All-Russian Officers’ Assembly demanded a general mobi-
lisation in the areas bordering NATO countries, the establishment of territorial
defence units in these regions, an extension of military service from one year
to two and the creation of military administrative bodies in the DNR, LNR and
other occupied Ukrainian territories. The officers also called for the death penalty
for deserters, the formal recognition of the full-scale war against Ukraine and
the introduction of martial law.

In late 2022, as part of efforts to disseminate state ideology, Kvachkov au-
thored a pamphlet entitled ‘Manifesto of the Russian world’ (Manifest russkogo
mira), which focused on “organising a national ideological resistance movement
against the global liberal-fascist dictatorship and digital enslavement”. It was
published on the Assembly’s website and released as a book. After the website
was blocked, the manifesto became available on the aforementioned so-called
patriotic channels on Telegram.*

Anatoly Chubais, but was released three years later due to a lack of evidence. In 2013, as the leader of the informal
organisation called People’s Liberation Front of Russia - Minin and Pozharsky’s Militia, he was accused of planning
an armed rebellion. His original 13-year prison sentence in a penal colony was reduced to six years on appeal to the
Supreme Court. Kvachkov denied plotting a rebellion of his self-defence volunteer militia and a march on Moscow,
claiming instead that he had been training his forces to repel a foreign intervention. His views have evolved from
antisemitism (he once referred to Putin’s regime as a “judeo-despotism”) to what he now describes as Christian social-
ism, an ideology he associates with the ‘Russian world’. He has vocally criticised Russia’s current military leadership
by adopting an ultranationalist stance. In August 2023, he was charged with publicly discrediting the Russian Armed
Forces and fined 40,000 roubles. Kvachkov has written a number of books, including: Opasen vernostyu Rossii (2006),
O voyennoy doktrine i Russkoy Armii (2006), Spetsnaz Rossii (2007), Glavnaya spetsialnaya operatsiya vperedi (2009),
Kto pravit Rossiyey (2013), Strana russkikh (2014), Manifest russkogo mira (2022). Many of his books and articles have
been classified as extremist and banned from distribution.

248 ‘Obuiepoccuiickoe opuruepckoe cobparne’, VKontaktie, vk.com; Tlonxosruk Ksaukos u copaTauky’, Telegram, t.me.
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In 2023, the ‘Army of Defenders of the Fatherland’ Russian National Squad
and the Brotherhood of Veterans of Combat Operations joined the Assembly;
Kvachkov took charge of their joint headquarters. The new leadership nomi-
nated the Army’s chairman Ivan Otrakovsky, a reserve captain, as its candidate
for the 2024 presidential election. Previously, Otrakovsky had been a prom-
inent activist in the Holy Rus movement, which gained notoriety in 2012 for
organising Orthodox patrols on Moscow’s streets following the high-profile
provocative act by the Pussy Riot art collective, which performed a prayer-like
song called ‘Mother of God, Drive Putin Away’ in the Cathedral of Christ the
Saviour. Ultimately, in December 2023 the Central Electoral Commission of the
Russian Federation rejected Otrakovsky’s candidacy, citing his failure to meet
the formal requirements.

5.3. The issue of unaffiliated organisations

Unaffiliated organisations, such as the Army of the Defenders of the Fatherland,
which have openly criticised the state and military leadership while asserting
their independence, are viewed through different lenses. Their activity is not
a new phenomenon; nor is public criticism on social media over how the war
hasbeen handled. Military bloggers, often equated by commentators with war
correspondents (voenkory), were particularly vocal during the 2008 war with
Georgia and in 2014, following the withdrawal of some informal military for-
mations from the Donbas and Luhansk oblasts. They generally voiced criticism
by adopting the so-called patriotic, pro-presidential and pro-war stance: while
attacking military commanders, they hardly ever questioned Putin’s leadership
or decisions. However, Igor Girkin,** one of the most influential critics of the
Russian military, crossed this ‘red line’ by mocking Putin himself. In January
2023, he posted a 9o-minute video on Telegram claiming that “the head of the
fish has completely rotted”. A month later, he compared Putin to former Ukrain-
ian President Viktor Yanukovych, suggesting that the Russian leader may flee
“when the situation becomes critical”.

249 Igor Girkin, also known as Strelkov, fought as a volunteer on the Serbian side during the Bosnian War, supported
armed separatists in Moldova’s Transnistria and participated in both Chechen wars. According to his own statements,
he worked for the FSB from 2006 to 2013 before being transferred to the reserves with the rank of colonel as a result
of a conflict with a superior. In 2014, he was involved in the annexation of Crimea and later became the chief mili-
tary commander of the separatist forces in Donetsk, serving as the so-called defence minister of the self-proclaimed
Donetsk People’s Republic (DPR). He led special operations, including the seizure of Ukrainian administrative build-
ings in Crimea, Sloviansk and Kramatorsk. He was also responsible for the abduction of OSCE observers in April 2014.
After returning to Moscow, Girkin gained popularity as a hero of the fighting in the Donbas. He frequently appeared
on television, gave interviews and wrote articles for newspapers and websites. He took credit for igniting the armed
conflict in eastern Ukraine, stating: “I was the one who pulled the trigger of this war. If our unit hadn’t crossed the
border, everything would have ended like it did in Kharkiv and Odesa”. Girkin identifies as a monarchist.
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According to Galeotti, figures like Girkin and Kvachkov serve as spokes-
persons for competing factions within the military and security apparatus.
‘Silencing’ them would turn them into martyrs, generating media buzz and
leading to unpredictable consequences. More importantly, it would deprive
the government of a means of gauging sentiments within the power ministries.
Galeotti interpreted the government’s tolerance of media activity by Putin’s
critics as a sign of behind-the-scenes manoeuvring within the ‘court’, noting
that Shoigu and Gerasimov do not enjoy universal support in the military.
In short, what unfolds on social media reflects realpolitik and Putin’s method
of managing interest groups within his circle through ‘controlled conflicts’.?*°

The US-based Institute for the Study of War has estimated that the commu-
nity of Russian military bloggers consists of about 500 online users, mainly on
Telegram, who write about the war and push their own narratives. This group
includes individuals who support the Kremlin but criticise the Ministry of
Defence as well as those who blame Putin himself for Russia’s military failures.
Most have adopted pro-war, ethnocentric and ultrapatriotic stances. On the one
hand, they are associated with prominent nationalist ideologues; on the other,
they have links to the armed forces, Chechen units, private military companies
and proxy entities such as separatist formations."

Combined with the use of modern information technologies and channels
for reaching audiences, posts by military bloggers have become a semblance of
opinions independent of the Ministry of Defence in the Russian information space.
At times, they have diverged radically from official narratives. In recent years,
Russia’s Armed Forces have come under unprecedented criticism largely due to
the activity of these bloggers. However, claims regarding their independence
are likely overstated. To understand this, we must realise the differences in how
power functions in Russia compared to the West. In Russia, governance is shaped
by informal rules and structures. For example, all armed formations, even those
which in formal terms not subordinate to the military command, are ultimately
controlled by the special services, particularly military counterintelligence, which
is part of the FSB. Military bloggers play a similar role in the realm of informa-
tion warfare on social media. At times, they are personally briefed by Putin?*
and even hosted at the Kremlin. Their tasks include gauging sentiments within
the military, imitating independent opinions, covering up genuine criticism and
neutralising it. In this way, they set traps for domestic and foreign observers
who dismiss official narratives as unreliable and see disinformation as more
‘credible’. For example, military bloggers often amplify conspiracy theories that

250 K. Bayer, ‘Rosyjscy blogerzy wojenni: walka o wptywy na Kremlu’, DW, 4 January 2023, dw.com.
251 K. Ryncarz, ‘Rosyjscy blogerzy wojskowi silni w przestrzeni informacyjnej’, Euractiv.pl, 21 November 2022.
252 See, for example: ‘Berpeua ¢ BoenssiMy koppecniongenTamit’, President of Russia, 13 June 2023, kremlin.ru.
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reveal supposed frictions within the security apparatus: they have claimed that
the Chekists rather than the military planned the war in Ukraine and that the
armed forces and its General Staff opposed this by all available means, a narrative
that was allegedly confirmed by Ivashov. War propaganda thrives on informa-
tional noise, ranging from sharp criticism of frontline operations from radical
nationalist positions to appeals from the ‘peaceful army’ to end the fratricide.
The information activity of military bloggers is clearly aimed at the deep-
ening divisions within the Western world. In this context, nuclear threats are
a critical propaganda asset for Russia. The nuclear scare tactic, widely used as
a tool in propaganda campaigns, has also been employed by Ivashov. In an in-
terview with the Novye Izvestia newspaper, he warned of the potential use of
nuclear weapons, stressing that this would lead to a scenario where everyone
loses. He painted an apocalyptic landscape of destroyed cities and massive
casualties, playing the ‘good cop’ by emphasising the need to rule out nuclear
war under any circumstances. At the same time, acting as the ‘bad cop’, he re-
minded his readers that Russia’s military doctrine permits a first nuclear strike
if the country’s territorial integrity is threatened - a danger he considered
imminent.”* General Ivashov, like other Russian veterans and bloggers, is far
from being a pacifist. As a military man and academic in geopolitics, he views
the world through the lens of a staff map - rather soberly. This sets him apart
from the Kremlin’s spin doctors, pro-Kremlin bloggers and Kremlin-affiliated
journalists, who routinely reduce Russia’s NATO opponents to radioactive ash.
This infamous threat was coined in 2014 by Yevgeny Kiselyov, a leading state
TV propagandist, who responded to US criticism of Russia’s illegal annexation
of Crimea by declaring that “America can be turned into radioactive ash”. This
phrase has since become a fixture in Russia’s political lexicon, semantically
reflecting a cultural attitude in which human life holds little value. Returning
to Ivashov, he was likely aware that the Kremlin’s geopolitical designs in its
war against Ukraine were unattainable. Nevertheless, both he and the entire

‘turbo-patriotic’ faction associated with the ‘Z’ sign have shared the same

confrontational, anti-Western rhetoric. From their perspective, the strategic
goals of war as an extension of Russian policy remain unchanged - this is
about advancing the state’s great-power interests. These narratives are often
inconsistent. As noted by the Meduza news site, Kvachkov called for a ‘special
military operation’ in Ukraine as early as 2014.%* Yet today, he vehemently op-
poses the use of this term for Russia’s ongoing war against Ukraine, arguing

‘Tenepan-nonKoBHUK VBauios: Ceryac uzeT BBIGOP MY BOMHOM BBIHY)XIEHHOI 1 Hecrpasenansoii’, Hossle us-
Bectus, 19 February 2022, newizv.ru.

‘ArTycemut u kceHodpo6 Bragymup KBagyxos ele B 2014 romy npyssisai [IyTyHA IPOBECTY B YKPayHe «CIeLonepa-
nuo». HerHenrHgs putopuka Kpemig Bce aie oxoxxa Ha ero BBICKA3BIBAHMS , Menysa, 18 August 2023, meduza.io.
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that “This is strategic warfare! Only the strategy is missing - because Shoigu
and Gerasimov are in charge”.”® These messages also serve as an emotional
safety valve: they diffuse social discontent, boost morale and foster an online
community that claims to know better how to win and safeguard the ‘Russian
world’ against traitors and the ‘degenerate Tuvan’ (a derogatory reference to
Shoigu, an ethnic Tuvan).

Asaresult of these propaganda battles, the term ‘special military operation’
hasbeen increasingly replaced in Russia by ‘the war in Ukraine’, meaning a war
against the West and NATO rather than Ukraine itself. This shift serves several
purposes: it justifies failures and troop mobilisations while preparing citizens
for a permanent state of war and the need to endure wartime hardships. It has
also made it possible to blame the General Staff and the Ministry of Defence
for battlefield defeats by claiming that they have failed to provide adequate
resources. Meanwhile, NATO forces have been disparaged as ‘deviants’ in
contrast to the ‘healthy’ Russian military with “NATO’s combat pederasts who
are only capable of fighting with joysticks”. When Kvachkov said this, he was
obviously aware of the changing nature of warfare, but his narrative was aimed
at drawing attention and provoking collective emotions. The pro-war rhetoric
of nationalists and ultranationalists, who are eager for vengeance and blood
to avenge the humiliation of ‘Mother Russia’, aligns with the publicity-seek-
ing model employed by official propaganda. Both strive to keep the audience
focused on the war and the invincible ‘Russian world’ while recruiting soldiers
to defend it. Kvachkov has been fined for defaming the military, but he is still
free to express his viewsand does so in a theatrical manner. The law is applied
selectively: others who commit similar political crimes and offences, such as
‘discrediting the Russian armed forces’ or ‘spreading disinformation about the
Russian military and its operations’, face penalties of up to 15 years in prison.

The arrest of Girkin in July 2023, which the state media covered extensively,
was not a surprising development. Independent observers saw it as part of
the Kremlin's media operation aimed at neutralising the blow to Putin’s image
following the so-called Prigozhin march on Moscow, an event that exposed the
weakness of the president and the security and defence agencies in a spectacular
fashion. From the outset, the information campaign surrounding the march was
full of surprising twists: the initial silence, as was later explained, did not reflect
the Kremlin’s astonishment but rather the fact that it dismissed the rebellion as
insignificant. Moreover, the awkward fact of Putin's meeting with the Wagner

255 B.TlocTHOB, ‘Maxapossl Kanubpa 7,62: Bragymnp IIyTuH nIpoTus «4ecTHbIX Bosk» , The Moscow Times, 21 July 2023,
moscowtimes.ru.
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fighters was quietly ignored.”¢ After some time, a wide-ranging media campaign
was launched to discredit Prigozhin personally rather than the mercenary units
themselves. He was portrayed as a common criminal, a fraudster running illegal
businesses, violently eliminating competition and using his own media outlets to
manipulate public opinion. After Prigozhin’s death in a plane crash,?” the official
propaganda, despite suggestive ambiguities, implied that the ‘traitor’ had met
his deserved fate. Putin himself commented on the crash’s causes, confirming
that hand grenade fragments were found at the crash site. Speaking at the Val-
dai Club in Sochi in October 2023, he suggested that an explosion had occurred
onboard the plane, meaning that the Wagner fighters had blown themselves up.
He also accused the Wagner Group’s leaders, who had previously been received
at the Kremlin, of drug abuse and the mistreatment of their fighters, including
denying them social benefits. This narrative sought to undermine the earlier
portrayal of Prigozhin and Utkin as ‘defenders of the fatherland’.

For the audience of the propaganda broadcast on state television channels,
the cases of Girkin, Kvachkov and Prigozhin delivered a clear message: the
Kremlin’s patience had run out and it would no longer tolerate criticism of the
government or defeatist sentiments, even among the ‘patriots’. On social media,
these events triggered the usual wave of conflicting speculations. Some argued
that the aim was to recast Girkin and Kvachkov as anti-Putin opposition figures,
while others claimed that the special services they represented, or at least their
‘hawkish’ factions, were losing influence. The Kremlin, meanwhile, presented
itself as a defender of the ‘rule of law’: Girkin, prosecuted under Article 282 of
the Criminal Code, was sentenced in January 2024 to five years in a penal colony.
His public insults towards Putin, calling him a “coward incapable of creating
the conditions for waging war” and declaring that “the country won't survive
another six years of this mediocrity in power”, were classified as “inciting
extremism and organising extremist activities”.

5.4. The ‘Russian world’ as the conceptual basis of the hybrid warfare front

The Ministry of Defence is actively involved in propaganda activities to promote
the projected vision of the world and Russia’s place in it. This vision is shared
by the country’s government, military elites and most of its society. To this end,

256 On 29 June 2023, a three-hour meeting was reportedly held at the Kremlin between the president, members of the
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Wagner Group and Prigozhin himself. Official confirmation only came on 10 July, after the French press had published
reports on the event, suggesting an attempt to conceal it from the public. After all, Putin had met with a man he had
previously branded a traitor. For more, see The calm after the storm. Russia following Prigozhin’s mutiny, op. cit.

Prigozhin and Utkin, the Wagner Group’s commander, were killed in a plane crash on 23 August 2023. The Russian
Investigative Committee confirmed that all ten people on board lost their lives. A few days after the crash, Reuters
reported that, according to the US authorities, the aircraft carrying Prigozhin had been shot down by a surface-to-air
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the ministry has instrumentalised the deterministic interpretation of geopoli-
tics, has framed as the perpetual clash of global forces shaped by geographical,
strategic, economic, demographic and cultural factors. It has also weaponised

history, primarily to highlight the persistence of threats to the country, particu-
larly from the West. The prevailing historical and cultural narrative imposes the

conviction that Russia’s survival has been secured solely through its military

power, rooted in its capacity to mobilise significant armed forces, and a stra-
tegic depth that derives from its vast territorial expanse. Equally important is

the belief in Russia’s cultural superiority and uniqueness as an independent

civilisational centre. As described above, this conviction underpins the Russian

political and military doctrines that legitimise the subjugation of neighbouring

countries, especially those over which Russia claims ‘cultural’ rights.

These briefly outlined components have converged into a vision of a grand
civilisation synonymous with a Russian state that must be a great power not only
to ensure its own security but also to fulfil its mission. It faces constant threats
from Western civilisation, which is viewed as hostile and degenerate. The state,
also understood as a structure of power, serves as the primary reference point
for military theorists and their political, social and ideological assessments.
Today, Andrei Ilnitsky and Alexander Losev, both associated with the Ministry
of Defence, claim that:

»  Russia is a historically unique, thousand-year-old civilisation that represents
much more than just a ‘sovereign world’. For Russian civilisation (rossiyskaya
tsivilizatsiya), history and culture hold a fundamental, defining importance,
as they form the basis of the civilisational code of the Russian man (russkiy
chelovek) - in the ontological rather than ethnic sense.

[...] The Russian world is a cultural and semiotic synonym for Russian ci-
vilisation; it is a geosocial and cultural space far broader than the territory of
the Russian State (Rossiyskoye gosudarstvo). However, the State - as the core,
the central element - acts as the glue and foundation of the Russian world. This
is the essence, even the sacred foundation, of Russian civilisation (russkaya
tsivilizatsiya).

If the Russian State weakens, is destroyed or reduced to the role of a mere
service and maintenance provider, the Russian world will disappear in an in-
stant. It will be relegated to folklore, ethnicity, rituals, pleasant memories, bo-
oks, architectural monuments, etc. The empire is the form of governance that
has historically and traditionally defined our state, guaranteeing the strength
and unity of the state and Russia’s multi-ethnic nation. This is why, in shaping
ideology, we must rely on the cultural-civilisational, spiritual-religious and ge-
opolitical foundations of Russia’s thousand-year-old statehood and civilisation
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(russkaya tsivilizatsiya), based on the principle that the Russian idea (russkaya
ideya) is a concept of universal ethical standards draped in a patriotic form.>**

The terms referenced in parentheses, with adjectives that are untranslatable
into foreign languages (russkaya/rossiyskaya), are intentionally ambiguous and
used interchangeably. This is seen in the cited text, where the phrase russkaya
tsivilizatsiya appears alongside rossiyskaya tsivilizatsiya. On the one hand, this
allows the construct of the ‘Russian world’ to be interpreted as a dual offer:
directed at Russian people as the population of the Russian state (rossiyane) and
at the broader Russian-speaking community outside the country. On the other,
it blurs the line between the ‘Russkiy’ (ethnic) and ‘Rossiyskiy’ (state-related)
elements, providing a basis for the manipulative expansion of the concept of
‘Russian civilisation'. At the same time, by concealing the special status of eth-
nic Russians (russkiye), which has always been associated with Great Russian
chauvinism, this approach becomes a tool for restoring the dominance of the
Russian language and promoting the secondary Russification of environments
where its usage is in decline.

The ‘Russian world’ is a construct that turbo-patriots have eagerly em-
braced. In the aforementioned 2022 manifesto, Kvachkov explained that the
adjective russkiy (written in uppercase: RUSSKIY) plays a pivotal role because
the triune Russian nation has been the state-building nation of historic Russia
for over a thousand years. According to him, it was the Russians who created
the original state, Kievan Rus, which evolved into the Grand Duchy of Vladimir,
the Tsardom of Moscow, Imperial Russia and then the Soviet Union. In his view,
the “Zionist-liberal way of life leading to ruin”, which has been established in
both Russia and Malorossiya, collides with the traditional way of life of this
triune nation and negates the very essence of Russia’s historical statehood:

»  We - are the Russian World [original spelling retained here and below], which
is founded on the triune Russian Nation [Russkiy Narod] - Great Russians,
Malorussians and Belarusians, speaking respective dialects of the common
Russian Language [Russkiy Yazyk]. On this basis, We, the Russians, ominously
remind the world that We, together with the other indigenous peoples of our
Motherland, are a great God-bearing nation and that historic Russia is a great
global Power destined to lead the worldwide struggle against the global Evil on
our planet.

They - are the global backstage forces (mirovaya zakulisa), or, in transatlan-
tic terminology, the global ‘deep state’ allied with Satan’s dark, infernal forces.
Under the pretext of COVID restrictions, they have openly dismantled human

258 A.Jloces, A. UnbHMIIKNMIA, 'Hoqemy pycckue He cparoTcs’, TlaprameHTcKas rasera, 17 February 2022, pnp.ru.
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rights and freedoms in European and other countries. Under the pretext of fi-
ghting the coronavirus, state authorities have effectively stripped national con-
stitutional bodies of their legislative, executive and judicial power, handing it

over to the secret structures of the Global Conspiracy.

The essence of Kvachkov’s vision is encapsulated in the concept of a ‘Russian
Europe’ emerging after a victorious war in Ukraine:

”  We, the Russian World, solemnly declare that through the national liberation
war in Malorossiya-Ukraine, we are launching a struggle for Russo-Russian
(Russko-Rossiyskoye) and pan-European liberation from racial, national and so-
cial oppression. We remind Europeans that, throughout its centuries-long his-
tory, Europe was Greek in ancient times, then Roman, and in more recent his-

tory - Swedish, French and German. The time has come for a Russian Europe!**

As we can see, the pro-Kremlin stance on the ‘Russian world’ aligns with
that of the opposition. The cited military experts share an identical worldview,
much like the majority of analysts. They all advocate for a strong, authoritarian
state with a wide scope of influence. They all disdain the political, military and
social realities they live in, indulge in wishful thinking and remain convinced
that their homeland is powerful and its adversaries weak. They all stress the
need to resist hostile forces and highlight the transnational nature of Russia.
And they all envision a vast ‘living space’ for their country, extending far
beyond the borders established after the collapse of the Soviet Union, while
placing emphasis on the Russian state as the “core” and “sacred foundation of
the Russian world”. These shared traits form the basis of their participation in
the information and propaganda warfare.

The ‘Russian world’ is the flagship product of the contemporary conceptu-
alisation of realities. Such constructs shape patterns of perception and, once
entrenched in language and consciousness, contribute to a cultural code that
enables communication based on shared images of reality. They also form the es-
sence of ideological discourse, which explains facts (and unfounded ‘fake news’),
to manipulate the audience by suggesting how to interpret them. The ‘Russian
world’ undoubtedly provides a strong ideological foundation for promoting the
desired vision of the world and educating the younger generations of citizens.
This concept has been incorporated into state doctrine as the Russian state and
its security constitute the primary points of reference. It justifies policy based
on the use of force: externally, it asserts Moscow’s ‘right’ to launch armed hu-
manitarian interventions aimed at protecting Russian-speaking populations
and to expand its empire; internally, it ensures that ethnic Russians enjoy
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aprivileged ‘elder brother’ status and provides non-ethnic Russians with a sense
of great-power pride. At the same time, it facilitates the secondary mental
‘nationalisation’ of the Russian-speaking populations in the post-Soviet states.
In the Kremlin’s policy, this has been expressed in intense passportisation
campaigns, such as the one in 2007-08 targeting the populations of Abkhazia
and South Ossetia (which provided a pretext for the August 2008 military in-
tervention) and those in Crimea and the Donbas prior to the wars of 2014 and
2022. On the eve of the invasion of Ukraine in February 2022, Putin announced
that around 800,000 residents of the DNR and LNR held Russian citizenship.?*°

The propaganda appeal of the metaphorical concept of the ‘Russian world’
and its utility for the Kremlin have ensured its enduring presence in academic,
political and military discourse. Valery Tishkov, director of the Institute of
Ethnology and Anthropology at the Russian Academy of Sciences, has actively
joined the debate to promote this national myth, framing it around three pil-
lars: the Russian language, Russian/Soviet culture and historical memory, and
a sense of connection to Russia. As early as 2007, he stated that:

»  The conversation about the ‘Russian world’ must begin with a discussion about
the Russian nation (rossiyskiy narod). It created the world’s largest country,
which ranks among the world’s ten most populous countries. Our country
boasts many outstanding achievements; its contributions to global civilisation
and culture are impressive. Not all countries have managed to create a phe-
nomenon on a global scale that can be called a ‘world,” that is, a transnational
and transcontinental community united by engagement in the state’s affairs
and loyalty to its culture. Besides Russia, only Spain, France and China possess
such ‘worlds’. Perhaps Ireland and Great Britain as well.

A ‘world,” or diaspora, is not merely the sum of emigrants who left the hi-
storical state’s territory at various times and settled in different countries. [...]
An indisputable part of the Russian world consists of those who have retained
knowledge of the Russian language along with loyalty and attachment to Rus-
sia [...]. Even if they are not Russians, but Armenians, Georgians or Ukrainians

whose roots lie in both Russia and the new independent states.”"

In 2007, the concept of the ‘Russian world’ was institutionalised and the
Rossotrudnichestvo state agency and the Russkiy Mir Foundation were tasked
with promoting it, supported by countless websites and social media profiles
amplifying the official geopolitical, historical and cultural narrative. This effort
has been further reinforced by the use of paid trolls and bots. The propaganda

260 ‘JlBa rofa He3aBMCUMOCTY HapoaHbIxX pecnybank’, [To6ena PO, 21 February 2024, pobedarf.ru.
261 ‘Uto Taxoe pycckuit mup?’, PUA Hosocty, 1June 2007 (updated: 26 May 2021), ria.ru.
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image of the ‘Russian world” has continuously evolved, acquiring new conno-
tations. Initially rooted in tangible, physical markers such as territory, a Rus-
sian-speaking population and loyalty to Russia, it now also incorporates markers

that enhance its ideological value, including an Orthodox and sacred space,
a shared space of historical memory and, most recently, a civilisational space

where the inevitable clash of civilisations has been unfolding. This vision has

been bolstered by imagined geography and history: constructs such as Malo-
rossiya, Novorossiya, Taurida, the ‘triune nation’ and Russia’s statehood of more

than a thousand years have resurfaced in public discourse, evoking an imperial

past that can (and must) be restored by force to overturn the order imposed by

the alien Western civilisation. To achieve this, it is necessary to ‘de-Ukrainianise’
the ‘Russian world’ by pressing on with the Great Patriotic War against fascism,
which the West is allegedly trying to impose on Malorossiya, which is depicted

as being under the occupation of a Banderite regime.

6. Case study: the brochureIlive, I fight, I win! Rules of life in war

262
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as an example of wartime propaganda

The brochure I live, I fight, I win! Rules of life in war (Zhivu, srazhayus, pobezhdayu!
Pravila zhizni na voyne) was released in late 2022.>*> Widely distributed and re-
produced, including by local branches of the United Russia party, it was handed
out at military recruitment offices and initially featured on the official website
of Russia’s Ministry of Defence in its training section.?*® Prepared by veterans
with experience in Afghanistan and Chechnya, the brochure provides a minis-
try-recommended set of guidelines for soldiers fighting in the war in Ukraine.
Its target audience includes a broad range of conscripts, students at military
academies and personnel from various power ministries. It also exemplifies
the propaganda of victory. The introduction has a text from Frants Klintsevich,
a former political officer and public opinion leader who frequently appears on
state television and identifies himself there as the leader of the Russian Union
of Veterans of Afghanistan and Special Military Operations; he writes that the
publication addresses “wartime realities, which make up 80% of any war [...],
experiences that help you survive and win”. This text can be seen as a treasure
trove of insights into the mechanisms of Russian propaganda. Its uniqueness lies

For an excellent contribution to the text, see Professor Grzegorz Przebinda’s article ‘Czy znajdzie sie rosyjski
Remarque?’, Magazyn Gazety Wyborczej, 24-26 December 2022, at: przebindapisze.pl.

A. Pasymos, I. Kprokos, A. Kysuenos, Xusy, cpaxcaiocs, nobexcdato! [Ipasuna sxcusiu Ha soilke, The Ministry of Defence of
the Russian Federation, 2022, vvo.ric.mil.ru. This tab has been removed; today, the brochure is available on so-called
patriotic websites, such as ‘Boesoit/Iucrox.pd’, boevojlistok.ru.
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inits focus on war as praxis - real actions and the actual state of things. Above all,
however, it reveals the narrative aimed at soldiers being sent to the battlefront.

The brochure fits into the tradition and strategic culture of the Russian
military seamlessly. It is sufficient to mention that cadets from Moscow (suv-
orovtsy>**) have been promoting it in much the same way as the book by their
patron, Field Marshal Aleksandr Suvorov, entitled The science of victory (Nauka
pobezhdat),** one of military bestsellers with a large number of reprints. There
is good reason for this: the author devoted significant attention to the educa-
tion of soldiers and issues of morale and patriotism, emphasising that courage,
perseverance and resilience are quintessentially Russian traits. He also assert-
ed that soldiers of the Russian Empire should take pride in their country and
background. The book’s enduring popularity also stems from the belief among
Russian strategists that fostering the fighting spirit of soldiers and mobilising
the entire society for an intense war effort (and, ultimately, ‘victory’) must be
a continuous process pursued both during peace and war.

The war propaganda presented in the brochure emerged at a specific mo-
ment when pro-war agitation had suffered a heavy blow. The ‘partial mobilisation’
decreed by Putin on 21 September 2022 faced public opposition.”** It triggered
an exodus of individuals seeking to avoid conscription, arson attacks on mil-
itary administration buildings and, most notably, an unprecedented wave of
disapproval, unseen since the first Chechen war. This backlash was driven by
military abuses such as the conscription of students and bribes of up to 1 million
roubles for deferments as well as the failure to provide mobilised troops with
essential equipment and clothing, the non-payment of promised wages and
the deployment of recruits to the front without prior training. As a result of
mounting social tensions, support for those drafted into the military became
the number one topic for all media outlets, effectively overshadowing and
dampening criticism of the mobilisation. Needless to say, repression and fines
imposed on draft dodgers also contributed to this.

All of this once again demonstrated the critical importance of militaristic
agitation for conducting military operations. This kind of agitation can reinforce
the population’s will to fight and influence the armed forces by boosting their
fighting spirit or, conversely, it can foster pacifist sentiments. Therefore, this
publication was designed to reinvigorate war propaganda, whose priorities in-
clude maintaining public support for the Russian leadership and its war against

264 JKusy, cpascatocs, nobexcdaro! Ipasuna scusHu Ha gotive, MockoBckye CyBOPOBIIBI, MCCVU.IU.

265 Suvorov compiled his thoughts on the art of war in 1796, following the suppression of the Koiciuszko Uprising. ‘Nauka
pobezhdat’ is also available online, for example on the website of Tumpec bookstore, litres.ru.

266 For more on this issue, see K. Chawryto, I. Wisniewska, ‘Mobilisation in Russia: society’s reactions and the economic
consequences’, OSW Commentary, no. 486, 20 January 2023, osw.waw.pl.
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Ukraine as well as rallying society around Putin. For this reason, the general
public is the most important audience for the Kremlin’s war propaganda and
agitation. The tools and techniques employed as part of these efforts are aimed
at shaping the desired attitudes and behaviours.

The brochure consists of 66 short practical tips. The introductory, indoctri-
natory recommendations are a textbook example of manipulative techniques
employed as part of wartime propaganda. For instance, the first recommendation,
despite its promising title ‘What is a special military operation?’, uses standard
ambiguity: the concept isleft undefined and deliberately misrepresented using
vague terms. To recall, this term typically refers to operations conducted by spe-
cially designated, organised, trained and equipped special forces which employ
methods and techniques that go beyond the standards applied in conventional
forces. The military actions in Ukraine do not meet these defined criteria. Adding
the adjective ‘military’ to the phrase ‘special operation’ does not obscure the fact
that Russia has been conducting regular military operations and a full-scale war
in Ukraine. To illustrate the propaganda nature of this term and the flawed logic
of wartime propaganda, I will quote the following excerpt:

»”  Politicians described the Russian military’s actions in Ukraine as a special mil-
itary operation, framing it as justified under international law. For its partici-
pants, however, this is a real war - a bloody war that brings pain and the
bitterness of losses, but also the joy of victories.*”

By suggesting that the truth of soldiers differs from that of politicians and
by referring to the Russian military’s ‘operation’ as a war, and a bloody one, the
authors have committed an outright crime. In fact, this word, banned by censors
and punishable under law, appeared in the subtitle and Klintsevich’s introduc-
tion. According to the revised criminal code from March 2022, the use of this
term is equivalent to disseminating false information about the special military
operation in Ukraine, a crime that carries a penalty of 3 to 15 years in a penal
colony. However, it appears that the regulations governing this censorship do
not apply to the official and semi-official narrative, which swiftly adapts to any
fluctuations in public sentiment. When it became necessary to quickly eradi-
cate negative emotions among the population, the term ‘war’ was reintroduced
opportunistically, despite the war censorship laws not having been updated.

Another recommendation mythologised the war to obscure its real objec-
tives. The brochure’s authors departed from reality when they referred to one of
the Putin regime’s foundational myths by calling the war in Ukraine “The Great
Patriotic War 2.0". Propaganda requires a proper ideological context that is taken

267 A.H.Pasymos, IA. Kprokos, A.H. KysHenos, Kusy, cpaxcaiocs, nobesxcoaio..., op. cit., p. 8.

Chapter II. The hybrid battlegrounds of the Russian Armed Forces 156


https://boevojlistok.ru/38062-sbornik-zhivu-srazhajus-pobezhdaju-pravila-zhizni-na-vojne.html

for granted. In this case, it is built upon Russia’s messianism and its perceived
special role in world history, particularly during World War II:

»  Consider the list of countries that have imposed sanctions against us and have
been aiding the Ukrainian regime - Germany, Poland, the Czech Republic, Cro-
atia, Norway, Denmark, Japan, Italy... They have all fought against us. Today, in
Ukraine, they are exacting revenge for our Great Victory. For us, this means the
continuation of the Great Patriotic War. And we, like our forefathers in 45,

have a duty to win.**

The depiction of the war as a continuation of the victorious mission of
fathers and forefathers emphasises the existence of a broad front of Russia’s
enemies who “fought againstit” (implicitly during World War II). This narrative
imposes a suggestive cause-and-effect relationship between that war and the
invasion of Ukraine. This tactic is known as false proof. Lies justify the disin-
formation narrative that portrays the actions in Ukraine as defensive. They also
evoke emotions: positive ones directed towards one’s comrades-in-arms and
negative ones aimed at the alleged adversary. It is worth recalling that propa-
ganda seeks to provoke emotions and has little regard for facts. For this reason,
Putin justified the ‘special military operation’ as a necessary step to defend the
population against the ‘genocide’ allegedly being perpetrated by the Ukrainian
government. The euphemism ‘special military operation’ concealed the reality,
serving as a softening term for an invasion that otherwise could have provoked
fear or outrage. The use of propagandistic constructs attributed to the West, such
as ‘Nazification', ‘militarisation’, ‘genocide’ and ‘bandit terrorism’ is intended to
produce similar reactions. Most Russian people do not understand these terms,
but they sound either menacing or grandiose and, crucially, refer to contexts
that are vividly present in peacetime propaganda.

The propagandists eagerly draw on familiar themes of the West’s hostility
and the threat it poses, contrasting it with Moscow’s allegedly peaceful inten-
tions. They argue that Russia has never Russified any nation and is not currently
doing this; they claim that its actions are part of a strategy to modernise the
local communities within its multi-ethnic state. They also assert that Russia has
never waged offensive wars, only defensive and just ones. The current conflict,
they maintain, is not about trying to subjugate Ukraine; instead “Russians are
defending Russia” and saving the Ukrainian population because:

»  Ukraine as a state does not exist. What exists is the territory of the former

Ukrainian SSR, temporarily occupied by a gang of terrorists. All power there

268  Ibid, p. 8.
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is concentrated in the hands of citizens of Israel, the US and the UK, who have
organised the genocide of the indigenous population, reducing it by 20 million
people during the period of ‘independence’. To survive, people, like black Ameri-
cans in the US in the past, must work for peanuts on European plantations. Euro-
pean brothels are filled with young Ukrainian women. Men are forced to fight
against Russia. [...] This future was planned for us as well. This is why, by fight-
ing in Ukraine, we are defending Russia and saving the Ukrainian popula-
tion from the genocide unleashed by Ukrainian and Western politicians.’*

The claim about Ukraine’s non-existent statehood is based on ideas that
were previously developed and introduced into the public discourse and which
became self-evident through persistent repetition. The phrases ‘the population
of Ukraine’ and ‘indigenous inhabitants’ are used deliberately here. This lan-
guage is a legacy of Soviet propaganda, where such expressions emphasised
the lack of agency among the residents of the individual republics. The eth-
nonym ‘Ukrainians’, along with falsified statistics on the ethnic composition
of Ukrainian society, is used to undermine the Ukrainian people and discredit
their identity as being Russophobic.

»  [We read further] Not long ago, 96.7% of Ukrainians were Russians. Over 30
years of independence (nezalezhnosti), they were deprived of a proper educa-
tion, culture, their mother tongue and transformed into ‘savage’ Russophobes.
However, something Russian still remains within them. Just like us, they were
raised on the great deeds of their forefathers, who defeated fascism. They are
equally brave fighters, steadfast in defence and courageous in attack. In time,
after denazification, they will once again become Russians, but for now,
they are our enemies - unyielding and cunning. This means that they must be

pummelled until they surrender, until we achieve victory.*”

It should be emphasised that Ukrainians are not portrayed as ordinary
enemies but as their ‘savage’ variant - unyielding and cunning. They are de-
picted as inhuman and unworthy of mercy. The theme of dehumanising the
enemy, reducing them to ‘subhumans’, was a consistent feature of Nazi racist
propaganda. The ‘savage Russophobe’ is both an external and internal enemy
(Ukrainians allegedly borrowed courage and resilience from Russians), which
makes them very strong and very weak simultaneously. The theme of “Ukraini-
ans meaning Russians” also appears in the brochure’s conclusion as its ‘obvious’
final argument: “Sooner or later, Ukrainians will once again become Russians.
Because they have always been Russians”.

269 Ibid.
270 Ibid, p. 9.
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While asserting that current Ukrainian soldiers will once again stand shoul-
der to shoulder with Russian troops against the West, which allegedly provoked
this “fratricidal war”,”” the propagandists claimed adherence to the principles
of international law, which mandates the humane treatment of civilians. Spe-
cifically, they referenced the Geneva Conventions on the protection of war
victims and their Additional Protocol. However, they conveniently omitted that
these acts relate to occupation law and are crucial for holding Russia account-
able for war crimes and prosecuting their perpetrators. Instead, they turned
the conventions on their head, interpreting them as instructions for killing.
They conflated civilians with the military by alleging that the widespread acts
of protest, sabotage, espionage and subversion by the local population in the
‘liberated territories’ were orchestrated by the command centres of the Armed
Forces and Security Service of Ukraine. Consequently, invoking Article 45 of
the Additional Protocol to the Geneva Conventions, they asserted that civilians
hindering Russian soldiers in their duties should be treated as combatants and
prisoners of war. Moreover, they insisted that the occupying forces should fire
on the local population in situations where it poses a threat to their life and
health. After sanctioning the killing of civilians, they further declared, citing
Article 46 of the same Additional Protocol, that those acting against the Russian
military during combat operations forfeit their right to prisoner-of-war status,
with all the resulting consequences.*”

The brochure’s indoctrinatory sections reinforced all the familiar themes
of the ‘just war’ propaganda: the demilitarisation and denazification of Ukraine,
the need to ensure Russia’s national security, the liberating mission of its armed
forces, the pathological Russophobia of the countries of Central and Eastern
European, the eastward expansion of the West and NATO, which foster hatred
against Russia and support Nazism in Ukraine, as well as the struggle against the

“satanic West” and the “battle of good versus evil” in Russia’s “holy war”, a theme
that has featured particularly prominently on Orthodox websites. The notion
that the war against Ukraine is a ‘holy war’ has been affirmed by the authority
of the Commander-in-Chief of the Russian Armed Forces. Recommendation
65 quoted Putin in the title: “We will go to heaven and they will simplydie like
dogs”,”” followed by an explanation of his words:

»”  Today, Russia and its soldiers are fighting on the side of Good, as proven by the

fact that thousands of Russians of all nationalities and various faiths have vol-

271 Ibid, p. 55.
272 Ibid, p.17.
273 He made these remarks during the annual meeting of the Valdai Club in 2018, stating: “We, as martyrs, will go to
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cpoxuyt”. TlyTus Ha “Bangae”, BBC News Pycckast cinysx6a, 18 October 2018, bbc.com/russian.

Chapter II. The hybrid battlegrounds of the Russian Armed Forces 159


https://www.bbc.com/russian/media-45903216
https://www.bbc.com/russian/media-45903216

untarily, following the call of their conscience, joined the military ranks to com-
bat evil. This happened only once before: during the Great Patriotic War, when
our forefathers fought against rampant fascism. Today [...] we are fighting
Ukrainian nationalism and the global Satanism that supports it. And our
President was certainly not joking when he said that we, as martyrs, will
go to heaven, and they will simply die liake dogs. Surely, Putin knows some-
thing that cannot be disclosed yet.?”*

This war has revived the cult of martyrdom, which is promoted by the
Orthodox Church and the military. For example, Andrei IInitsky, an adviser to
Defence Minister Shoigu, has argued that dying on the battlefield is a reward
for heroic combat. Invoking the words of the Gospel, he framed his militant
philosophy within the context of faith: “There is no greater sacrifice than to give
one’s life for one’s fellow fighters, for family and home, for the nation, for the
Motherland. Greater love has no one than this: to lay down one’s life for one’s
friends. (Gospel of John 15:13). The meaning of life lies not only in life itself - it
lies beyond it”.?”*

Putin also argues that Russians “live to fight” and die with dignity, whereas
their enemies “simply drop dead” - like animals. Here, the glorification of death
isintertwined with praise for the supreme commander. The implied message,
imbued with conspiratorial undertones, is reinforced by the authority of the
president, who “certainly knows more and better”. The propaganda technique
that appeals to the authority of a leader or a respected state institution is
known astestimonial. In Russia, this method is used extensively, as shown
by the direct involvement of Putin and other top politicians in propaganda
campaigns.

The authors of the text move seamlessly from metaphysical themes to the
realities of war. The fighters for Good confronting the forces of “global Satanism”
face an exceptionally challenging mission: “The West has been preparing Ukraine
for war against Russia for 30 years”. According to the text, the West has chosen
the vilest strategy: just like the Nazis, it has set up defensive strongholds in pop-
ulated areas, deploying tactical groups supported by artillery, sabotage units and
advanced reconnaissance and communication systems. These strongpoints are
equipped with cable Internet, enabling online observation and the transmission
of fire orders. The defending forces also use NATO’s missile and artillery systems,
night vision devices and thermal imaging equipment.

In the context of the patriotic rhetoric about the “second army in the
world”, equipped with “state-of-the-art, next-generation weaponry”, and

274 A.Pasymos, I. Kprokos, A. KysHenos, JXusy, cpaxcacs, nobexcoar..., op. cit., p. 5.
275 A. WnpHuukwmii, ‘Upeonorns Hacrosuero, [lapramenTckas rasera, 18 March 2023, pnp.ru.
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Ukraine’s “NATO-standard” equipment, the next recommendation addressed
to commanders may come as a surprise. The authors suggested that they should
carry a complete set of spare batteries for radios, a good pair of binoculars, a GPS
navigator, a laser rangefinder, thermal imaging goggles and power supplies
for these devices. Amidst the pervasive wartime censorship in the media, the
following statement is particularly surprising: “The Ministry of Defence does
not provide these gadgets; the commander has to purchase them on his own.
It is time to accept that the commander, like any professional, must have his
own personal work tools”.”¢ Thus, the image created by Russian propaganda,
an unrealistic, imagined world of ideological pretence, collided with the harsh
reality on the ground. There is a clear dissonance between the public’s fasci-
nation with cutting-edge technologies, which evoke emotions, admiration and
appreciation among Russian people, and the basic limitations faced by soldiers
fighting in a ‘real” war.

The quoted passage highlights the challenges faced by the ministry of
defence and the stark gap between the propaganda of an ‘invincible army’ and
the grim reality on the front lines. This became clear in the first weeks of the
invasion of Ukraine, as it quickly turned out that Russia did not have enough
professional soldiers and was deploying conscripts to the battlefield. Facing
equipment shortages, it resorted to sourcing supplies from abroad, notably
by purchasing Iranian-made Shahed-136 drones. Moreover, mobilised troops
were inadequately equipped, lacking essentials such as winter uniforms. It also
emerged that military rations had expiration dates as early as 2007 and that
some tanks were missing critical parts, such as electronic components, which
had likely been sold on the black market.?””

Subsequent reports in local media outlets revealed that maintaining even
minimal standards for clothing required coercing ‘loyalty’ from oligarchs.
According to the website of the Sverdlovsk branch of United Russia, its chairman
arranged the purchase of winter uniforms for recruits. A local businessman,
Aleksandr Nikiforov, director of the Tagansky Riad holding, personally bought
100 sets. He also provided each mobilised soldier with a copy of the brochure I live,
Ifight, Iwin!. On 1 December 2022, during a meeting with troops departing for
Ukraine, veterans of the Chechen wars shared their experiences. One of them,
Sergeant Konstantin C., praised the oligarch while admiring the quality of the
winter jackets and insulated rubber boots, saying: “When heading to the front

276 A.Pasymos, I. Kprokos, A. KysHeros, XXusy, cpascaiocs, nobexcdaio..., op. cit., p. 13.
277 S.Hedlund, ‘The collapse of the Russian military machine’, Geopolitical Intelligence Services, 2 May 2022, gisreports-
online.com.
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in the North Caucasus in 1999, we could not have dreamed of such uniforms. In
combat situations, this assistance is invaluable”.?”®

Incidentally, actions of this kind discredited the Russian defence ministry
and revealed the inefficiency of its mobilisation efforts. This topic was picked
up by Ukrainian intelligence and Western agencies, which highlighted the fact
that Russia was deploying old, malfunctioning Soviet-era military equipment
while its soldiers were ‘dressed like the homeless’ and had to personally procure
dressings and underwear.”” Even Putin addressed this issue, reprimanding the
defence ministry’s leadership: “Equipment, specialised tools and gear for partic-
ipants in the special military operation should not only be available but should
also be comfortable, effective and modern”.?*° Despite his appeal, traditional
foot wraps made a return to the front lines, as reflected in recommendation 43:

“The foot wrap is your friend”.

»”  Socks last 2-3 days in boots. When they become unusable and you have no spare
ones, you can use foot wraps made from soft fabric. Pieces measuring 36 x 75 cm
can be cut from bedsheets, flannel shirts, or sports jerseys. It is important for
these pieces to be free of seams and sharp edges that could cause foot abrasions.
Foot wraps take up more space in the footwear. If they become soaked, they
can easily be rewrapped: wrap the dry part around your foot and the wet part
around your shin to minimise chafing during long marches. You can wear wet
boots over dry socks and foot wraps, but never the other way around. During
troop relocations, you can dry foot wraps on your body under the outer layer of
clothing.

This set of instructions provides some insight into the current state of the
Russian armed forces: in the 21st century, they continue to suffer from the same
trench plagues and hardships that afflicted Second World War Soviet troops
and, even earlier, Tsarist-era soldiers. One new threat has emerged: “an idiot
with a mobile phone becomes their own enemy” as they can be tracked by the
adversary. Otherwise, problems have remained unchanged for centuries: these
include hunger and insufficient supplies, as demonstrated by warnings against
consuming an entire daily food ration at once or filling one’s stomach with items
found in abandoned houses. Lice, infectious diseases, alcoholism and untreated
wounds are still widespread in the trenches. Soldiers are given instructions for
dealing with body lice that may be sound but are in fact unworkable under field

278 ‘Cepreit Menexun nepenan sumHee obmyHgupoBanue ans mobuansosanHsix, 1 December 2022, United Russia -
Sverdlovsk Oblast, sverdlovsk.er.ru.

279 M. Tomaszkiewicz, ‘Wyposazenie Rosjan na wojne w Ukrainie. Kredki, flamastry ilatarki z ZSRR’, Radio ZET, 3 March
2022, wiadomosci.radiozet.pl.
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conditions. For example, lice can be eradicated by boiling underwear for an hour

inabarrel or pot over an open fire, cleaning it with petrol, freezing it for about 12

hours, or burying it in the ground while leaving a small piece of fabric exposed

on the surface for the lice to gather.”” There is also a lot of wishful thinking in

the recommendation that alcohol be used strictly for personal hygiene or for
“softening” stiff military boots.

In this propaganda narrative, war also resembles a survival camp. Soldiers
are advised to bring only a tourniquet, an individual first-aid kitora5cm x 10 m
bandage, a set of plasters of various sizes, 2-3 packs of gauze and loperamide
for gastrointestinal issues. Antihistamines are more useful than dressings as

“from the summer until the first frosts, a strong allergen, ragweed, remains
in bloom” in Ukraine. In addition, “even in the harshest conditions of trench
warfare, in the cold, while wearing wet and freezing clothing, soldiers do not
fall ill. Therefore, carrying a full set of medications is pointless”.

As a result, the truth about the reality on the front lines in the occupied
territories of Ukraine (which are, for example, deprived of medical care due
to the mobilisation of doctors) reaches the Russian public only indirectly. This
conclusion is supported by a recommendation adopted during a meeting of the
Russian Security Council on 7 December 2022, which stated that “the Ministry
of Defence of the Russian Federation, together with the Ministry of Health of
the Russian Federation and the executive authorities of the DNR, LNR and the
Zaporizhzhia and Kherson oblasts, have been obliged to present proposals on
exemptions from military duty for prosthetists, orthopaedists and doctors of
other specialisations mobilised for service in the ranks of the Armed Forces of
the Russian Federation”.”*

In this context, the guide under discussion leads to the conclusion that
the presented reality has been manipulated and crafted to serve the war’s
needs. War greatly increases the demand for propaganda, which begins to
spread hate speech without the restraints and limitations imposed during
peacetime. The language of war is designed to drive military success: it fuels
hatred towards the enemy, turns victims into perpetrators, speaks on behalf
of everyone and disregards logic and consistency in presenting the imagined
world. It favours non-substantive argumentation which is inherently selective,
offering narratives and ‘images’ aligned with top-down directives and which
appeals to emotions: positive when referring to one’s own camp (US) and neg-
ative towards the OTHER side (THEM). Distorted and falsified representations
create the intended reality, influencing the motivations and attitudes of the

281 A.Pasymos, I. Kprokos, A. Kysteros, XXuey, cpascaiocs, nobexcdai..., op. cit., pp. 41-42.
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President of Russia, 12 January 2023, kremlin.ru.
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audience. Language becomes a weapon of war while the information sphere
serves as one of the theatres of armed conflict. Russian strategists emphasise
that the significance of this domain will only continue to grow; after all, it is
possible to win the information war (that is, to gain an advantage in the media
and political spheres) while suffering defeat on the battlefield.

7. Summary: the ‘Russian code’ is a code of war

In 2014, a propaganda-infused society reacted as the Kremlin had expected. “The

Russian code worked”, the conceptual architects declared in triumph. The pop-
ulation’s wartime reflexes were further reinforced by the persistent construct

of the victorious Great Patriotic War, solidified by the military propaganda

machine and a military-patriotic education. Russian people became convinced

that the West had been pursuing a project to turn Ukraine into an ‘anti-Russia’.
They were persuaded that the post-Soviet space is an exclusive sphere of Russia’s

influence and that the dismantling of the Yalta order in Europe was a humiliation

for Russia. The war in Ukraine, they were told, would allow Russia to restore

‘historical justice’ and reclaim the victory won in World War II, which the West

is seeking to usurp from Russia.

Concepts such as the ‘Russian world’, ‘anti-Russia’ and the ‘triune nation’,
which are lexical units referring to the realm of ideology and shaping human
consciousness on that level, have been described by Professor Hasan Huseynov
as ideologemes. A dedicated scholar of Russian political discourse, Huseynov
has authored a number of books and articles on this subject. In a 2015 paper,
he noted that Russia’s propaganda machine, operating at full capacity, creates
avirtual product: the readiness to kill and die for the wrongs allegedly inflicted
upon Russia by neighbouring countries, Europe and the United States. These
‘wrongs’ have never been clearly defined, even as their supposed consequenc-
es have been relentlessly highlighted: the restriction of Russia’s living space’
and the destruction of the ‘sacred integrity of the Russian world’. According
to Huseynov, “This is a simple mechanism through which Putin and his circle
instil in Russian citizens contempt for international law, along with a complex
of being the victimised bearers of the highest values. Such complexes, as the
narrative suggests, can only be alleviated by force - through a military onslaught
against Ukraine...”.”*

283 T.TyceitHos, ‘Dammsanys antudarnsma, min kak Poceniickas Qefepanys IerUTUMMpPYeT 3axBaT YkpanHsl. damm-
CTCKMIT operid S3bIKa: MaHAIIT 1 MaHuakansHsil, Tegrep, 23 March 2015, gefter.ru. The text was originally pub-
lished in German: G. Gusejnov, ‘Die Faschisierung des Antifaschismus oder wie die Russische Féderation die Okkupa-
tion der Ukraine legitimiert’, Beton International, 10 March 2015, no. 2.
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These effects of ideological and psychological influence have shaped the
current state of the Russian public consciousness. Russian people have supported
the policy of unlawful border changes and human rights violations in Abkhazia,
South Ossetia, the Donbas, Luhansk and Crimea. In essence, they have endorsed
the ‘right to lawlessness’, demanding recognition of Russia’s territorial seizures
and spheres of influence, as well as the restoration of the European security
architecture to its pre-1991 state - a demand that Putin made in his December
2021 ultimatum to NATO and the United States. These societal attitudes are
largely the result of the theoretical and practical efforts of the Russian ministry
of defence, including its affiliated analysts and bloggers such as Ilnitsky and
Kvachkov. These figures have been propagating the belief that the presidential
power centre can arbitrarily determine what constitutes a threat to the state.
By invoking fictitious threats, they have sharpened a narrative which effectively
amounts to war propaganda, which is prohibited under international law.*

284 ‘26. Zakaz propagandy wojennej, podzegania nienawiéci na tle rasowym, religijnym czy narodowyn’, Polski Instytut
Praw Czlowieka i Biznesu, pihrb.org.
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Chapter III






Methods as old as Russia: on Russian strategic culture

1.

Overview of the issue

In the previous chapters, I focused on the current conditions shaping the theory
and practice of Russian information warfare. Applying the systemic analysis
method, I emphasised that, in Russia information security is seen as a key
factor in ensuring the stability of the political system. However, this approach
produces certain limitations certain limitations, as it restricts the timeframe
to Putin’s rule, which began in 2000. Meanwhile, today’s arena of information
warfare often features constructs from previous conflicts, particularly those
of the Cold War era, but also from even earlier periods. They return like boo-
merangs, gaining sharper edges and new meanings. This is especially striking in
cultural and civilisational contexts, which also reveal the similarities between
historical and contemporary experiences. For example, when Russia entered
the Crimean War under the pretext of defending the Orthodox Slavic population,
Tsar Nicholas I issued a manifesto on 14 June 1853, entitled ‘On the movement
of Russian troops into the Danubian Principalities’, stressing that “We do not
seek territorial gains - Russia does not need them. We seek justice, redress for
such a blatant violation of the law”.

Thus began the just war’ which mobilised supporters of Slavophilism. They
amplified their calls for the ‘liberation of the Slavs’, urged the ruler to crown
himself in Tsargrad (their term for Constantinople) and called for all Slavs to
be united under the Russian sceptre. Meanwhile, poets composed celebratory
odes. In 1854, Alexei Khomyakov wrote a poem titled ‘To Russia’, emphasis-
ing its messianic mission: “God has called you to a holy war, / Our Lord has
favoured you, / He has given you invincible strength...”. That same year, Pyotr
Vyazemsky, a friend of Alexander Pushkin and the first president of the Russian
Historical Society, published a collection entitled ‘To arms’, calling for the Slavs
to be liberated from the Turkish yoke. An anthology of patriotic poetry called
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God Is with Us,*** was also released in 1854. It carried a more varied message:
pathos-filled references to Suvorov’s campaigns and Napoleon’s 1812 invasion
which glorified Russia stood alongside works that condemned the ‘treacherous
policies of the West'. The anthology’s title echoed a phrase attributed to Alexan-
der Suvorov: “We are Russians. God is with us”. Tsar Nicholas I popularised it
in his manifestos: during the Crimean War, he proclaimed successive crusades
against Western godlessness, anarchy and moral decay. Over time, it became
an iconic phrase as it perfectly encapsulates the essence of the ‘Russian idea’ -
from the monk Philotheus and his concept of the ‘Third Rome’ to today’s notion
of the ‘Russian world’.

Poetry from that era can be found in modern collections of wartime songs.?*
There is also a contemporary equivalent of the Slavophile collection of patriotic
poetry - an anthology titled IToZu1ViOii - [To6eda! (Call Sign - Victory!). The ec-
lectic mix of Cyrillic and Latin letters in the Russian title emphasises the new
wartime symbolism associated with Latin characters: Z, V and O. More precisely,
this anthology consists of four volumes of poetry dedicated to participants in
the ‘special military operation’ which were published in 2022. Prepared under
the patronage of the Union of Russian Writers and funded by the Presidential
Foundation for Cultural Initiatives, they have been distributed among soldiers
in hospitals, at military academies and at military-run patriotic education
centres. This initiative is on an unprecedented scale: it includes poems by more
than a hundred authors “from all Russian regions, including the Luhansk and
Donetsk People’s Republics”, as stated?®” website of the Union, whose mission
includes “restoring which was severed by the collapse of the USSR”.***

In this chapter, moving beyond the previously defined timeframe, I will
attempt to present the issue within its historical and cultural context. This
perspective suggests that Russia’s strategic culture is deeply rooted and that
the capital of its war culture has been accumulated over centuries. In any case,
its manifestations examined below have reappeared time and again in different
historical and cultural periods.

H. IMamosanoBa, ‘KpsIMcKas BOJHAa B XyZOKECTBEHHOM TBOpYeCTBe BeTepaHOB 1812 roja (mo mpousBeleHMIM
I1. A. Basemckoro u . H. Tnuuxu)’, Yenosek u kynsmypa no. 2/2018, at: cyberleninka.ru.
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2.

The essence of Russian strategic culture

2.1. Defining features

289

290
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292

Specialists in information warfare recognised the importance of the cultural
factor centuries ago. Today, it is typically analysed within the paradigm of stra-
tegic culture. The term ‘strategic culture’ itself is relatively new. It emerged from
American academic discourse, which was influenced in the 1960s and 1970s by
the rise of cultural anthropology, a discipline represented in the US by Clifford
Geertz.”* Broadly speaking, this term refers to the relationship between political
culture and the strategy of using military force for political purposes. It first ap-
peared toward the end of the Cold War as a result of efforts by RAND analysts to
understand the Soviet Union’s responses to the new US nuclear doctrine. In 1977,
Jack Snyder, a pioneer in this field, concluded that these reactions could not be
explained within the framework of political realism, but could be understood
through a cultural paradigm. He defined strategic culture as “the sum of ideas,
emotionally conditioned answers and patterns of habitual behaviour that mem-
bers of a national security community with regard to the nuclear threats”.>°
Subsequent efforts by Western analysts to refine the concept led to its evolution.””!
In their view,”? Soviet-Russian strategic culture was characterised by several
key features: a relentless pursuit of ‘total’ national security without regard
for the security of other nations, the assumption that international politics is
a constant struggle for dominance and power, with war and peace as its differ-
ent phases, the belief that military strength is never high enough (this fuelled
a continuous arms race), the mythologisation of the Russian military’s valour
and effectiveness, a reluctance to make any concessions of their own, even in
response to concessions from other countries, and a persistent ‘expectation’
of war among both military strategists and the civilian government.

The Soviet Union’s strategic culture during the Cold War can be most
concisely described as a “culture of a besieged fortress and a perpetual victim

For more detail, see WJ. Burszta, ‘Clifford Geertz (1926-2006). Odejécie Mistrza’, Kultura Popularna 2006, no. 4(18),
at: open.icm.edu.pl.

J.L. Snyder, “The Soviet Strategic Culture: implications for Limited Nuclear Operation’, Rand Corporation, Santa Monica
1977, pp- 8-9.
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kowo-Wschodniej 2020, no. 18, at: ies.lublin.pl.

For example, see C.S. Gray, ‘National Style in Strategy. The American Example’, International Security 1981, Vol. 6, No. 2,
at: robertsmecnamaracomwordpress.com. For a comprehensive discussion of the article, see ]. Czaja, Kulturowy wy-
miar bezpieczeristwa. Aspekty teoretyczne i praktyczne, Krakéw 2013, pp. 250-263, at: repozytorium.ka.edu.pl.
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of external aggression”. It was largely shaped by propaganda-driven fears and

sentiments as well as the militant nature of the communist superpower. Later,
researchers identified additional factors, such as the vastness of the country’s

territory and the authoritarian regime’s deep-seated fear of revolt. They also

pointed to the alienation and passivity of the population, which the regime kept

in a constant state of mobilisation, and the influence of the imperial experience -
the collective memory of the empire’s territorial gains and its collapsesin 1917

and 1991. This was an expansionist experience: in every case, efforts to create

buffer security zones ultimately led to their annexation. Most contemporary
theorists also highlight the enduring nature of Russian strategic culture across

the centuries, regardless of the state’s political system - whether it was the

Russian Empire, the Soviet Union or the Russian Federation.

Polish researchers have examined strategic culture in the context of Po-
land’s accession to the EU and NATO as well as globalisation and its impact on
international relations.?” Reflecting on the future relationship between the ki-
netic and informational dimensions of warfare, General Stanistaw Koziej placed
this issue within the context of security philosophy, the information revolution
and the revival of.** Former director of the Centre for Eastern Studies (OSW),
Olaf Osica, analysed strategic culture as a three-layered structure consisting of:

1. cultural patterns - experiences, ideas, values and goals shaped through
historical processes,

2. political signposts - perceptions of the international environment, available
policy options and strategic courses of action,

3. modes of thinking and legitimising security-related political decisions,
including the approach to the use of force.

The last of these layers also includes the manner of articulating security-
related thoughts or, in other words, the narrative style.?*®

Although Russian strategic culture has been examined by scholars from
various fields - including military theorists, political scientists, cultural stud-
ies experts, media researchers and historians - it has been under-explored in
analytical research. In recent years, interest in this subject has surged, largely
due to Russia’s invasion of Ukraine. This ‘pressing’ contemporary context has
introduced new aspects into the discussion. For example, Piotr Grochmalski,

293 See, for example, L. Zacher, Globalne problemy wspétczesnosci: interpretacje i przyktady, Lublin 1992; B. Balcerowicz,
Pokdj i ,nie-pokdj” na progu XXI wieku, Warszawa 2002, pp. 90-98; R. Kuzniar, ‘Globalizacja, geopolityka i polityka za-
graniczna’, Sprawy Miedzynarodowe 2000, no. 1; A. Bégdat-Brzezinska, ‘Kategorie globalizacji w nauce o stosunkach
miedzynarodowych’, Sprawy Migdzynarodowe 2001, no. 1-2.

294 S.Koziej, Miedzy piektem a rajem. Szare bezpieczeristwo na progu XXI wieku, Torun 2008, p. 24.

295 0. Osica, ‘Polska wobec operacji NATO i polityki bezpieczeristwa i obronnej UE’ [in:] K. Malinowski (ed.), Kultura
bezpieczeristwa narodowego w Polsce i w Niemczech, Poznan 2003, p. 103.
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director of the Institute of Strategic Studies at the Warsaw-based War Studies
University, has refined the concept by highlighting the role of psychological
tools in Russia’s operational art:

»”  Traditionally, Russian strategic culture has emphasised the demonstrative use
of violence as a psychological tool to influence the adversary. One example is
Field Marshal Alexander Suvorov’s 1794 massacre of Praga [a district of War-
saw, located on the east bank of the Vistula River], which was intended to break
the will of Warsaw’s defenders and resulted in the slaughter of 20,000 civilians.
Suvorov happens to be Vladimir Putin’s favourite historical figure. The use of
extreme violence as a major component of operational art was well document-
ed by journalists during the First Chechen War, when mass killings of civil-
ians occurred during urban assaults. At the same time, Russian commanders
displayed a blatant disregard for their fallen soldiers. Aslan Maskhadov, who
led the Chechen forces, repeatedly offered temporary ceasefires so that Russian
troops could recover their dead. Hundreds of bodies were left on the streets of
Grozny. Maskhadov personally knew many Russian commanders; he had served
as a colonel in the Soviet army. And yet, the Russians allowed wild animals to
tear apart the bodies of their soldiers. Therefore, the disregard for their own
casualties in Ukraine is neither new nor surprising; it is deeply rooted in the

imperial traditions of the Russian state.?**

Jan Czaja*” has offered the broadest definition of Russian strategic culture,
examining it in close connection with political culture. As the author of fun-
damental works on the cultural dimension of security, he argues that strategic
culture is essentially the culture of national security. In his view, this term
refers to the perception of security threats and the methods of countering and
eliminating them, including through the use of force. He argues that Russia’s
political culture is a fusion of Tsarist autocracy, alack of democratic traditions,
great-power arrogance, communist totalitarianism and the once-powerful in-
fluence of the Orthodox Church, which is now experiencing a resurgence owing
to state support. It also encompasses ‘managed democracy’ (guided democracy),
the factor of military power, a distinctive politics of memory based on the re-
interpretation of both events and facts and also the traditions of authoritarian
central rule that imposes a one-way, top-down relations between the state and
its citizens. This is a classic system of subordinating citizens to the state’s au-
thority. It also determines how social and political conflicts are resolved - most

296 ‘Rosja chce zdestabilizowa¢ caty $wiat’, Nasz Dziennik, 11 March 2022, naszdziennik.pl.
297 J. Czaja, Bezpieczeristwo kulturowe. Zarys problematyki, Krakéw 2004; idem, Kulturowe czynniki bezpieczeristwa, Krakéw
2008; idem, Kulturowy wymiar bezpieczeristwa. Aspekty teoretyczne i praktyczne, Krakéw 2013, at: repozytorium.ka.edu.pl.
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often through struggle, intrigue and manoeuvring, where force is the method
preferred to dialogue and negotiation.

Most researchers emphasise that Russian strategic culture has been shaped
by diverse influences, particularly those deeply rooted in , shared by both the
elites and the general public, that only an authoritarian, hierarchical government
can maintain effective control in the country. Agata Wlodkowska-Bagan has
offered her own classification of these influences, dividing them into material
components, such as territory, natural resources and economic, military and
social potential, and non-material factors, including history, experiences in
relations with other countries, religion, traditions, values, and also symbols
and myths embedded in the collective ‘historical memory’. This memory does
not necessarily reflect actual historical events but rather how they have been
remembered.”® She classifies all these factors as internal. With regard to the
external (international) determinants, she mentions geographical location,
neighbouring countries, the regional balance of power and membership in
international organisations. The following table summarises the findings so far.

TABLE 2. Sources of strategic culture

Physical components Political components Cultural components
Geographical environment  Historical experiences in relations Myths and symbols, stereotypes, values,
with other countries religion, traditions

National territory, climate Political system, including authoritarian ~ Managing public opinion through
traditions science and culture

Natural resources Regional balance of power, membership  Cult of victory, power and the military
in international organisations

Social potential State military organisation Pursuit of security without regard
for the security of other countries

Economic potential Role of force in international relations, Communication style in defence matters
violence as a tool to influence opponents

Modern technologies Approach to international law Great-power historical memory

Source: J.S. Lantis, D. Howlett, ‘Kultura strategiczna’ [in:] Strategia we wspétczesnym swiecie. Wprowadzenie do studiéw strate-
gicznych, Krakéw 2009; R. Ktaczyniski, Strategia polityczna Federacji Rosyjskiej wobec Biatorusii Ukrainy od 1990 do kwietnia 2014,
op. cit.; A. Wlodkowska-Bagan, ‘Kultura strategiczna in statu nascendi. Casus Ukrainy’, op. cit.

Strategic culture helps explain the reasons behind Russia’s armed aggres-
sion against Ukraine. More broadly, it sheds light on the enduring principles of
its military doctrine, which are rooted in the aforementioned ‘besieged fortress’
syndrome, the prioritisation of domestic political security over other aspects of

298 A. Wiodkowska-Bagan, ‘Kultura strategiczna in statu nascendi. Casus Ukrainy’, op. cit.
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state security (external, social and economic), the continuous effort to ensure
the population remains prepared for mobilisation and, most notably, the threat
perception outlined in the previous chapters. For the Russian government,
the spectre of the regime’s delegitimisation (a key factor in the collapse of the
Russian Empire in 1917 and the Soviet Union in 1991) and the population’s
radicalisation appear more threatening than economic or demographic decline.
Strategic culture also clarifies the inconsistencies and anachronisms in the
official narrative and the doctrine’s language, which are difficult to interpret
through the lens of political realism. Like the Soviet Union before it, Russia, as
a global nuclear power, continues to frame its actions as a struggle for peace,
global denuclearisation, the demilitarisation of space and the information sphere,

and the defence of its own values and model of development.

The theory and practice of information warfare expand the characteristics
of Russian strategic culture to include:

1. the belief that the rise of Russia’s power depends on external factors,

2. atendency to secure state interests through pre-emptive actions, including
the extra-legal use of force,

3. a legalisation syndrome - the desire to create a facade of legal resolution
for disputed issues, such as incorporating Abkhazia, South Ossetia, the DNR
and the LNR into a shared security space with Russia,

4. the imposition of limited sovereignty on neighbouring and allied countries
(the ‘near abroad’ doctrine and the concept of the ‘Russian world’),

5. the cult of the military, which organises civilian life around military norms
(patriotic-military education for young people, the militarisation of state
and social institutions),

6. the mythologisation of an imagined (projected) history and geographical
space through concepts such as Eurasian Rus, Novorossiya and the DNR, etc.,

7. and most importantly, the enduring role of propaganda (spetz-propaganda),
which keeps the population in a state of perpetual uncertainty about the
intentions of the supposed enemy while reinforcing the belief in the excep-
tional, messianic role of the siloviki (security and military elites).

Incidentally, the now-common term ‘power ministries’ (and its colloquial
synonym ‘siloviki’) first emerged during the Soviet era. At that time, it referred
to the KGB, the Ministry of Defence and the Ministry of Internal Affairs - insti-
tutions that relied on force and served as both the backbone of the Communist
Party’s rule and an instrument for enforcing its decisions. In this context, it
is worth noting that Russian strategic culture is characterised by a distinct
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communication style that features ideologically charged slogans, standard catch-
phrases and key terms which are constantly repeated. In the humanities, these

are regarded as part of the cultural legacy - sensitive indicators of the cultures

of various groups or even entire nations. They are known as ‘culturemes’ and

defined as “key terms essential to a community’s self-identification, reflecting

its attitude towards its tradition and inherited values as well as its approach

to the present and current engagement with the world”.?® This category in-
cludes many of the terms mentioned earlier, such as ‘Russian world’, ‘sovereign

democracy’ and ‘Russophobia’. Culturemes can be useful in identifying the

motivations and arguments used in Russian information warfare and many of
its enduring cultural features.

2.2. The shift in strategic culture under Putin: from lumpen-militariat

299

300

to militocracy

Itis widely believed that strategic culture resists change. However, it sometimes
experiences a fundamental reorientation as a result of traumatic national
and state experiences, such as major crises, revolutions or lost wars. This was
the case following the collapse of the Russian Empire in 1917 and the Soviet
Union 74 years later. Both events weakened the political position of the power
ministries, particularly the military. The dissolution of the Okhrana (1917) and
the KGB (1991) further diminished the prestige of both the ruling elite and the
siloviki in society.>®® For them, this was a deeply traumatic experience, as the
image of a strong state had historically been built primarily by mythologising
the effectiveness of these institutions and by consolidating the security elite
around the central authority.

The KGB'’s dissolution was officially justified by the need to depoliticise this
agency after the involvement of its chief Vladimir Kryuchkov in the August
1991 coup attempt against Mikhail Gorbachev, which underscored the dangers

A. Nagérko, M. kazinski, H. Burkhardt, Dystynktywny stownik synoniméw, Krakéw 2004, p. XIX. Key terms, cul-
turemes and cultural concepts (ideologically charged notions tied to the world of values and carrying culturally spe-
cific connotations) were the subject of review articles by leading experts in a special issue of Przeglad Humanistyczny
(no. 3, 2016), at: wuw.pl. See, for example: J. Bartmiriski, Stowa klucze, kulturemy, koncepty kulturowe, pp. 21-29;
W. Pisarek, Stowa wazne i wazniejsze, pp. 12-20. This topic has also been explored by Maciej Rak. See idem, ‘Co to jest
kulturem?’, LingVaria 2015, no. 2(20); idem, ‘Kulturemy podhalatiskie’, Biblioteka LingVariéw, vol. 19, Krakéw 2015,
rujuj.edu.pl.

A survey conducted in 1992 by the Institute of Sociology of the USSR Academy of Sciences on public views regarding
the tasks of the KGB's successor agencies indicated that their priorities should include: combating the mafia, terrorism
and drug addiction (82% of respondents), protecting state facilities and classified information (75%) and preventing
the unlawful seizure of power (73%). At the same time, 40% of respondents said that the new security services should
combat ideological subversion by foreign intelligence services, 34% viewed them as the country’s greatest threat,
while 33% claimed that “Western intelligence services are conducting subversive activities in CIS countries”. In her
summary of the survey, Professor Olga Kryshtanovskaya remarked that these assessments were “relics of the defen-
sive mindset” imposed on the Russian people by official propaganda. See O. KpsimrraHoBckasi, ‘CTOPOHHMKY ¥ IIPO-
THBHJKM roc6e301acHoCTI: SIBHOTO IPeMMYyIIeCTBa HEeT HI y TeX, Hu y Apyrux , Hesasucumas 2asema, 10 June 1993.
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of losing control over the siloviki. President Boris Yeltsin applied a ‘divide and
rule’ strategy to this organisation. During his first three years in office, he
reorganised the former KGB on three occasions and repeatedly replaced the
leadership of its successor agencies. However, the unfavourable environment for
the siloviki was primarily reflected in staff reductions and budget cuts. In 1992,
Yeltsin signed a decree to reduce the 137,000-strong central apparatus of the
then Ministry of Security, the KGB’s main successor, to 75,000. The significant
outflow of personnel affected all the security agencies.

The power ministries themselves embarked on an effort to reverse these
unfavourable trends. This was reflected in the emergence of the term ‘lumpen-
militariat’ in public discourse, which brought the siloviki’s struggles out into
the open. This typical cultureme carried an ambiguous meaning: on the one
hand, it highlighted the dire situation of the uniformed services, while on the
other, it raised concerns that chronic underfunding and frustration could lead
to rebellion. The first attempt to mitigate the effects of reform and adapt to new
economic conditions relied on the familiar institution of ‘active reserve officers’,
who were permitted, with the approval from the leadership, to work in any en-
terprise, regardless of its ownership structure.**' This informal support for the
power ministries inevitably led to their commercialisation and criminalisation,
the consequences of which are still visible today.>*

As Vladimir Lukin observed, “due to financial constraints, the state at the
time entered into an unwritten agreement with the lumpen-militariat, grant-
ing it access to the grey economy and treating this as a form of support”.>**
Leveraging their connections within their parent agencies, experience working
abroad and foreign contacts, these individuals brought expertise and coercive
resources to their new workplaces, ensuring compliance with agreements and
obligations. They also facilitated links between their new superiors and the
state administration, proving valuable to both the oligarchs and authorities
who sought their backing. The legal framework for this arrangement was in-
troduced into a carefully prepared environment: the security apparatus was

301 The status of ‘active reserve officers’ was classified as a state secret. In 1998, they were placed under the ‘apparatus of
seconded employees’. Their exact numbers were never disclosed. For more on this topic, see: A. Conparos, U. Boporas,
Hoeoe deopsncmso. Ouepku ucmopuu @CB, Mocksa 2011, pp. 35-39, at: Agentura.ru.

302 Recent examples of criminalisation have involved senior figures within the security services: according to reports
that are difficult to verify, Sergei Beseda, the head of the FSB’s s5th Directorate, which is responsible for intelligence
operations in the CIS, and his deputy Anatoly Bolyukh, were held in pre-trial detention at Lefortovo prison. As Andrei
Soldatov claims, their arrest was related to a major corruption scandal: FSB agents sent to Ukraine to conduct sub-
versive activities, such as recruiting pro-Russian candidates for a new government, allegedly embezzled operational
funds and submitted falsified reports to their superiors. According to Soldatov, Putin reinstated them in their posi-
tions to deflect criticism of the FSB. See ‘Tenepan Cepreii Becena us 5-i1 cysx6s1 OCB momeren 8 CU30 «JledopToso»’,
Agentura.ru, 8 April 2022; A. Congaros, ‘Passenxa Poccuu mocre roza Boiinsr, Agentura.ru, 9 May 2023; S. Hedlund,
‘The collapse of the Russian military machine’, op. cit.

303 B.Jlykus, ‘Apmusd B Tenn’, Pro&Contra, no. 3/1999.

Chapter III. Methods as old as Russia: on Russian strategic culture 177


https://agentura.ru/wp-content/uploads/2022/09/ndvoryanstvo.pdf
https://agentura.ru/news/general-sergej-beseda-jeks-glava-5-oj-sluzhby-pereveden-v-sizo-lefortovo/
https://agentura.ru/investigations/razvedsluzhby-rossii-posle-goda-vojny/
https://www.gisreportsonline.com/r/russian-military-power/

at the core of the transition into what was later described as an alternative,
covert economy. Scholars who use these terms*** reference a classified memo
from 23 August 1990, in which the Central Committee of the Communist Party
of the Soviet Union advised the party, Komsomol and KGB elites to enter the
global stock markets in order to secure funding for the party’s survival. These
researchers also point out that the ability to navigate market conditions had
long been part of the financial infrastructure supporting the KGB’s and GRU’s
foreign operations.

By the end of the last millennium, the security establishment had consoli-
dated, increasingly positioning itself as a counter-elite to the ruling oligarchic
groups and was becoming more assertive about its own interests. ‘Authority
within the power ministries’ became a key argument in the struggle for power -
this wording was used to justify the appointments of successive prime ministers
with security backgrounds (Sergei Stepashin, Yevgeny Primakov and Vladimir
Putin) and Putin’s selection as acting president following Boris Yeltsin’s resig-
nation. This triggered a new mechanism for recruiting the state’s administra-
tive and political elites, the privileged status of siloviki’s. The sociologist Olga
Kryshtanovskaya described this phenomenon as ‘liberal militocracy’. By 2002,
26.6% of the ruling elite had backgrounds in the security.**®

Out of necessity, the direction of reforms in the security sector was now
determined by the interests of the group that had produced the new president.
And not only that - the siloviki, who had regained their traditional position as
the pillar of state power, played a crucial role in the redistribution of property
and the administrative reform that subordinated the regions to the federal cen-
tre, establishing the infamous ‘power vertical’. They also exerted considerable
influence over the construction and consolidation of ‘unified spheres’ in the
information, legal, cultural and other domains.

Putin reversed the direction of changes introduced by his predecessor. Yelt-
sin, atleast initially, sought to reduce the security sector’s influence on Russian
policy and place it under the strict control of the presidential administration.
By contrast, his successor saw this sector as a model of a vertically structured
organisational culture and as a tool for stabilising the state and strengthening
presidential power. By helping to resolve the succession issue and pull Russia out
of its deep political crisis, the siloviki regained their institutional prestige. Over
time, they came to dominate the domestic scene, transforming into a political
body that monopolised key positions and controlled the competition for power.

304 W. Marciniak, Rozgrabione imperium. Upadek Zwigzku Sowieckiego i powstanie Federacji Rosyjskiej, Krakéw 2001, p. 333;
V. Bukovsky, Judgment in Moscow: Soviet Crimes and Western Complicity, Ninth of November Press, 2019, pp. 563-566.
305 O. Kpeirranosckas, ‘Pesxum IlyTuna: JH/IGepa]ILHaﬁ MMJIMTOKpaTM;{?’, Pro&Contra 2002, vol. 7, no. 4, at: pavroz.ru.
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3. Between the past and the present: culture, tradition and
institutional memory in Russia’s uniformed services

3.1. ‘A new-type Chekist civilisation’: patriots and defenders of the motherland

The perception of the security sector’s cultural continuity was reinforced by the

ideological construct of Chekism, which was actively promoted during the early

years of Putin’s presidency. As a flagship cultureme, it carried broader signifi-
cance: it challenged previous narratives about the Soviet Union’s collapse and

paved the way for a return to the old frameworks of interpreting reality. Earlier

explanations cited internal factors as the reasons for the Soviet Union’s dissolu-
tion. However, from 2005 onward, the causes of this event, which Putin called

“the greatest geopolitical catastrophe of the 20th century”, were increasingly

attributed to external forces and the ‘insidious schemes’ of Russia’s geopolitical

adversaries. The president’s assessment aligned with the sentiments of most

former KGB personnel, who saw the Soviet Union’s collapse as their personal

tragedy. In the era of what Yegor Gaidar, former acting prime minister, called

the “cheap state”, it meant the end of privileges, stable and well-paid jobs and

comfortable early retirements. The rehabilitation of Chekism signified the re-
habilitation of Soviet values and attitudes. This process proceeded cautiously
and was infused with imperialist rhetoric: official propaganda portrayed the

security apparatus as the state’s stronghold and its members, the Chekists, as

the elite of society, a ‘new nobility’ (see below).

The anniversary of the establishment of the All-Russian Extraordinary
Commission for Combating Counter-Revolution and Sabotage provided a con-
venient opportunity to showcase the new essence of Chekism. The founding
date of the Cheka, 20 December 1917, is celebrated as a holiday for officers of
the security services. Commonly known as Chekist Day,**° it is observed by the
Cheka’s successor agencies, including the FSB, the SVR, the Federal Protective
Service (FSO) and the Main Directorate for Special Programmes of the Pres-
ident. Institutional continuity is particularly emphasised by the first two of
these agencies, which trace their lineage back to the era of Felix Dzerzhinsky.
This reinforces the Chekist self-stereotype, a simplified image that portrays
their professional group in a positive light. Chekism draws on a mythologised
version of history. Its persistence as the cornerstone of Russian security cul-
ture stems from its adaptive capacity - its ability to evolve and reshape itself.

306 Security Agency Workers’ Day was introduced on 20 December 1995 by presidential decree no. 1280 issued by Yeltsin.
At the time, the move was widely seen as marking a fundamental shift in the president’s stance towards the security
services. Later, in an address congratulating officers on the occasion of the 8oth anniversary of the Cheka, Yeltsin
acknowledged that the exposure of crimes committed by the security services had “gone too far”, noting that their
history also contained chapters of which Russians should be proud.
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The (literally) legendary traditions of the Russian security services play a key
role in transmitting experiences across generations. These agencies have always
been assigned a central systemic role, whether as Praetorians, a personal guard,
a new nobility, or the punitive sword of the revolution - a vital component of
the strategy for legitimising the system. In this context, the 2000 Chekist Day
celebrations are particularly noteworthy. The then FSB chief Nikolai Patrushev
justified the status of Chekists as follows:

»  The arrival of Chekists in Staraya Square,’”’ the Kremlin and the regions [...]
was dictated by a vital necessity. It was crucial to inject fresh blood into Russia’s
administrative corps and revive the spirit of state service. Chekists are people of
service, the modern new nobility. They are thoughtful, educated people who un-
derstand the logic of international and domestic events as well as the emerging
contradictions and threats. They fully grasp that a return to the past is impossi-
ble and recognise the need for the country to develop by rationally combining

liberal values with traditional, conservative values.**®

Emphasising the centuries-old traditions of Russia’s security system also
helped to raise the self-image of uniformed personnel. This was particularly
evident in articles published in the journal ‘FSB: za i protiv’ (FSB: for and against)
tomark the 100th anniversary of the Cheka. The psychologist Mikhail Burenkov
presented a modern, and in a sense universal, set of desired values for security
officers. These included high professional ethics, solidarity within their profes-
sional group, loyalty to the state, legalism, humanitarianism, a comprehensive,
thorough and up-to-date education, and specialised and psychological training.
He framed qualities such as courage, bravery, dedication, heroism and honour
within the ethos and history of the security services, equating them with a patri-
otic attitude. “Adhering to these principles”, he wrote, “has always contributed
to the success of our national security services at various stages of Russia’s
historical development”.>® By invoking the names of “outstanding theorists
and practitioners of Russian intelligence and counterintelligence”, including
Sergei Zubatov, who is presented as the founder of the Moscow intelligence
school (see below), Burenkov extended the perspective of patriotic traditions
among security officers to include the period before the 1917 revolution and
emphasised the enduring power of the tradition of serving the state. He equated
it with defending the country, thus recognising security officers as defenders
of the fatherland, a designation that was previously reserved primarily for the

The seat of the Russian government.
H. IaTpy1ues, Jlens yekncra’, Komcomonsckas npasda, 20 December 2000.
M. Bypenxos, ‘Hensmennsie nensocty’, ®CB: 3a u npomue 2017, no. 1(47), osfsb.ru.
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Russian Armed Forces (Defender of the Fatherland Day, a professional holiday
for the military, is celebrated on 23 February).

Patriotism, dedication and defending the homeland, the defining person-
ality traits of Russian intelligence officers, also formed the central themes of
interviews given at that time by FSB chief Alexander Bortnikov and SVR director
Sergei Naryshkin. The latter also praised the high intellectual level of Russia’s
intelligence personnel “combined with healthy, soldierly discipline” and their

“decency, dedication and ability to work under stress”. He described Dzerzhinsky
as “aleading figure in the first stage of building the young Soviet republic, who
played an enormous role in establishing the national intelligence service. He was
also the author of numerous social and economic projects”. When recalling the
historical trauma of violence and civil war, Naryshkin expressed hope that

“Russian society will never again be divided into Whites and Reds”.*'°

According to Bortnikov, today’s intelligence officers are characterised
by professionalism, legalism, a special bond with citizens and public trust.
He particularly emphasised the importance of creativity and intergenerational
continuity within the security apparatus: “The current generation of officers
wisely applies the operational experience accumulated by their predecessors,
it builds upon it and introduces innovations. This expertise will be passed on
to the next cohort of officers, ensuring the continuous improvement of our
agency’s work”.®" Putin echoed similar themes in his address to uniformed
personnel, after previously describing them as people “who consider service
to the state a sacred duty”. During the centenary celebrations of the Cheka, he
declared that “Chekists are true patriots and defenders of the fatherland who
form a lasting security barrier against foreign interference in our social and
political life”. Putin has constantly adapted his rhetoric. In 2022, he invoked
the origins of Chekism, pledging to wage a renewed, relentless struggle against
terrorism, militant extremism, traitors, espionage, provocations and subversion,
justasin earlier times.** In essence, by surrounding the security services with
a special, almost sacred ideological aura, he has signalled to them that they
have the support of the entire nation, particularly the ruling elite which also
cultivates Chekist traditions.

Naturally, the above-listed desired qualities of Russian officers are inde-
pendent of both their personal experiences and how these experiences are
perceived by a foreign audience. Intelligence analysts, who emphasise the

310 ‘Tnasa CBP Cepren Happrukya: MHe Bceria HpaBUJICS TaMITHUK ILaepx(MHcr(omy', MockoBckuit Komcomouer, 19 De-
cember 2017, mk.ru.

311 ‘Anexcannp Bopraukos: ®CB Poccun cobozgHa oT monutudeckoro sausHus’, Poccuiickas rasera, 19 December 2017,
rg.ru.

312 ‘Bugmeoobparenue o caydar s paboranka opraHos 6esonacHoctir’, President of Russia, 20 December 2022, krem-
lin.ru.
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importance of past experiences, have failed to consider key facts stemming
from historical contexts that had a significant impact on the attitudes of the
Ukrainian nation, its unity and its determination to resist the occupying forces.
Before the 2022 invasion, Russian intelligence also completely underestimated
Ukraine’s military potential.*’* Meanwhile, Russian people tend to associate
work in the security services more with material incentives than an ideological
commitment, as well as with an elite social status, the right to use force with
impunity, and other advantages.

Nor is there any deeper reflection on the inherent contradictions be-
tween the old and new elements of modern Chekism. Today’s officers are far
removed from Dzerzhinsky’s ascetic lifestyle; moreover, his men were, above
all, devoted to the cult of revolution. Soviet propaganda reinforced the myth
of ‘clean hands, warm hearts and cool heads’ and the idea that Chekists rep-
resented a ‘new type of security organ’ that differed fundamentally from both
their Tsarist predecessors and the Western counterparts. Despite its absurdity,
this purely ideological claim has been repeated for decades and persists to this
day. The Chekist ethos originally emerged from the struggle against imperial
ideology, but over time, it absorbed some culturemes from the Tsarist era, such
as the belief in the ‘superiority of the Russian spirit’, contradicting its own
internationalist propaganda.

The regime’s opponents understood perfectly well that the ‘Russian spirit’,
the model of Russian spirituality, was a special project designed by the gov-
ernment to highlight a culturally distinct system of values and model of devel-
opment that set Russia apart from the West. The same was true of the political
role of the Okhrana, which had been a constant target in the ideological war
waged by anti-Tsarist forces. For example, Leon Trotsky reacted to the St.
Petersburg-based newspaper Svet, in print from 1882, which called for the

“resolution of the workers’ question in a purely Russian spirit”, by denouncing
it as an “ultrareactionary nationalist pamphlet closely tied to the Okhrana”.
He explained:

» It has long been known that the ‘purely Russian spirit,’ patented by the Police
Department, combines three elements: police autocracy, police Orthodoxy and
police nationality. However, given the current mood among the working mass-
es, I believe that the Orthodox priest is now too anachronistic and discredited
a figure to be sent into the workers’ districts with an olive branch of ‘social
peace’. The agents of Mr Zubatov are far more useful here. [...] In St. Petersburg,
just as earlier in Moscow, ‘legal’ workers’ meetings will be organised, where the

313 A.Jawor, ‘Nietrafione analizy rosyjskiego wywiadu [opinia]’, InfoSecurity24, 6 May 2022, infosecurity24.pl.
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Zubatovites will, on the one hand, try to reconcile the irreconcilable, the autoc-
racy and the proletariat, and on the other, hunt down workers who are speaking
out against the ‘purely Russian spirit’. As a result, discussions that begin at legal

gatherings will end at the Okhrana Department.**

In 1917, the Bolshevik security apparatus, the Cheka, adopted similar
police-state methods. From its very beginning, Soviet Russia was governed by
decrees; the unilateral decisions of political leaders were binding for all state
authorities. The slogan of the ‘dictatorship of the proletariat’ provided ideological
cover for the Bolsheviks’ unrestricted rule based on force. Over time, especially
during the Civil War and World War 11, they increasingly invoked Russia’s age-old
messianism, promoting the ‘historic mission of the Russian nation’in the 20th
century: exporting revolution and establishing communism worldwide. They
continued to contrast the ‘purely Russian spirit’ with the ‘spirit of proletarian
internationalism’.

Today’s heirs of the Cheka firmly reject the idea of revolution, as this poses
a threat to the post-KGB ruling elite. The revolutionary myth, once dominant
in Soviet Russia, has been deconstructed. The official narrative portrays col-
our revolutions as chaos, destabilisation and an evil imposed on Russia by the
West. The Kremlin has also ideologically combatted foreign upheavals, such as
Ukraine’s Orange (Dignity) Revolution and Georgia’s Rose Revolution, perceiv-
ing them as dangerous precedents. At the same time, modern Chekists have
revived the ‘Russian spirit’ and embarked on a project to build the ‘Russian
world’, claiming that it is more just than the ‘American world'.

Asa cultural concept, Chekism has many contradictions. While serving the
communist state, it sought to eliminate ‘capitalist remnants’ and opposed capi-
talism as a class enemy; yet today’s Russia is building state capitalism. Chekism
abolished social divisions, such as the nobility and the aristocracy, and cultural
foundations, breaking with the Orthodox Church as a pillar of tradition. How-
ever, present-day Chekists emphasise their attachment to Orthodoxy and claim
to belong to the nobility. Another significant flaw of Chekism is the enduring
memory of repression, which has spurred efforts to revise the history of the
security services and to understate the scale of the Great Purge.

The persistence of the Chekist myth as an ‘origin’ myth of is closely tied
to the institutional memory of Russia’s current ruling elite, which represents
the KGB generation - alegacy reflected in the FSB’s adoption of its emblem, the
symbolic shield and sword. All the Soviet secret services referenced the Cheka
asitslegendary predecessor. A variety of means were employed to sustain this
myth, ranging from popular culture, media and film to literature and official

314 JI. Tpouxmii, ‘3ybaTosmyna B [letepbypre’, Hckpa, no. 30, 15 December 1902, at: marxists.org.
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historiography. The cult of the Chekist had its own pantheon of ‘holy martyrs’,
iconography and rituals, all serving to legitimise both the political police and
its principal - the Kremlin. At times, particularly in the KGB’s final years, the
government avoided radical methods, replacing aggressive propaganda with
gentler forms of influence, such as beauty pageants for female officers and
literary / film competitions.

PHOTO 2. The unveiling of the Dzerzhinsky monument in front of the headquar-
ters of Russia’s Foreign Intelligence Service (SVR) in Yasenevo, near Moscow,
on 11 September 2023
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Source: ‘B mrtab-xsaprupe CBP oTkpsuiv namaTauk J3epxuHckomy , PUA HoBocty, 11 September 2023, ria.ru.

The emphasis on the exceptional status of the Chekists has solidified a pe-
culiar cult of state security within Russian society.*”® This cult is continuously
renewed, as the government selectively highlights past experiences to serve its
current needs while dismissing inconvenient events as ‘ideological garbage’.***
Figures in the security services’ pantheon rise and fall depending on the political
circumstances. The ‘great reformer’ Yuri Andropov has been replaced by Yevgeny

315 For more on this topic, see: Ix. ®enop, Tpaduyuu uexucmos om Jenuna do ITymuna. Kynem zocydapcmeenioil 6esonacko-
cmu, TleTepbypr 2012, at: readli.net.

316 A phrase used by Putin during a meeting with historians in January 2014. See: ‘B. [TyTus n36aBuT eyHbIi yueOHMK
VICTOPVM OT «VZe0I0r49eckoro mycopa»’, PBK, 16 January 2014, rbe.ru.
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Primakov, an advocate of restoring Russia’s great power status. Meanwhile,
Lavrentiy Beria and Sergei Zubatov have been rehabilitated. The interpretative

context for cultural symbols is also fluid. Under Felix Dzerzhinsky, Chekism was

measured by proletarian ethics, which portrayed the Red Terror as a reaction to

the White Terror. Today, however, ‘Orthodox Chekism’ is grounded in religious

ethics, which supposedly binds the entire society together (incidentally, it pro-
claims that ‘all authority comes from God’). While such conceptual hybrids may
be shocking to the rationalist West, they are commonplace in Russia. The return

to Stalin-era experiences and his mobilisation-based model of development,
partly dictated by the need to reinvent the strategy for legitimising Putin’s rule,
has produced constructs such as ‘Orthodox Stalinism’. Putin has been attributed

the historical role of the ‘Fifth Stalin’ (with Vladimir of Kyiv, Ivan the Terrible

and Peter the Great portrayed as the dictator’s previous incarnations), a nar-
rative that has been picked up by nationalist-propaganda websites.*” Perhaps

the most telling sign of the Chekist myth's endurance is the return of the ‘First
Chekist’ monument to the state’s symbolic landscape.

3.2. Revision of Soviet assessments of the Tsarist-era Okhrana
(on the example of Zubatovshchina)

Similar examples of manipulating historical memory and the content of en-
trenched stereotypes can be found in contemporary references to the legacy of
the Tsarist security services. Moreover, that legacy itself contains numerous
examples of these distortions. In line with the authoritarian political structure
of the Russian Empire, all power was concentrated in the hands of the monarch.
He was the supreme authority in the state and the source of law; his decisions
(ukases) were implemented through a constantly expanding apparatus, in-
cluding the Tsarist police forces, whose numbers increased in response to the
emerging threats and challenges to Tsarist rule. For example, the Decembrist
uprising of 1825 led to the establishment of the Third Section of His Imperial
Majesty’s Own Chancellery. Contemporary historiography regards this body to
be a modern service, modelled on its Western counterparts that had emerged
in Europe during the Napoleonic era. However, while European police forces
of the time were primarily responsible for conducting investigations and
referring cases to the judiciary, the Third Section had far broader powers: it
could arrest and exile suspects without a court ruling. Today, it is recognised

317 See, for example: TIpoxaros 3asBu, 9T0 IlyTUH TBOPUT «CcTanuHCKue ey, Ilpasaa.Py, 26 December 2022, prav-
da.ru. These constructs were coined by Aleksandr Prokhanov, founder of the Izborsk Club. Notably, he had previously
promoted the idea of ‘Putin’s fifth empire’. In his concept of successive ‘imperial phases’, he identified Kyivan Rus,
the Grand Duchy of Moscow, the Russian Empire and the Soviet Union. According to Prokhanov, since Putin came to
power, a ‘fifth empire” has been taking shape and should eventually transform into a ‘network empire’. See A. ITpoxa-
HOB, Cumgonus «ITamoti Hmnepuu», Mocksa 2006.
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as the first operational-investigative service for political cases and an infor-
mation body tasked with gathering all the data on crimes against the Tsarist
government obtained by the police and gendarmes from the Ministry of War.
The political police force was established as part of a broader centralisation of
power. The Third Section, also known as the Supreme Police, was intended to
coordinate the uniformed state security forces (the Corps of Gendarmes, the
palace security services and Cossack military units), which functioned as its
executive arms and relied on hundreds of civilian informants.

The architect and long-time head of this unit, General Alexander von
Benckendorff, a German from Estonia, entered the history of the security ser-
vices not only as a pioneer of Russia’s police state but also as a self-proclaimed
‘social engineer’. A well-established legend in the historical literature says that
when he asked Nicholas I for instructions, His Imperial Highness was holding
ahandkerchief. The Tsar handed it to the newly appointed head of the Supreme
Police, saying: “This is my only guidance. Use this handkerchief to wipe away
the tears of my people”.** Another instance of manipulation, involving the
projection of the majesty of the ‘first person in the state’ onto the services
under his command, appears in von Benckendorff’s memorandum justifying
the creation of the new body. He proposed an elite centre be established in
St Petersburg, supported by a network of agents who would “embrace all the
Empire, would subject itself from to strict subordination, would be feared
and respected, and would be inspired by the moral authority of its chief”.**

The Third Section’s direct successors demonstrated a similar ability to
distort reality. They referred to Mikhail Loris-Melikov (a distinguished general
from the Russo-Turkish War (1877-78) and the architect of a comprehensive
reform of the Tsarist security apparatus, including the establishment of the
Okhrana in 1881) as a ‘viceroy’. His tenure as minister of internal affairs was
described as a ‘dictatorship of the heart’,**° suggesting that the police under his
leadership employed less brutal methods than during von Benckendorft’s era.
However, history tells a different story. Fontanka Street in St Petersburg, the
headquarters of the Third Section and later the Okhrana, evoked the same fear
and apprehension as Moscow’s Lubyanka would in later years. These reforms
came as a response to the crisis of absolutist rule following the assassination
of Tsar Alexander IT and were aimed at improving the inefficient state security
services. As part of the changes, all intelligence gathered by the gendarmerie,
police and other civilian structures (the Ministry of Foreign Affairs) and military

318 3. Croros, 3anucku xandapmckozo wmab-opuyepa snoxu Hukonas I, Mocksa 2003, p. 108; II. Oneiirnkos, Benkerndopd,
Mocxksa 2009.
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structures (the Ministry of War) was concentrated in the Ministry of Internal
Affairs. The coordination of their operational and investigative activities was
entrusted to the highly secretive Special Department, the headquarters of the
Okhrana’s intelligence and counterintelligence.

However, intelligence and counterintelligence tasks were not separated
until the Okhrana was disbanded in 1917. In fact, both were subordinated to its
policing role. The reforms also had a purely pragmatic dimension: the Tsarist
government was caught off guard by the rapid rise of terrorist movements and
needed extraordinary measures to combat them and limit their disruptive im-
pact on public opinion, which was being compounded by the revolution-driven
democratic changes in the West. The gradual expansion of the Okhrana’s network
of local branches, all reporting to the central authority, ultimately led to the
emergence of a police state. In 1907, the organisation comprised 31 governorate
and eight district branches.

Politics was considered the exclusive domain of the Tsarist administra-
tive elite and any interference by unauthorised individuals was a criminal
offence punishable by law. The enforcement of this principle was entrusted
to the Police Department and the Corps of Gendarmes, which were granted
the authority to conduct searches, make arrests, interrogate suspects and
exile anyone guilty of political activity or merely suspected of engaging in it.
The Police Department also gained the power to deny citizens a certificate of
‘political loyalty’. Without this document, they faced severe restrictions in
daily life: they were unable to study at universities or work in either public or
state institutions. The department also oversaw all forms of cultural activity
and had the authority to approve the statutes of public associations. Neither
the Police Department nor the Corps of Gendarmes were subject to judicial
oversight or the jurisdiction of civilian administrative bodies in their opera-
tional domains. Using a range of repressive measures, including surveillance,
exile to Siberia and hard labour, the political police sought to isolate ‘disloyal’
individuals from the rest of society. Without censorship approval, no book
or periodical could be published in the country or imported from abroad.
Moreover, the minister of internal affairs had the power to declare a state of
heightened security in any part of the empire, suspending legal protections
and institutional activity while placing the local population under military
authority. This briefly outlined period in the history of Russia’s secret services
is now viewed favourably by contemporary historiographers of this field. They
have a particular affinity for the Corps of Gendarmes and the Okhrana, which
have been the subject of numerous recent studies. The prevailing conclusion
is that the predecessors of Russia’s current security services were not only
imbued with a reformist spirit but also embodied the ‘Russian idea’, which,
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since the time of Nicholas I, has been defined as the ‘specific mission the
safeguarding of state security’.**

Zubatov (the long-time head of the Moscow Okhrana who - in recognition
of his achievements - was later appointed director of the Special Department
with its headquarters in St Petersburg) is often cited as the paradigm of a cre-
ative officer and reformer. His success stemmed from his ability to identify
human weaknesses and exploit them skillfully, as well as from his more refined
treatment of victims when compared to his fellow officers.

Soviet historiography presented a stereotypical view of Zubatovshchina.
Zubatov was depicted as the ‘gravedigger of the revolution’, a figure committed
to fighting revolutionary movements and the architect of ‘police socialism’.
However, contemporary historical websites portray him as a distinguished
reformer of the Okhrana, the founder of the national intelligence school and
an official with exceptional organisational skills, as an enterprising figure
widely regarded as a professional and, above all, a devoted statesman who
was unwaveringly loyal to the tsar, the state and the monarchy, a man who
took his own life upon hearing of Nicholas II's abdication. Orthodox Christian
websites also insist that he could have stopped the revolution and saved Russia.
The redefinition of Zubatovshchina is also reflected in specialist literature and
general history textbooks, indicating that the official historical narrative has
been adjusted to align with the Russian government’s current needs and is
aimed at broad segments of society.

It is important to clarify that the ‘police socialism’ implemented by the
Okhrana was an experiment aimed at integrating the opposition into the po-
litical system under the banner of defending the monarchy’s interests. It does
not receive much attention today, even though the concept itself is not disput-
ed, just as it was not questioned during the Okhrana’s existence.*” Zubatov
legalised workers’ organisations and trade unions controlled by the Okhrana’s
agents, used them to establish political groups such as the Independent Jewish
Workers Party, organised patriotic demonstrations and conducted anti-Socialist
Revolutionary and anti-socialist counterpropaganda. However, as an ideological
construct, ‘police socialism’ made little sense: after all, Zubatov was actively
fighting socialism. As he himself explained, “the primary goal was to gain the
workers’ trust. Revolutionaries derived their strength from that trust and it had
to be reclaimed from them at any cost”. He believed that the intelligentsia and

R. Pipes, Russia under the Old Regime, Charles Scribner's Sons, New York 1974, p. 291.

A student of Zubatov summarised it as follows: “Zubatov’s idea was right and not new, but its amateurish, police-style
implementation went beyond the ministry’s remit. At the critical moment, no national leader was found for the profes-
sional workers’ movement [...], the government showed neither understanding of the workers’ issue, nor interest, nor
any sense of raison d'état”. (A. Cupunosuy, ‘3anucky sxaunapma’, 1928, at: dnekmponnas 6ubnuomeka, RoyalLib.com;
idem, ‘3ybarosmuna’, Beinoe 1917, no. 4, at: hrono.info).
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educated workers were particularly valuable in this effort. “When revolution-
aries, fearing the loss of their monopoly on influencing the workers, raised the
alarm, they drove away the lecturers [...]. To preserve the workers’ organisations,
the only option left was to seek the support of the clergy’s intelligentsia”.

Incidentally, Zubatov’s experiment ultimately led to his removal from of-
fice. His direct superiors accused him of inciting protests and exiled him to the
provinces under supervision. He became a scapegoat for the wave of strikes in
1904 and then for ‘Bloody Sunday’ which triggered the 1905 Revolution. Zubatov
himself blamed both his agent, Father Gapon, and the interior ministry’s lead-
ership for the events. He criticised the ministry for mishandling Gapon, stating:

“After handing over the workers’ question to Gapon, they rested on their laurels.
Left without support in his confrontation with St Petersburg’s industrialists,
he began acting independently, beyond their control. That is how the idea of
delivering the workers’ petition directly to the tsar was born”.**

Today, greatest prominence is given to Zubatov’s intelligence schools -
training courses lasting three to six months, during which gendarmes and
the Okhrana’s agents were taught basic policing skills, the principles of covert
operations and techniques for combating kramola - subversive activities by
the monarchy’s opponents. The most promising trainees were sent to Zuba-
tov’s school in Moscow, which was considered a model institution. As its head,
Zubatov pioneered advanced training, requiring trainees to be familiar with
revolutionary literature and the history of opposition movements. In Moscow,
and later in St Petersburg, he established libraries that housed professional
literature as well as banned publications, propaganda materials, works by the-
orists of the labour movement and leaflets. He enlisted university professors to
train gendarmes and employed experts. Following the example of the Western
police forces, he introduced innovative surveillance techniques and compiled
extensive files on suspects, which included photographs, fingerprints, anthropo-
metric measurements, aliases and codenames. He also implemented a network
of safe houses and, most importantly, created a structured intelligence system
consisting of external agents (filery - tasked with surveillance) and internal
informants (seksoty - sekretnyje sotrudniki, or secret collaborators). He formed
the so-called flying squad of filery that was capable of conducting rapid oper-
ations, including abroad when necessary. To facilitate these missions, lockers
at railway stations were used to store money for tickets and other operational
costs. He also established posts for filery working as coach drivers to enable
a combination of on-foot and mounted surveillance.

323 Iucbmo 8 «Becmuuk EsponsL», vol. 2, March 1906, pp. 432-436, at: hrono.ru.
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The secret intelligence network, widespread use of paid informants and
highly refined methods of provocation became the Okhrana’s hallmarks. The re-
quirement to keep records on suspects led to the bureaucratisation of the secret
police. According to a 1907 circular from the Ministry of Internal Affairs, its
effectiveness was measured not by the number of ‘liquidations’ (cases result-
ing in the conviction of suspects) but rather by the number of investigations
initiated; these also served as a preventive measure and a means of recruiting
agents. In turn, the growing number of ‘enemies of the regime’ justified the
need to expand the service, to increase its budget and radicalise its methods.
The Corps of Gendarmes and its leadership were critical of the Okhrana’s bloated
bureaucratic apparatus. As Aleksandr Spiridovich wrote in his memoirs:

»”  Only the young people were pleased, as they were given access to interesting
work. The heads of departments, who saw themselves as gods, felt insulted.
Their standing in the eyes of the local administration and police diminished be-
cause funds allocated for intelligence operations were redirected to the newly
established bodies. The staff viewed this reform primarily as an expansion of
police influence. Some gendarmes were removed from the staff’s authority. They

were dismissively referred to as ‘department boys’ or ‘Okhrana men’.**

3.3. The symbolic return of Batyushin: the popularisation of Tsarist Russia’s
military intelligence and counterintelligence methods

The use of agent-based methods led to the rapid expansion of Russian foreign

espionage. Contemporary historians of intelligence services regard General

Nikolai Batyushin as the quintessential spymaster of the Tsarist era. A dis-
tinguished officer, he was assigned to the Nikolaev Academy of the General

Staff; after graduating in 1901, he was posted to the Warsaw Military District.
In 1905, he took charge of the military intelligence station in Warsaw. Gener-
al Alexander Zdanovich, a former head of the FSB’s Assistance Programmes

Directorate (a euphemistic name for the structure responsible for spreading

disinformation, the successor to the former Directorate A for active measures)

and now aleading figure in Russia’s official institutional historiography, wrote:

“It so happened historically that the first specialists in [military intelligence and

counterintelligence]| emerged on Russia’s western frontier, in the Kingdom of
Poland, home to the Warsaw Military District wedged between the territories of
two neighbouring countries, Germany and Austria-Hungary”.** The foundations

of Warsaw-based military intelligence and counterintelligence operations were

324 A. Cnimpmposud, 3anucku jyandapma, op. cit., p. 25.
325 Zdanovich is co-author of the foreword to the reprint of the book: H. Bartomuns, Tailnas soenHas passedka u 6opsba
c Hetl, Mocksa 2002, militera.lib.ru. It was originally published in Sofia in 1939.
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laid by Batyushin’s predecessor, Nikolai Monkevich. According to Zdanovich,
both he and Batyushin were the first Russian generals dedicated to the secret
services’. The historian offered a very positive assessment of Batyushin, saying
that he “stood out for his diligence, initiative, operational thinking in systemic
terms, had extensive specialised knowledge that enabled him to make uncon-
ventional decisions”. Batyushin’s greatest claim to fame was his handling of the
agent Alfred Redl, who provided Russia with Austria-Hungary’s operational
war plans and many other General Staff documents. He is also regarded as
an outstanding practitioner and theorist: his book entitled The secret military
intelligence and the fight against it represents Russia’s contribution to the ‘global’
theory of intelligence and counterintelligence, which began to develop in the
early 20th century. Understandably, Zdanovich highlights his counterintel-
ligence achievements: between 1900 and 1910, Batyushin was credited with
uncovering “more than 150 foreign spies”.**°

The rapid expansion of Russian espionage before World War I is reflected
in statistics cited in the memoirs of Maximilian Ronge, head of the Austro-
Hungarian General Staff’s intelligence service. In 1913, his department, the
Evidenzbureau, identified around 6,000 incidents that required investiga-
tion (compared to 500 in 1905), made 560 arrests (up from just 32 in 1905)
and secured convictions for nearly one-seventh of those detained. Espionage
trials provided valuable insight into Russia’s intelligence system. Operations
targeting Austria-Hungary were overseen from two centres, Kyiv and Warsaw,
with the latter also coordinating efforts against Germany. According to Ronge,
then-Colonel Batyushin’s headquarters on Warsaw’s Saxon Square functioned
as a “full-fledged enterprise employing a number of directors, department
heads, recruitment agents, inspectors and women; the latter were most often
used as intermediaries and recruiters [...] Russian women, perhaps due to the
domestic political climate, possessed exceptional talents. Some of Batyushin’s
recruiters and intermediaries maintained”.*”” Ronge noted that these spies
were highly effective, though their equipment made them too conspicuous. For
example, all agents surveying fortifications were given pocket-sized US-made
Expo cameras, which gave them away. In this intelligence work, quantity was
prioritised over quality: “Since numbers always mattered greatly to the Rus-
sians, Batyushin maintained an entire army of informants, lodging providers,
building caretakers and other helpers”.

326 However, Zdanovich admits that only 17 cases were successfully brought to court. In all of the trials, Batyushin acted
as both prosecutor and military expert. The legal basis was weak and the espionage law drafted under his supervision
was only adopted by the Duma in 1912. In this context, it is worth noting that the infamous legalism of the Russian se-
curity services, including their practice of initiating legislation concerning their own operations, has deep historical
roots.

327 M. Ronge, Dwanascie lat stuzby wywiadowczej, Warszawa 1992, pp. 46-49.
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For Ronge, the presence of “spies in priestly robes” was a surprising dis-
covery. He also noted that Russian operations relied heavily on agitation and
propaganda methods. Espionage was particularly widespread in Galicia. Intel-
ligence penetration was adapted to local conditions: in Galicia, Pan-Slavist agi-
tators found support among Russophile Ruthenians, who “saw their homeland
in Russia and their ruler in the Tsar, praying for him in churches built with
Russian money”. In Bohemia and Moravia, Russian intelligence relied on the
backing of supporters and the promoters of anti-war movements. Czechs were
trained in Russia and then sent back home to organise demonstrations calling
for peace. Thus, the activity of foreign intelligence at the time was not limited
to gathering information - efforts to shape political movements and events in
ways favourable to St Petersburg formed a significant part of this activity. Both
military and civilian intelligence were engaged in these operations, and both
were overseen by the Okhrana’s Special Department.

Batyushin confirmed these observations in his book. He wrote that it
was “a modest response to Colonel Ronge’s grumblings about the persistent
silence of Russian military intelligence”.*”® On the eve of World War II, he
also sought to emphasise “the immense importance of the secret services
both in peacetime and wartime” and “highlight the role of intelligence and its
secret weapon - political propaganda”. He devoted particular attention to this
last aspect, which he described as “a diverse toolkit of political intelligence”.
Recounting his experiences from World War I, he took a broad view of its objec-
tives, seeing it as a means to “boost the morale of our own population, partly by
trumpeting our successes” while “undermining the enemy’s fighting spirit, ei-
ther through direct actions or via third countries”. He noted that selecting prop-
aganda targets was no simple task, as “you cannot dismantle a nation’s moral
foundations without considering its psychology”. As examples of well-organised
Russian operations of this kind, he mentioned those targeting Poland during
the partitions and the long-running Pan-Slavist propaganda campaign carried
out through the Imperial Slavic Benevolent Society. At the same time, Batyushin
issued a warning:

»”  The immense importance of propaganda has been recognised by the Bolsheviks,
who spare no expense in keeping the Russian masses in ignorance, as well as by
the Germans, who are systematically re-educating their nation under the direc-

In 1930, Max Ronge published his book entitled Kriegs und Industriespionage (War and Industrial Espionage). In 1923,
Walter Nicolai, head of intelligence for the German General Staff, also published a work on the role of intelligence ser-
vices, entitled Geheime Méchte (Secret Power). Both were translated into Russian and repeatedly reissued. According
to Russian intelligence historians, Ronge and Nicolai met Batyushin in Vienna in 1926. As a side note: in 1945, General
Nicolai was abducted by the NKVD and taken to Moscow, where he died in 1947. See O. Xn06ycToB, ‘Passeznka B rojp!
BOJIHBI 11 Mupa’, op. cit.
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tion of Goebbels, Minister of Propaganda. This is achieved through the work of
an entire army of propagandists.*”

This led him to conclude that “the psychological weapon - the word - is
ameans as powerful as firearms”. In his reflections on intelligence and coun-
terintelligence, he emphasised the importance of “agent-based operations, in
which broad swaths of the population, raised in a spirit of patriotism, serve as
valuable allies of the security services”, resulting in the conclusion that both
civilian and military intelligence and counterintelligence organically grew out of
the political police. More broadly, Batyushin synthesised his own insights with
the thoughts of the theorists of his era. This is clear in his terminology, which
he partly borrowed from the Okhrana (‘external agent’, ‘internal agent’) and
partly from Walter Nicolai, head of Section IIIb (intelligence) of the German
General Staff. Like Nicolai, he made a difference between active intelligence and
passive intelligence (counterintelligence). He also adopted Ronge’s classification
of intelligence into political, economic, scientific and technical branches. In his
conclusion, he expressed solidarity with his counterparts from the European
military intelligence corps, stating that “General Ronge and Colonel Nicolai are
figures of historical significance in the field of intelligence”.

Notably, in translating these historical theories into contemporary terms,
Oleg Khlobustov, a lecturer at the FSB Academy, equated the concept of ‘active
intelligence’ with the term ‘active measures’, explaining: “In addition to tradi-
tional intelligence, whose task is to gather information about the enemy, their
intentions and resources, the countries involved in World War I employed
active intelligence, which essentially sought to influence the execution of the
adversary’s plans and intentions through methods such as disinformation,
propaganda, sabotage, subversion and terror”.**

The final years of Tsarist Russia marked Batyushin’s downfall. He sat out
both the 1917 revolutions in detention as a political enemy of the Tsarist regime.
The extraordinary commission he headed to combat espionage uncovered treason
at the highest level - the trail of a spy scandal and the speculative sugar trade
with Germany that led to Grigori Rasputin. However, this was dismissed as a plot
by the Police Department aimed at curbing the influence of the Tsarist family’s
favourite. In the ensuing campaign, Batyushin's commission was discredited and
accused of corruption. This was part of the confrontation between the Socialist
Revolutionary-led Provisional Government and the Tsarist secret services, which
were soon dismantled. In late 1917, Batyushin escaped from detention. He did
not take part in the Civil War; instead settling in Belgrade, where he lectured

329 H. Barromms, Tailkas 8oerHas passedka u 6opsba c Heil, op. cit., p. 43.
330 O.XnobycToB, ‘PassesKa B rofbl BOVIHEL 1 Mupa’, op. cit.
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at military courses, eventually publishing the aforementioned book. During
World War II, he moved to the Netherlands, where he died in a nursing home

in 1957. In 2004, his remains were brought to Moscow by the Association of
Researchers of the National Secret Services (see below) with the support of the

Association of Veterans of the Secret Services. The information campaign sur-
rounding this event, as well as subsequent media reports on Batyushin, echoed

Zdanovich'’s words: “A patriot remains a patriot, even in exile”.

3.4. ‘Reclaiming’ the history of security services as a means of rehabilitating them

In the early 1990s, the cult of security was seriously shaken. During protest
demonstrations in August 1991, the statue of ‘the first Chekist’, Felix Dzer-
zhinsky, was removed from the symbolic space, while the KGB grappled with

a crisis of public trust. According to Khlobustov, this was related to the govern-
ment’s legitimacy crisis and the radicalisation of public attitudes following the

collapse of the Soviet Union, as citizens searched for someone to blame for the

state’s woeful condition.** The security services quickly recovered from their

ideological paralysis and the ‘humiliation’ of the KGB’s dissolution. Improving
their public image became the top priority. Since the political climate did not
favour emphasising the role of Soviet-era security services, efforts to restore

the Chekist founding myth turned towards the legacy of the imperial period.
Reconciling this with the Soviet legacy proved to be a lengthy process, one that
remains unfinished to this day. It began in the 1990s and one of its earliest signs

was a conference of security officials held in 1994 with the slogan ‘A strong
Russia needs strong security services’, followed by the publication of the ‘White

book of the Russian security services’.*?

The pressure, which appealed to the security services’ sense of historical
responsibility for the fate of the country, signalled the revitalisation of their
political role and impending changes at the highest levels of power. Yeltsin
enjoyed little authority among the security agencies, which accused him of
deconstructing the system and plunging the country into disorder and paralysis.
It was not surprising, therefore, that from the outset pro-Putin campaigns were
built around the dichotomy of chaos versus stability.

The rehabilitation of the security services, which included ‘reclaiming
the utterly distorted image of the KGB’, was aimed at restoring public trust.>**

331 ‘Xnobycros O.B. ObmecTBeHHOe MHeHMe HaceneHus 06 opraHax rocyfapcTBeHHO 6esonacHocTy (KOHel 1980-X -
1990-eIT.)’, PymsHIeBCKMIT My3eit, rummuseum.info.

332 Benas kHuea poccutickux cneycnyx6, Mocksa 1995, p. 12.

333 A. 3naHoBuY, ‘Beepoccuiickomy GopyMy MCTOPMKOB OTEYECTBEHHBIX CIencay b - 20 net’, 9 January 2018, history.
milportal.ru.
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According to General Zdanovich,*** a prominent historian and long-time lecturer
on the history of the security agencies at the FSB Academy, this ‘unprecedent-
ed falsification’ of their past resulted from a combination of several factors.
These included the opening of previously inaccessible archives, particularly
the archival resources of the KGB and the CPSU, in preparation for a planned
trial against the Communist Party, the wide-ranging campaign to discredit the
security agencies led by the Memorial association as part of its research project
on the mass repressions of 1937-38 and the influx of Western literature based
on reports from KGB defectors. According to Zdanovich, figures such as Oleg
Gordievsky and Vasily Mitrokhin presented a biased view of the KGB’s activities.

The SVR, then headed by Primakov, was the first to ‘respond operationally’,
as Zdanovich put it. It launched the monumental publication entitled Essays
on the history of Russian foreign intelligence. The first volume, which covered the
pre-Bolshevik era, was published in 1996; the sixth came out in 2006. The series
has been reissued several times.

The FSB, for its part, responded with the annual conference ‘Historical
lectures at Lubyanka’, organised since 1997 by the Association of Researchers
of the Russian Secret Services, which was led by Zdanovich for over a decade.
The organisation’s active members include lecturers from universities affiliated
with the security agencies, including Khlobustov, Aleksandr and Andrei Ple-
khanov, Yuri Ovchenko, Oleg Mozokhin, Vladlen Izmozik and Vasily Khristoforov.
Their articles are regularly published in the multi-volume series ‘Works of the
Association of Researchers of the National Special Services’ and disseminated
through specialised websites (lubyanka.org, a-lubyanka.org, lubyanka-shield.
ru and fssb.su) and blogs on social media platforms, such as mozohin.ru.

The groundwork laid for ‘reclaiming’ the history of the security services
also provided the foundation for a political-ideological narrative aimed at rein-
forcing the cult of security, the uniform and victory within society. The volume
of books and articles produced by historiographers affiliated with the security
agencies,* although the vast majority of these works continue to focus on
the Soviet period, effectively continuing the Soviet historiography of these

334 Aleksandr Zdanovich was born in 1952 in Krasnoyarsk, Siberia, where his grandfather had been resettled from the
Brest area during the time of the Russian Empire. He began his professional career in 1972 in KGB military counterin-
telligence. From 1991, he worked at the Centre for Public Communications of the FSK/FSB, becoming its head in 1996.
From 1999 until his retirement in 2002, he headed the FSB’s Assistance Programmes Directorate. After retiring, he
pursued an academic career. He specialises in research on military counterintelligence and Polish affairs, comment-
ing on and interpreting Polish topics in the public sphere; he has authored a number of articles on the policies of the
Second Polish Republic. These were compiled in his book entitled Polskiy krest sovetskoy kontrrazvedki. Polskaya liniya
v rabote VChK-NKVD - ‘“The Polish cross of Soviet counterintelligence. The Polish line in the work of the VChK-NKVD,
1918-1938’; Moscow 2017). Published to mark the centenary of Russian counterintelligence, the book offers a critical
view of the relations between the Second Polish Republic and the Soviet Union, which, in the author’s view, were
dominated by the rivalry between the two countries’ intelligence services.

335 See, for example, the bibliography of Khlobustov’s works on the hrono.ru website.
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institutions. Efforts to reconcile this legacy with the Tsarist tradition rely on
the selective glorification of figures and events from the period of the Russian
Empire - those that can be pragmatically repurposed, such as Zubatov and
Batyushin. As a result, the institutional memory of Russia’s security services
is shaped by selectivity and syncretism.

The project to rehabilitate the security services, which is also aimed at
strengthening their institutional memory, was incorporated into a broader
strategy for legitimising the Russian government. During a presentation of the
association’s achievements, Zdanovich made no secret of the fact that “the main
criteria guiding its work are to consolidate state power and legal order in the
Russian Federation”.** By saying this, he confirmed that the history of Russia’s
security services, as framed through selective events and figures, is intended
to shape desired social attitudes and behaviours. This curated version of their
past has been incorporated into the narrative of returning to ‘the sources of
success’. In Russia’s strategic culture, there is scant tradition of openly dis-
cussing failures. Historiographers consistently argue that these result either
from weak leadership or from the intrigues of external forces that have caused
geopolitical disasters throughout Russia’s history. According to this view, the
West'’s information warfare that first targeted Tsarist and Soviet Russia and is
now aimed against the contemporary, democratic Russian state has long had
the central objective of diminishing Russia’s international standing. Efforts
to undermine Russia’s security agencies are a key element of this strategy.
Consequently, the rehabilitation project places Russia’s intelligence agencies at
the heart of this confrontation.**’

The new historical identity being instilled in Russian security officers is
eclectic and inconsistent, tailored to the regime’s current needs and rooted in
the search for shared experiences between the institutions of the Tsarist and
Soviet states. Despite the rupture in institutional memory caused by the Bol-
shevik Revolution, both the imperial and Soviet traditions share key features:

- emphasis on single-person (autocratic) leadership,

- the role of the security services as the primary instrument of power; they
assumed functions beyond those of their Western counterparts, including
shaping political, social and economic realities,

- state security as the ideological safeguard of the ruling elite,

336 ‘B xynbprypHOM LenTpe OCB cocrosmack mpesenTanyus O6IiecTBa M3yYeHUs] MICTOPUY OTeYECTBEHHBIX CIELCAyXE,
PUA Hosocty, 17 December 2001, ria.ru.

337 See]. Darczewska, ‘,Wojny pamieci”: historia, polityka i stuzby specjalne Federacji Rosyjskiej’, Przeglqd Bezpieczeristwa
Wewnetrznego, no. 11(20) /2019, at: bibliotekanauki.pl.
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- the unchanged mission of security institutions, which remains relevant today:
to protect and strengthen the regime,

- the portrayal of officers as coming from society’s elite: they were ‘the best, most
educated and most patriotic’ representatives of society, becoming a pillar of
state power and its legitimisation strategy.

In 2000, this strategy was linked to the concepts of ‘the dictatorship of the
law’ and ‘the new nobility’. In 2008, during the early years of Dmitry Medve-
dev’s presidency, it was tied to ‘liberal modernisation’. A mobilisation strategy
based on the military organisation of the state took shape during Putin’s third
presidential term (2012-18). Integrated into the national defence system and
portrayed in the information and propaganda sphere as defenders of the home-
land, security officers became beneficiaries of the prevailing cult of victory.

Efforts to strengthen the mechanisms for managing Russia, its security, econo-
my and population through continuous emergencies and crises have led to the
emergence of a mobilisation model of the state. It encompasses the spheres
of ideas, culture, information, education, law and more. It is sustained by all
the power ministries, led by the Ministry of Defence, which holds the greatest
symbolic potential for instilling patriotic values in society as such efforts must
take place in the public sphere. This indicates that the elevated status of these
agencies is chiefly a product of Russian authoritarianism. This status remains
secure, as the ruling elite will increasingly feel that its interests are threatened,
which is likely to generate demand for new forms and methods of protecting the
status quo, framed as the defence of the sovereignty of a neo-imperial Russia.

4. Culture and history as categories of influence

4.1. Above all image

The monument to Felix Dzerzhinsky, dismantled in August 1991, was originally
unveiled on 20 December 1958. This event should be understood in the context
of the upheaval inside the Soviet security agencies following Stalin’s death,
which heralded purges, reorganisations and reassessments of past policies.
In December 1953, Lavrentiy Beria, a high-ranking official in the successive
incarnations of the Cheka - the NKVD, NKGB and MGB - was executed. In 1954,
the security apparatus was rebranded as the KGB. Beria and several of his
associates were labelled ‘agents of imperialism’ and accused of ‘anti-party
activities’. The crisis within the security services was further exacerbated
by Nikita Khrushchev’s speech on Stalin’s personality cult, delivered at the
20th Congress of the CPSU in 1956, as well as by the new leader’s liberalising
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policies. Political prisoners were released from labour camps, the Gulag system
was dismantled, the concept of the ‘enemy of the people / nation’ was removed
from the criminal code and the most repressive Stalinist laws were repealed.
In short, the Khrushchev Thaw challenged the values that had been at the core
of the system. The KGB thus faced the challenge of restoring its ideological
foundations. Most importantly, the interpretation of ‘errors and distortions’
was revised: the Stalinist era was glorious, but Stalin himself was to blame for
its excesses. As part of the effort to restore the security services to their former
standing, it was also necessary to craft a suitable image. In this context, the
unveiling of the monument to Dzerzhinsky signified the end of the Thaw and

the return of the Chekist archetype.

To improve the KGB’s image, public relations specialists employed various meth-
ods of persuasion, including official documents, statements and announcements
published in special sections of daily newspapers, such as ‘In the KGB under
the Council of Ministers of the USSR’ and ‘TASS reports’. Great emphasis was
placed on book and film propaganda. The Chekists had a particular preference
for documentary films, or rather pseudo-documentaries. These were cheaper and
less time-consuming to produce and, most importantly, could be presented as
collections of independent opinions, absolving the creators of responsibility for
the content. In the television era, documentaries also ensured access to millions
of viewers. Recently, TikTok and YouTube have exponentially expanded the reach
of this format, providing platforms for Russia to use pseudo-documentaries
as portrayals of reality.

The 1962 documentary ‘Po chernoy trope’ (On the black path) glorified
the activities of the Chekists following the 20th Party Congress. A year later,
‘And again on the black path’ was broadcast, focusing on Oleg Penkovsky, a GRU
officer who was arrested by the KGB on charges of espionage. In 1964, as many
as three feature films about the Chekists hit the screens: ‘Sotrudnik ChK’ (Cheka
operative), ‘Gosudarstvenny prestupnik’ (State criminal) and ‘Vystrel v tumane’
(A shotin the fog). A new era in shaping the impeccable image of security officers
began with Yuri Andropov’s appointment as KGB chairman in May 1967. He was
embedded in an artificially constructed, media-enhanced reality and portrayed
as a ‘reformer in jeans’and a ‘polyglot intellectual’ who spoke excellent English,
read French philosophers in the original, was brilliant at tennis, had a taste for
whisky, wrote poetry and collected contemporary paintings. Moreover, he was
presented as the only Politburo member who opposed the Soviet intervention
in Afghanistan. Needless to say, this image, aimed primarily at the West, had
been carefully crafted by the KGB itself. By that time, it had perfected the art
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of manipulating the public consciousness, employing advances in information
technology associated with the ‘television revolution’.

The accumulated experience was put to effective use during the Putin era.
Efforts to improve the Chekist’s image naturally translated into the portrayal
of the new leader, a process that has continued into the 21st century. Cinema
(feature films and TV series) and television (news-propaganda programmes
and pseudo-documentaries) remain the preferred communication channels
of influence. In 2001, the TV series ‘Special Unit’ was released. Its main
character comes from an intellectual family in St Petersburg, fights in the
Spetsnaz in Afghanistan and, upon returning home, joins the FSB to protect
the Hermitage’s priceless collections from thieves smuggling artworks out of
the country. Two science fiction films about the eternal rivalry of the intelli-
gence services were produced with Lubyanka’s support: ‘Night Watch’ (2004)
and ‘Day Watch’ (2006). The 16-episode series ‘Spetsgruppa’ aired in 2007,
depicting the FSB’s efforts to uncover financial scandals and prevent terrorist
attacks. The 2004 feature film ‘Identification number’, which presented the
‘correct’ official version of the Moscow apartment bombings and the behind-
the-scenes machinations of oligarchs that led to the deaths of nearly 200
audience members at Dubrovka Theatre in 2002, was also dominated by the
theme of counterterrorism. Two other films were produced under the FSB’s
patronage: ‘The Apocalypse Code’, about an FSB officer who saves seven major
global cities, and ‘Liquidation’, about the fight against smuggling gangs from
Odesa. Notably, both won awards in the FSB’s competition for the best work
dedicated to the security services, a prize that was first introduced by the KGB
in 1978 and then revived in 2006.

The 2006 documentary ‘Spies’ about the activities of British intelligence in
Russia also attracted considerable attention. It was broadcast shortly after the
adoption of the law on foreign agents, which targeted NGOs receiving foreign
funding. The film was intended to illustrate the ‘consequence’ of this support -
the supposed rise in espionage. It included surveillance footage showing a Brit-
ish embassy employee checking a dead drop hidden in a rock in a Moscow park,
followed by revelations linking the diplomat to Russian NGOs and British in-
telligence. The documentary was widely dismissed as blatant propaganda and
ridiculed on social media. Another film that sparked considerable controversy
was the 2008 documentary ‘Plan Caucasus’, which claimed that the CIA was
behind the outbreak of war in Chechnya.

The key word ‘Chekist’ features in the titles of numerous films. These
productions have also been created, clearly at the request of the federal centre,
by regional branches of state television. For example, a branch in Volgograd
produced the documentary titled ‘Chekists’ and aired it on 20 December 2022.
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As stated in the introduction, the film “tells the story of the heroic deeds of of-
ficers whose names remain classified to this day”.**® TV series and films available
on YouTube depict a fabricated reality, yet they are perceived as being based on
real events.**” Cinema has always been one of the most powerful propaganda
tools and it continues to serve this purpose today: the Russian government has
been using it to manipulate history and educate future generations in a total-
itarian spirit.**°

Russian institutional historians, along with those from the so-called patri-
otic camp, have actively challenged this critical view. For example, Khlobustov
has commented on Julie Fedor’s in-depth analysis of films dedicated to the
Chekists,** highlighting what he called its ‘biased message’: “The main flaw of
this and similar studies is that they fail to make even the slightest attempt to
analyse the intelligence and subversive activities of foreign services against the
USSR, the socio-political situation in the country and especially the reforms of
Soviet legislation”.** He made these remarks during a 2017 academic conference
in Omsk marking the centenary of the Cheka. Non-institutional participants
at the event emphasised the need for a cultural (civilisational) approach to
history. Arguing from this perspective, the Omsk-based historian Alexei Su-
shko claimed that “the defining historical feature of Russian civilisation is the
greater role of the state and, by extension, of its security organs compared to
the West”. In his view, this stems from the fact that “the state has organised the
Russian civilisation’s** response to external challenges’ Distinguishing between
scholarly and ideological approaches and calling for a contextual analysis of
historical events, he wrote:

»”  The task of scholars is to understand the activities of [state security organs]
within the context of their time, even when we are explaining their actual, un-
justifiable brutality. Extraordinary methods were actively used in the USSR
during the Stalinist era. To a significant extent, this was linked to the threat
(challenge) posed by Western civilisation as well as the difficult internal situ-
ation following the recently concluded civil war. Under such conditions, people
habitually divided their surroundings into ‘us’ and ‘enemies’. State terror was

considered the norm by a large part of the Soviet population.

‘Yexucrsr', 20 December 2022, at: smotrim.ru.

Along list of these is available on the TimeOut website, timeout.ru.

‘Kino w stuzbie rosyjskiego totalitaryzmu - 3. MFFoTEK’, IPN, 7 April 2022, youtube.com.

. Pemop, ‘Tpa/:u/mmm uyekucToB oT JlernHa jo [TytuHa. KynbT rocysmapcTBeHHOM 6e3omacHocTI, op. cit.

‘Xnobycros O.B. ObiiecTBeHHOe MHeHNMe HaceleHuUs 06 opraHax ToCyapcTBeHHOI besomacHocTH (KoHeI 1980-X -
1990-e T.)’, 0p. cit.

‘Cyuxo A.B. K Bompocy 06 1CIIonp30BaHuy LVBUIM3ALVIOHHOTO TIOAXOAA s VI3YYeHMS VICTOPUY OTEIeCTBEHHBIX
crencnyx6’, PyMsHIIEBCKMIT My3elt, 2017, rummuseum.info.
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He offered a similar explanation for the role of the security services in
introducing necessary changes in Russia. In the cases he cited, where Russian
society was modernised by force under Ivan the Terrible, Peter I and Stalin,
their actions were invariably presented as an “organised state response to the
challenges and threats facing Orthodox Russian civilisation”.

4.2. The historical-cultural standard as a ‘historical weapon’

The growing interest of institutional historians in collective memory eventually
expanded into a broader struggle over the population’s historical memory. Over
time, this has become a significant area of state activity*** and a popular topic in
the public debate, driving a return to imperial traditions and state control over
them. According to participants in these discussions, Russia’s defining attributes
include its historical power, which is safeguarded by the government. Historical
narratives, treated as a ‘historical weapon’, have been reinforced conceptually,
institutionally and organisationally through the so-called historical-cultural
standard (istoriko-kulturnyy standart). The creation of the Presidential Commission
of the Russian Federation to Counter Attempts to Falsify History can be seen as
the first attempt to institutionalise historical memory. Active from 2008 to 2012,
itwas headed by Sergey Naryshkin, then head of the Presidential Administration,
later Speaker of the State Duma and now Director of the SVR. The commission’s
role was to ensure the ‘correct’ interpretation of difficult chapters in the coun-
try’s history. In the public sphere, it functioned as a propaganda body focused
on rebutting domestic and foreign publications that allegedly undermined
Russia’s national interests. It also served as a disciplinary tool, commissioned
analyses of content that aligned with the government’s perspective and funded
publications. This approach cultivated a reliable network of ‘court historians’.**®
The start of Putin’s third term (2012-18) opened a new chapter in the fight
against the alleged falsification of Russia’s past. 2012 was declared the Year
of History, in reference to ideologically charged major anniversaries: 1612,

344 Several factors served as catalysts for the perception of Russian politics of memory as a struggle over remembrance.
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These included the incorporation of historical issues into political discourse after the collapse of the USSR; an un-
favourable environment in the immediate neighbourhood, in which the shared past divided post-Soviet states and
brought previously overlooked ‘white spots of history’ (tragic, traumatic events) into public debate alongside ‘black
spots’ (previously taboo issues due to censorship); an adverse climate in the European Parliament, where countries
that had experienced the trauma of Soviet totalitarianism launched efforts to commemorate the victims of the Gulag,
most notably through the symbolic Prague Declaration of 2008, which called for establishing a remembrance day for
victims of both totalitarianisms, effectively equating communism with Nazism; the Orange Revolution in Ukraine
and more broadly, the nationalisation of history in Central and Eastern European countries and their promotion of
amemory narrative opposed to Russia’s; and finally, the identity crisis within Russian society following the collapse of
the Soviet Union.

For more on this topic, see J. Darczewska, ‘The Presidential Commission of the Russian Federation to Counter At-
tempts to Falsify History to the Detriment of Russia’s Interests (2009-12)’, Institute of National Remembrance Review,
3/2021-2022, ipn.gov.pl.
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marking the expulsion of the Poles from the Kremlin, and 1812, commemo-
rating Russia’s victory in the Great Patriotic War against Napoleon. In the same
year, Putin reinstated the Russian Historical Society (RHS) and the Russian
Military-Historical Society (RMHS). Under the supervision of the RHS and
the leadership of Naryshkin, the first ‘Concept of a new educational-method-
ological complex on national history’ was developed with the aim of standard-
ising historical narratives in textbooks and publications. The need to establish
a mandatory teaching standard was a recurring theme in Putin’s speeches;
he also personally discussed it at several meetings with historians.
Interpretations of the past in line with the historical-cultural standard have
also made their way online. They have been widely disseminated through the
websites of the RHS (historyrussia.org) and the RMHS (uctopus.pd) as well
as on blogs and countless history websites. Education in the spirit of defend-
ing Russia’s historical and cultural heritage has also been incorporated into
the broader ‘Programme for Patriotic Education in the Russian Federation’, which
is implemented by a number of state entities, divided into primary executors and
co-executors. The first group consists of four central institutions: the Ministry
of Education and Science, the Ministry of Defence, the Ministry of Culture and
the Federal Agency for Youth Affairs. The list of co-executors, however, is far
more extensive: it includes ministries, security services, government agencies,
regional executive authorities and so-called public-state NGOs. The list of or-
ganisations involved in this programme may raise questions, as some of them
are not involved with education. They appear to have been selected primarily
based on their compliance and access to funding. This explains the strong pres-
ence of military entities, which have the most extensive capabilities in this area.
Patriotic education is also promoted on an individual level by writers who
specialise in interpreting history through the media - figures that Stalin once
called the “engineers of the human soul”. Most of them are affiliated with think
tanks that toe the Kremlin’s line, such as Aleksandr Prokhanov, founder of the
Izborsk Club (which operated until 2012 as the Byzantine Club and the Institute
of Dynamic Conservatism), and Natalya Narochnitskaya, president of the His-
torical Perspective Foundation. They identify key lines of ideological influence
within the historical-cultural standard: Russia’s unique developmental path,
the image of a strong state and strong autocratic power, the Russian nation’s
legendary victories and an imperial determinism expressed in the ‘reunification’
and ‘voluntary’ integration of new territories into the Moscow-centred state.
The unified vision of Russia’s past they have promoted in the mass media, which
echoes Nikolai Karamzin’s thesis that Russian history begins in Kyiv, focuses
on events that favoured the formation of the imperial state. It emphasises its
continuity from the earliest times to the present, highlighting facts that justify
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its power, civilisational wealth and the ‘purity’ of its traditions, which the hostile,
demoralised and decaying West allegedly seeks to corrupt.

Public debates about the past have deepened the division within the commu-
nity of historians between the so-called patriotic current and the research-based
critical current, with the latter defending history as a scholarly discipline. How-
ever, the critical approach has failed to reach a wider audience, as bookstore
shelves remain dominated by works straddling academic and popular history as
well as overtly ideological and propaganda-based manifestos. Representatives
of the patriotic current have been working to reinforce the population’s belief
in the uniqueness of Russia, its civilisation and its civilisational mission that
supposedly predestines it to act as a counterweight to the corrupt, consumerist
West. They have been waging a battle against present-day cosmopolitans and
‘enemies of the nation’; most importantly, they have sought to ‘set the record

straight’ on Russian history by countering ‘Western slanderers’.

Unlike the campaign-style actions of the Naryshkin Commission, the historical-cul-
tural standard has ensured systemic, continuous and large-scale indoctrination.
It forms the foundation of the teaching concept for the ‘History of Russia’ course
across all the educational institutions in the Russian Federation. Its latest edi-
tion, approved in October 2020,%*¢ expands upon a similar document from 2014.
The concept’s stated goal is to “create a unified educational space for teaching
history” - in other words, to align the compulsory ‘History of Russia’ course with
the histories of various nations that have been incorporated into the Russian state
at different historical stages. As noted, this objective will be achieved through:

-a multi-dimensional approach to historical processes, which takes into
account various factors such as domestic and foreign policy, state-citizen
relations, the economy, social stratification, military affairs / national defence
and spiritual culture,

- a historical-anthropological approach, based on the idea that “the human di-
mension of history fosters students’ respect for their country’s past and serves
as both a source and a tool for the emotional perception of history”,

- a historical-cultural approach aimed at providing “a balanced perspective on
contentious issues” in both Russian and world history.

The historical-cultural approach is defined there as ‘creating a space for

dialogue’ based on a shared worldview:

346 Konyenyus npenodasanus yuebHozo kypca «Acmopus Poccuu» e o6pasosamensulx opzanusayusx Poccuiickoti Pedepayuu,
peanusyrouux ocHosHble 06ueobpaszosamensHsle npozpammst, The Ministry of Education of the Russian Federation,

23 October 2020, at: akadem-centr.ru.
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»  In history education, cultural images are an important resource for shaping
a worldview and the primary means of transmitting the traditions and values
of Russian society. Highlighting the diversity and interplay of cultures that, at
various points in history, became part of the multinational Russian State helps
students develop a sense of belonging to a shared, rich cultural-historical space
and respect for the cultural achievements and best traditions of their own and
other nations. This, in turn, forms the basis for the ability to engage in dialogue
during both classroom and extracurricular activities as well as in social practice.
From a worldview perspective, it is also important that students perceive his-
torical and cultural monuments as a valuable heritage of both their country and
humanity as a whole - one that everyone should protect.**’

Due to its manipulative potential, the historical-cultural standard has been
used as a platform for reinforcing a deeply rooted vision of imperial Russia.
Rather than addressing contentious and sensitive historical issues, which would
require scientific methods and honest academic debate, it serves to preserve
memory and pride in the achievements of the ‘multinational Russian State’.
Political correctness ensures that Russian collective memory leaves no room for
acknowledging opposing viewpoints. The opponent must accept the premise
that the exceptional Russian (Soviet) nation has always heroically defended
itself and emerged victorious. Searching for one’s own flaws or weaknesses and
attempting to justify adversaries in historical debates is seen as corrupting and
unworthy of a patriot. This line of reasoning was among the justifications for
aseries of repressive measures against members of the independent historical
association Memorial. When harassment of its individual members failed to
achieve the desired effect, the organisation was added to the list of ‘foreign
agents’ and ultimately dissolved in 2021.

The historical-cultural standard, outlined in a 100-page document, confirms
the Russian government’s desire to regulate historical facts, their evaluations and
the terminology used. This is particularly evident in the annexes: ‘Synchronisation
of teaching content in national and world history courses’ (p. 21), “The histori-
cal-cultural standard in national history education’ (p. 28) and ‘A list of key events
and figures in national history’ (p. 83). The most extensive section, dedicated to
historical-cultural standards in teaching, is divided into nine chapters:

I. From the Rus State to the Russian State,
II. Russia in the 16th-17th centuries - from the Grand Principality to Tsardom,
III. Russia in the late 17th and 18th centuries - from Tsardom to the Empire,
IV. The Russian Empire in the 19th and early 20th centuries,
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V. Russia during World War I and the Great Russian Revolution (1914-22),
VI. The USSR from 1922 to 1940,
VII. The Great Patriotic War (1941—45),
VIII. The USSR from 1945 to 1991,
IX. The Russian Federation from 1991 to 2020.

The concept, much like the revised Constitution of the Russian Federa-
tion, places particular emphasis on the enduring nature of the ‘thousand-year
Russian state’.**® Its linear continuity from Saint Vladimir to the present is
underscored by this periodisation and the interchangeable use of the terms
‘Rus State’ and ‘Russian Land’ with the aim of cementing the false notion that
they are synonymous.

The proposed topics for lessons on Russia’s earliest history include the sig-
nificance of Chersonesus (in Crimea) in the context of the cultural ties between
Rus and Byzantium (p. 29). However, what is ultimately emphasised is that “the
Grand Principality of Moscow led the heroic struggle of the Russian people
[russky narod] against the rule of the Golden Horde”.** The idea of a continuous,
‘thousand-year’ Russian state is reinforced through selective omissions, such as
the conspicuous absence of Kyiv and the appropriation of Ukrainian heritage.
At the same time, emphasis is placed on the fact that Kyivan princes belonged
to the Rurikid dynasty, which is widely associated with Russia.

The appropriation of Kyivan Rus’ legacy as belonging to Russia is nothing
new. The belief that Kyiv is the cradle of Russian statehood was widely promoted
in Tsarist scholarship from the time of Nikolai Karamzin. His contributions to
national historiography and public education are difficult to overstate. Dubbed
the ‘Columbus of Russian history’ by scholars, Karamzin was a man of the
Enlightenment - a traveller, writer and creator of the country’s first children’s
magazine, ‘Children’s Readings for the Heart and Mind’. Most notably, he was
the author of the monumental multi-volume ‘History of the Russian State’.
Recognising its value, Tsar Alexander I appointed him as the official court his-
torian and granted him an annual stipend of 2,000 roubles.

Professor Andrzej Nowak attributes the popularity of Karamzin’s ideas,
which were later developed by Sergey Uvarov, to the need to find a new ideolog-
ical foundation for imperial ideology in order to replace the models developed

348 See, for example, the wording in the 2020 amendment to the Constitution of the Russian Federation: “The Russian Fed-
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eration, united by a thousand years of history, preserving the memory of its ancestors who passed on to us ideals and
belief in God as well as the continuity of the development of the Russian state, recognises the historically established
unity of the state”. See ‘[lonmb1it TexcT monpasox B KorctuTymnuzo: uto mersercs?’, The State Duma of the Russian
Federation, 14 March 2020, duma.gov.ru.

‘MOCKOBCKOe KHSDKECTBO BO [JIaBe IepoydecKoli 60ps6BI pyccKoro Hapoza IPOTMB OPABIHCKOro rocroacTea’, Kowuen-
yus npenodasanus yuebHozo kypca « Mcmopus Poccuu..., op. cit., p. 22.
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in the period from Peter I to Catherine II. In 1812, after all, nearly the full might
of Europe descended upon Russia:

»  In the first quarter of the 19th century, Russia’s rivalry [with the great powers
of Western Europe] changed its nature - it shifted from being purely political
(strategic) towards an ideological contest between the Russian Empire and Eu-
rope. The Enlightenment model, under which Russia could expect to be recog-
nised by European powers as a partner in spreading the ‘light’ of progress across

Asia, Eastern Europe and Southeastern Europe, had collapsed.**°

At that time, another foundational myth was also revitalised - the concept
of ‘Moscow as the Third Rome’. This is yet another archetype behind modern
manipulative concepts that justify the civilisation of the ‘Russian world’. The idea
emerged after the fall of the Byzantine Empire as a plan to strengthen the
Orthodox Church; it was therefore a religious concept. Over time, however, it
was transformed into a state doctrine that was used to justify the ambitions of
Muscovite princes to ‘gather’, meaning unify, the lands previously conquered
by the Golden Horde, to elevate their own status to that of tsars and to turn
their principality into a tsardom (starting with the reign of Ivan the Terrible).
In addition, the Byzantine court ceremonial added grandeur to the Grand Duchy
of Moscow. Over time, this myth also became the foundation of the ideology
of the Orthodox Empire, encapsulated in its defining slogan: “We are Russians.
God is with us”.

An analysis of the facts also supports the argument that the early rulers
of the Muscovite state showed little real interest in the legacy of Byzantium.
For example, their claims to its heritage did not translate into any efforts to
defend their Orthodox brethren in the Balkans, who had been conquered by
the Turks. The Moscow Patriarchate, established in 1589, was instead used as
atool of expansion in the immediate neighbourhood. From this perspective, the
concept of Moscow as the heir to Byzantium can be interpreted as a camouflage
for the ‘strategic’ objective: taking over the legacy of the Kyivan principalities
and the Archbishopric of Kyiv.

Incidentally, the slogan ‘Moscow - the Third Rome’ has resurfaced repeatedly
in subsequent concepts, including ‘Panslavism’, ‘official nationality’, Eurasian-
ism (which asserts that Russia can exist only as an indivisible empire and must
not allow Ukraine to break away), ‘Orthodox Bolshevism’ (which is represented
by Nikolai Trubetzkoy), and today’s ‘Russian world’. This myth underpins the
notion of an all-Russian Orthodox community and the thesis of the continuity
of Russia’s statehood. It also evokes the perpetual rivalry between Orthodox

350 A.Nowak, Powrdt,,Imperium Zia”. Ideologie wspélczesnej Rosji, ich twércy i krytycy (1913-2023), Krakéw 2023, p. 309.
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(Byzantine) and Roman civilisation, which allegedly seeks to occidentalise
(Polonise or ‘Catholicise’) the Russian lands.

Laying the historical foundations for today’s Russian society requires not
only a carefully crafted narrative about Russia’s interactions with other nations
and its influence over them but also the presentation of its history in a way that
emphasises the continuity of its tradition of state power. The true picture of
the pastis obscured by omitting or generalising selected facts. Such generalised
assessments clearly diverge from historical truth. For example, the discussed
educational document states that “the culture of the late 19th and early 20th
centuries was characterised by concern for the individual, their daily practices,
work and consumption culture, and the political and legal culture”. Slogan-like
characterisations, which are presented as the keys to understanding historical
periods, also amount to serious distortions. The era of Alexander I has been
labelled ‘the age of state liberalism’ while his successor, NicholasI, is associated
with ‘state conservatism’ and the official doctrine of ‘autocracy-Orthodoxy-
nationality’. Alexander II is credited with ‘the modernisation of the state and
reforms towards a rule-of-law state and civil society’ (sic!), while Alexander III
represents ‘national autocracy’ and the ideology of Russia’s distinct develop-
mental path, which supposedly led to ‘the strengthening of Russia’s great-power
status’. The Great Russian Revolution (1917-22), written with capital letters,
encompasses the February and October Revolutions as well as the Civil War, up
until the formation of the Soviet Union. The term Stalinism is clearly a taboo;
instead, Stalin’s era is divided into the periods of the ‘great transformation’, the
‘Great Patriotic War’ and the ‘post-war period’. The standard interpretation of
World War II should primarily emphasise ‘the unity of the battlefield and the
home front’. In the section “The USSR and its allies’, the issue of the Second Front
is mentioned only superficially, while developments on the Eastern Front are
framed as a ‘clash of civilisations’. The dominant narrative of the early 1990s,
which held that the risky communist experiment left the country in a state of
civilisational backwardness, has also been reversed. Recent history is divided
into four broad periods, summarised with the slogans: 1991-93 - the forma-
tion of a new Russia; 1993-99 - a time of political and economic turbulence;
2000-13 - stabilisation and consolidation of the power vertical (that is, a ver-
tically hierarchical system of government); 2014-20 - rising international
tensions. This final ‘understatement’ is explained in greater detail:

”»
As a result of Russia’s active role in resolving crisis situations, its international

standing and authority have noticeably increased. This, along with the strength-
ening of Russia’s economy, the revival of its military and an independent line in

Russian foreign policy, prompted efforts by a number of Western countries to limit
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Russia’s economic and political influence. The growing tensions surrounding Rus-
sia were triggered by its response to the Western-backed coup in Ukraine and the
subsequent return of Crimea to its homeland (2014), Russia’s unwavering stance
on the necessity of implementing the Minsk agreements regarding the Donbas
and its humanitarian operations in the region. The consequences included a po-
litical-information war and the imposition of harsh economic sanctions aimed at
‘punishing’ Russia. However, this pressure proved ineffective [...]. Russia regained
the positions it had lost after 1991 and became one of the leaders in global politics.*

Beyond this history-related content, the document’s language is particularly
striking. The names of historical periods, such as ‘the Great Russian Revolution’, and
events, like the ‘operation to compel Georgia to peace’ listed under 8 August 2008
(referring to the support for separatists in Abkhazia and South Ossetia and
the open conflict with Georgia), as well as concise characterisations of the era,
are far from neutral terms used for identifying specific facts. These are instead
culturemes that present events in the desired light, imposing a singular, correct
interpretation and the ‘proper’ image that is usually favourable to Russia. They
function as important tools of the Russian historical discourse and, to a large
extent, represent unique phraseological mutations. Examples include terms such
as ‘dictatorship of the heart’, ‘police socialisi’, ‘revolutionary rule of law’, ‘new
nobility’, ‘Orthodox Chekism’, ‘dictatorship of the law’, and many others. While
often illogical, inconsistent and at times shocking to outside observers, these terms
serve a practical function - charged with emotional pathos, they act as rhetorical
weapons in ideological battles. This discourse is also marked by the deliberate
avoidance of terms that could provoke controversy among historians. And so,
Stalinism has been replaced with euphemisms such as ‘modernisation’ and ‘great
transformation’, reminiscent of Orwellian Newspeak and an educational approach
guided more by ideology than by scholarship. This imposition of positive connota-
tions onto Stalinism inevitably distorts the content of education, even if teachers
honestly inform their students about the scale of the repression, deportations and
ethnic purges of that era. Ultimately, both the document’s essence and language
suggest that the vectors of the political and social transformation initiated during
‘the era of turbulence in the new Russia’ have been definitively reversed.

The historical-cultural standard fits well into the theory of information
warfare. Its strategists use terms like ‘politics of memory’ and ‘historical policy’,
but transform them into tools in their unilateral campaigns to impose a singular
narrative of the past. They have also coined the term ‘historical weapon’ - a tool
intended to defend Russia’s memory in the face of what they perceive as the
West’s psychological subversion. As a result, historical confrontations with
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neighbouring countries have become a systemic phenomenon and a defining
feature of Russia’s strategic culture.

Needless to say, this approach is rooted in the tradition of historical prop-
aganda. The interpretative models derived from this tradition also feature in
strategic documents, including Russia’s 2014 military doctrine, which intro-
duced the principle of limited sovereignty for Russia’s allies and its neighbouring
countries, asserting that they had to unconditionally respect Russia’s interests.
Importantly, this document expanded Russia’s sphere of influence to encompass
the entire territory of the former Soviet Union and parts of the former Eastern
Bloc (in previous versions, it only covered the Commonwealth of Independent
States). As a result, it also included Ukraine, which was portrayed as a country
forcibly colonised by the West.**

4.3. Did Pushkin, Tyutchev and others collaborate with the secret police?

The creation and dissemination of a new imperial ideology, something that Rus-
sia came to see as a necessity in the early 19th century, required a broad base
of executors. The intelligentsia, including journalists, writers and professors,
played a key role in this effort. For the system to function effectively, discipline
was essential in speech. As a result, censorship in Russia was ideological from
the outset. There had been no previous need for a formal office to inspect publi-
cations as very little was being written. Moreover, censoring court writers was
pointless, while high-profile cases of criticism directed at Catherine II's regime
were easily detected without establishing a dedicated institution. For example,
after publishing Journey from St. Petersburg to Moscow’, Alexander Radishchev
was imprisoned in the Peter and Paul Fortress and then sentenced to death,
apunishment later commuted to ten years of exile in Siberia. It could be argued
that Russia’s civilisational lag was also reflected in the delayed emergence of
its modern literature and the belated introduction of its censorship systems,
which remained in place for a longer time than elsewhere.

From the time of Alexander], the ‘government of souls’ exercised through
censorship was overseen by the Ministry of Public Education. It was responsible
for controlling educational content and fostering a patriotic education while
also ‘defending freedom from abuses’ - a justification for restricting freedom
of speech in response to foreign liberal trends that were deemed harmful to the
state. A ministry endowed with such powers needed to enjoy the monarch’s full
trust. Under Nicholas I, who early in his reign faced the challenge of suppressing
the Decembrist uprising, censorship was further tightened. From that point on,
censors even had the right to ‘correct authors’ style and language’. The ministry’s

352 J. Darczewska, The devil is in the details..., op. cit., p. 18.
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influence grew after 1833, when Sergey Uvarov, the architect of the official
imperial ‘autocracy-Orthodoxy-nationality’ doctrine, was appointed as its head.
Although in practice the tsar increasingly relied on the secret police in matters
of censorship, responsibility for updating relevant regulations remained with
the head of the education ministry.**® During Uvarov’s tenure, censorship came
tobe known as ‘iron’ as the atmosphere of ‘cultural imperialism’ and intellectual
oppression worsened.

According to censorship regulations, the Tsar held ultimate authority on
what was right or wrong in literature. This was not merely a symbolic formality;
for example, Nicholas I granted Pushkin the extraordinary privilege of hav-
ing the Emperor of All Russia himself as the first reader and censor of all his
works, as noted by Bogustaw Mucha, the author of comprehensive studies on
the subject.*** Nicholas I's censorship system quickly evolved into an elaborate
apparatus, as the tsar obviously could not review every publication personally.
Atthat point, the head of the Third Section of His Imperial Majesty’s Chancellery
extended a helping hand. This led to a notable event:

»  When an exceptionally heated dispute between Pushkin and Bulgarin (a Polish no-
bleman whose real name was Butharyn and a particularly colourful figure) played
out publicly in literary periodicals, both the tsar and Count von Benckendorff, the
head of the secret police, followed its escalation with concern. Outraged by the
critical tone towards ‘Eugene Onegin’ in Bulgarin’s journal ‘The Northern Bee’,
the tsar demanded that the periodical be shut down. However, von Bencken-

dorff intervened to protect the editor, as Bulgarin was one of his secret agents.**®

The Third Section, established in 1826, was tasked with tracking and pros-
ecuting political criminals, conducting domestic intelligence, monitoring the
political loyalty of citizens and gathering information on foreigners residing
in Russia. Using contemporary language, it also took steps to improve Russia’s
international image and legitimise Nicholas I's foreign policy, which was focused

353 Tighter censorship regulations adopted in 1836 prohibited the dissemination of the following: official articles, govern-
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ment rescripts and news about Russia without prior approval from the highest authorities; ukases by deceased tsars
that were not issued during their lifetimes without permission from the minister of education; poems and texts in
honour of the imperial family without ‘supreme authorisation’ and the approval of those family members to whom
they were addressed; and memoirs by private individuals relating to court proceedings. The government also made
it illegal to disseminate content that undermined the Christian faith and dogmas or criticised the government and
local administration. One of the regulations penalised unauthorised interpretations of historical facts and events
that contradicted the officially sanctioned narrative. ‘Harmful theories’, such as the notion of human descent from
apes and rejection of the divine nature of state authority, were also suppressed. Censorship served a dual function:
preventive and repressive. It targeted not only authors, but also publishers and censors, who could all be held legally
liable. Writers faced severe penalties, the most common of which was exile.

B. Mucha, Dzieje cenzury w Rosji, £6dz 1994; idem, ‘O cenzurze rosyjskiej za panowania Mikotaja I, Acta Universitatis
Lodziensis, Folia Literaria, 37, 1995.

M. Bakowski, Jézef Mackiewicz i cenzura’, 2013, jozefmackiewicz.com.
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on Southern Europe. These efforts were aimed at convincing Western public

opinion that all the Slavic nations belonged in Russia’s sphere of influence.
Domestically, the focus was on educating the elites in a patriotic, Orthodox and

monarchist spirit. In this regard, the Third Section wielded extensive negative

powers. Using tools such as provocation, intercepting private correspondence

and planting agents in literary clubs and societies, it monitored officials, cen-
sored publications, monitored sectarian activity within the Orthodox Church,
collected intelligence on individuals under police scrutiny and supervised both

prisoners and the resettlement areas designated for those deemed suspicious

and ‘harmful’ to the state. After 1830, it also oversaw the network of foreign

agents assigned to monitor Poland’s Great Emigration.

Alongside the Ministry of Public Education, the Third Section scrutinised
the messages conveyed in literary works, periodicals and works of art, silencing
anyone who voiced inconvenient truths. These spheres, like history, were meant
to serve the regime. Its critics were punished as a warning to others - a fate
that befell figures such as Pyotr Chaadayev, a former guards officer, publicist
and author of the ‘Philosophical Letter’, as well as those held responsible for its
publication: Nikolai Nadezhdin, the editor of Telescope (the journal in which it
appeared), who was sentenced to exile, and Alexander Boldyrev, the censor and
rector of Moscow University, who was dismissed from his positions. On Nicho-
las I's orders, Chaadayev was officially declared mentally ill, forced to undergo
medical supervision and barred from writing. All of this happened because he
expressed ‘incorrect’ views about what he saw as Russia’s backwardness, par-
ticularly its autocracy and Orthodoxy, at a time when the new imperial ideology
was being implemented to justify wars against Turkey and provide an argument
for creating a Slavic community under Russian rule, united by a single faith.

One of the elite’s key tasks was to promote this perspective and persuade
both the Russian population and the outside world to accept it. A broad diplo-
matic, academic and cultural effort was mobilised to achieve this goal. The tsar,
his officials, writers and poets all spoke with one voice about Russia’s right to
imperial ambitions, framed in civilisational terms. The cult of Russia’s cultural
greatness, unique traditions and endless expanses was nurtured by some of the
most prominent figures in 19th-century Russian literature: Pushkin, Tyutchev,
Mikhail Lermontov, Alexander Griboyedov, Nikolai Nekrasov and Ivan Turgenev,
all of whom participated in the cultural battles against the West.

The challenge they faced was far from easy: Russia’s image at the start of the
19th century was, to put it mildly, somewhat tarnished. A number of assassina-
tions at the highest levels of power (including regicide), peasant revolts driven
by famine, rebellions within the tsar’s guard regiments and insurrections in
conquered territories provided ample reasons for critical commentary. These
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developments contradicted the empire’s portrayal of its conquests as a civilising
and liberating mission. Moreover, following the partitions of Poland, Europe
was swept by a wave of Polonophilia which often included expressions of open
dislike and even hostility towards Russia. The Poles themselves, humiliated by
the division of their country, viewed the aggressor from the East, in both political
and metaphysical terms, as the embodiment of global evil. Professor Marian
Broda, a historian of ideas and sociologist who has studied this issue, notes that
in the 19th century, Russia, described by foreigners such as Marquis Astolphe
de Custine as ‘barbaria Moscovia’, came to symbolise despotism, contempt for
the individual, widespread servility, hypocrisy and xenophobia.**

Gifted with a fluent pen and captivating in their originality, intelligence
and personal charm, writers and poets undoubtedly proved to be effective cham-
pions of the state. They were also well-suited to advancing the Third Section’s
pro-Russian lobbying efforts. As they were educated members of the aristocracy,
the tsar often appointed them to diplomatic positions. At the same time, as
Russia was waging a cultural battle against foreign influences, they sought to
prove that the Russian language was just as elegant as French or German. They
operated on two fronts: on the one hand, they embedded a favourable image
of Russia in their works to shape perceptions among foreign audiences; on the
other, they actively participated in European political discourse, promoting
narratives beneficial to the Tsarist regime.

Pushkin gave in to pressure: he made a verbal commitment to cease his
criticism of the political order, because he wanted to return from exile. Over
the course of 11 years, from 1826 until his death in a duel in 1837, he wrote
58 letters to his ‘personal censor’, the tsar - an average of one every two months.
These letters passed through von Benckendorff, who also replied to them, il-
lustrating the difficult and ambiguous atmosphere of life at the time. In one of
his letters, Pushkin requested access to state archives related to the history of
Peter I, a subject he intended to study. He was granted permission to use the
Hermitage Library, but he in fact focused on the Pugachev Rebellion during
Catherine II's reign. According to scholars, this topic became particularly
relevant to Pushkin due to a wave of peasant uprisings that swept Russia in
1830-31, including the so-called cholera riots (social unrest triggered by the
cholera pandemic) and revolts by military settlers, as well as upheavals in Europe,
particularly the French Revolution of 1830. Shortly afterwards, the head of the
Third Section announced that Pushkin had been appointed as an official at the
College of Foreign Affairs; as a result, the writer gained broader access to the
imperial archives and the opportunity to pursue his interests. In another letter,

356 ‘Rusofobia’ [in:] A. de Lazari (ed.), Idee w Rosji. Leksykon rosyjsko-polsko-angielski, £6d% 2000, vol. 3, p. 334.
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von Benckendorff wrote that “the tsar has instructed me, as a trusted individual,
to discreetly supervise him and guide him with advice”.*”

Pushkin’s role extended beyond writing patriotic poems and ‘correct’ books
such as The History of Pugachev. His 1831 poem To the Slanderers of Russia, written
in the wake of the Polish November Uprising, was a response to a major anti-Rus-
sian campaign in the French parliament following General Ivan Paskevich’s
capture of Warsaw. Some French deputies went as far as to call for a military
intervention in support of Poland; a Polish Committee was even formed, led
by Marquis Marie-Joseph de La Fayette, a veteran of the American War of
Independence. Pushkin’s fiery poem, aimed “against the slanderers” in France
who “fail to understand that this is a matter within the Slavic family”, perfectly
aligned with Russia’s counter-propaganda efforts at the time. A year later, in
1832, Adam Mickiewicz reproached him for this in the poem called To My Friends
the Muscovites, which was included in his major work Forefathers’ Eve, Part I1I.
Honouring the sacrifice of the Decembrists Ryleyev and Bestuzhev, Mickiewicz
contrasted them with Pushkin, who had “sold his free soul forever for the tsar’s
favour / And now bows at his doorstep”. Even later, after the Russian writer’s
death, Mickiewicz stressed that politics had cast a shadow over their friend-
ship: “it divided us, but poetry brought us closer”. Mickiewicz, a Polish patriot
and exile, had his own ‘truth’, while Pushkin had a different, unquestionable,
Russian ‘truth’ that ignored the historical context but aligned with imperial
interests. It was a truth that gave him the right to brand as slanderers all those
who rejected the offer of security under Moscow’s wings.

Was Pushkin a secret collaborator of the Third Section? This cannot be
confirmed conclusively without access to the archives. However, Prince Vy-
azemsky, his friend and the first president of the Russian Historical Society
that was established in 1866, was indeed a collaborator, as were the playwright
and diplomat Alexander Griboyedov, the chemist Dmitry Mendeleev and the
geographer Nikolai Przhevalsky, a fact that was authoritatively confirmed by
Sergey Naryshkin, the current head of the SVR.** This claim is also supported
by experts cited in the documentary ‘What secrets did Russian writers hide?
The mysteries of Pushkin, Lermontov, Gogol and Turgenev’, which aired on
state television in April 2022 and was later posted on YouTube.** Well-known
Russian writers, ‘exposed’ as agents of the Third Section, are portrayed in the

357 B.Ecunos, [Tepenucka A.C. ITywxuna c A.X. Benkendopdom, Mocksa, Caukr-IleTep6ypr 2021, p. 17, at: litved.com.

358 ‘Cepreit Hapsiukus: «PaboTa MCTOpyKa - pasBesKa BO BpeMeH» , Poccuiickoe McTopmiecKoe 061mecTso, 20 Decem-
ber 2020, historyrussia.org; ‘Urarepssio Cepres Hapsimxusa sxypHany «Mcropuk»..., op. cit.

359 ‘Kaxme cexpersl xpaHmau pycckue nucatenn? | Taiias! Ilymkuna, JlepmonTosa, Torons, Typrenesa’, llentpans-
Hoe TeneBupenme, 27 March 2022, youtube.com. For an extensive discussion of this film, see ‘Puszkin, Tiutczew
i Turgieniew czyli tajne stuzby i bardzo krétka historia literatury rosyjskiej’, Szkota Nawigatoréw, 28 May 2022,
pink-panther.szkolanawigatorow.pl.
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film as exemplary models of patriotism. Eduard Makarevich and Iosif Linder,
historians of the secret services, and Marina Sidorova, head of the literary

department at the State Archive of the Russian Federation, argue that Pushkin

actively promoted patriotic education in society and firmly believed in the ‘ne-
cessity of managing public opinion’ through literature and the press - which is

why he proposed the creation of a political journal to serve this purpose. Though

the project never materialised, relevant to this day.

It should be clarified that no organised forms of public opinion existed in
Russia at the time. Any anti-regime circles or clubs were immediately disbanded
and their members were severely punished. For example, Fyodor Dostoevsky
and twenty of his fellow members of the Petrashevsky Circle narrowly escaped
execution when the tsar commuted their death sentences to exile at the last
moment. Therefore, expressions of dissent could only reach the public through
the printed word and art. In his famous ‘Letter to Gogol’ (1847), written in the
health resort of Szczawno-Zdréj (Ober Salzbrunn), Vissarion Belinsky hailed**°

“the only leaders, defenders and saviours from the darkness of autocracy”. This
statement underscored the writer’s ethos and literature’s missionary role, some-
thing that the Tsarist regime refused to accept under any circumstances. In his
furious and sarcastic manifesto, Belinsky denounced Gogol as “a preacher of
the knout, an apostle of ignorance, a champion of obscurantism and a glorifier
of Tatar customs”. Scholars believe that he was spared certain death or impris-
onment in a fortress only because he was terminally ill. The regime simply did
not tolerate criticism, literary or otherwise; reality could only be described
uncritically. In Russia, only loyalist literature could be trusted.

This is precisely the message conveyed by the referenced documentary.
Itinstrumentalised Pushkin and other eminent 19th-century poets and writers
as examples of loyalty to Russia and advocates of the idea that Western Europe
harboured eternal prejudices against it. ‘Exposed’ as agents of the Third Section,
clearly for the purposes of the so-called patriotic and spiritual education, they
were presented as exemplary models of patriotism.

According to the experts cited in the film, the secret police generously re-
warded Pushkin for his cooperation. The Third Section paid him around 50,000
silver roubles, a sum comparable to the value of a sizable village. It also extended
a protective umbrella over the philandering bard, shielding him from betrayed
and furious husbands. This involved a common practice in Russia - corruption.
Von Benckendorff would summon the aggrieved husband and, depending on the
situation, offer either money or a promotion and pay increase as ‘compensation’.
Nicholas I's appreciation for Pushkin’s contributions was further demonstrated

360 W. Bieliniski, Pisma literackie. Wybér, Wroctaw 1962, p. 527.
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by the fact that, after the poet’s death, the tsar paid off his debts, which were in
excess of 140,000 roubles, granted a pension to his widow, Natalia Goncharova,
and provided financial support to his four children.

Pushkin was undoubtedly a great poet, which made him an ideal candidate
to spread imperial propaganda and counterpropaganda. His contribution to the
development of the Russian literary language is undeniable and he is rightly
regarded as its founding figure. Early in his career, he was associated with
the anti-Tsarist Decembrist movement. In some ways, he could be compared
to today’s celebrities: he captivated people with his colourful, romance-filled
life, daring personality and striking appearance. He was the great-grandson
of Abram Hannibal, an Ethiopian-Abyssinian slave who became a favourite of
Peter Idue to his intellect and character; the tsar granted him freedom and noble
status. Pushkin was also legendary for his intelligence: Nicholas I reportedly
called him “the most intelligent person in Russia”. His fluency in French gave
him access to the salons of the 19th-century cultural elite. During his time at the
renowned Lyceum in Tsarskoye Selo (now Pushkino), his classmates nicknamed
him ‘the Frenchman'’. In short, as someone seen as credible by his contemporaries,
he was well-suited to burnishing the empire’s image and reinforcing the idea
of Russia as a distinct civilisation.

Pushkin’s tragedy lies not so much in the fact that he was broken, succumbed
to pressure and followed von Benckendorff’s instructions, but rather that the
works of this great poet, who initially held liberal views, were exploited to serve
the agendas of successive Russian regimes, first the Tsarist and later the Stalinist.
He became a state-building symbol. A telling fact: 1937, the centenary of his
death, was officially declared the Year of Pushkin. He was recast as a fighter
in the class struggle and a hero of the ‘proletarian cultural front’; 14 million
copies of his works were published that year. He was transformed into a tool
of the oppressive state and remains one to this day. In 2010, Putin announced
that 6 June, the poet’s birthday, would be celebrated as Russian Language Day.
Russians at home and abroad collectively recited Eugene Onegin and other
works by Pushkin on that day. According to the ideology of the ‘Russian world’,
Russia ends where the Russian language ends. In this context, such tangible
and intangible monuments to Pushkin serve as symbolic, visible markers of
this ‘Russian world’.

AsPoland knows from its experience of communism, censorship can take
various forms - both institutional and informal pressure. The latter is often
more effective than formal restrictions because it is harder to resist. It easily
transforms into self-censorship: writers restrict themselves to align with the
government’s expectations. They renounce the right to express their opinion
in the name of a higher good, ignore inconvenient facts and ultimately submit
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to what is known as patriotic discipline. In Russia, this phenomenon was wide-
spread. At times, the regime also applied a hybrid form of censorship, blending
institutional and informal methods. Informal censorship was mastered by
Fyodor Tyutchev (1803-73), a diplomat, mystical poet, publicist and, from
1844, also a censor.

Bogustaw Mucha®*' notes that in the early 1840s, censorship appeared to
ease somewhat as ‘struggling writers’ joined the ranks of censors; they earned
aliving this way but also treated creators with greater leniency. However, this
did notlastlong: the 1848 Spring of Nations and then the Crimean War ushered
in a new wave of repression. The notorious Buturlin Committee was formed,**
significantly expanding the use of surveillance over authors. The ascension of
Alexander II to the throne in 1855 brought about the so-called post-Sevastopol
thaw and a renewed easing of censorship. The new tsar had no intention of re-
ducing the scope of his autocratic power, but sought to create the illusion of
enlightened rule involving the ‘fourth estate’, as we would say today. As part
of this approach, his regime approved the publication of open memoranda that
criticised restrictions on creative freedoms, including letters by Tyutchev and
Vyazemsky.

A similar view is held by Pavel Reifman, a representative of the Tartu-Moscow
Semiotic School, who has studied censorship within the broader context of
literary history and state propaganda in Russia. Explaining the various fluctu-
ations and complexities surrounding this issue, he writes that the continuous
tightening of restrictions and expansions of the limitations on free speech
inevitably deepened public distrust of the government. This, in turn, necessi-
tated periodic ‘thaws’, which were aimed at balancing the growing demand for
transparency in public life with the need to protect ‘public order, autocratic
rule and the Orthodox Church’.

According to Reifman, under Alexander II these tensions were reflected in
the discussions on censorship reform in the early 1860s, which were initiated
and moderated by Tyutchev. He presented himself as a realist and an advocate
for easing censorship, arguing that “you cannot restrict and suppress reason for
too long and too harshly without harming the entire state organism”. He main-
tained that transparency should be the foundation of social life, though he also
cautioned against “excessive freedom” and the “misinterpretation” of dissem-
inated works.** Inevitably, the conflict between proponents and opponents of

361 B. Mucha, Dzieje cenzury w Rosji, op. cit., pp. 100-101.

362 The Buturlin Committee (Special Committee for Supervision of the Press) was established in 1848 within the Third
Section. Its common name derives from its first head, Dmitry Buturlin. Ten years later, Tyutchev took charge of this
unit and headed it until 1873.
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greater freedom of expression remained unresolved - the simulated discourse

was dominated by fears of dangerous tendencies, leaving the debate at a stand-
still. The idea of reforming censorship was ultimately abandoned and should,
therefore, be seen more as a contemporary exercise in managing public opinion

than a genuine attempt at change.

Tyutchev’s censorship activity was part of his broader pro-state engagement
as a diplomat, poet and publicist. He fully earned the title of an ambassador of
literature committed to advancing Russia’s imperial influence. The author of
the immortal phrase “You cannot understand Russia through reason” (1866)
volunteered to join the Third Section as he sought to regain favour after fall-
ing from grace for breaching diplomatic protocol. He spent over 20 years in
diplomatic service; he was stationed in Munich, Turin and Genoa. In Munich,
he married Eleonore Peterson, a German aristocrat and widow of a Russian
diplomat, while simultaneously maintaining a relationship with Countess Er-
nestine Doernberg, née von Pfeffel. After Eleonore’s death, he decided to marry
Ernestine and requested official permission for the marriage and a leave of
absence. He was granted the former, but denied the latter. He then committed
insubordination: he simply abandoned his post and left. He also took diplomatic
documents and ciphers, which he later either lost or, as Semyon Ekshtut claims
in the aforementioned documentary, it is more likely they were stolen by the
emissaries of foreign states.

This incident provoked the wrath of the Tsarist government, which de-
manded that he return to Russia immediately. Tyutchev hesitated, being fully
aware of the serious consequences he was facing. Ekshtut, the author of the
book entitled Tyutchev: Tayny sovetnik i kamerger (Tyutchev: secret councillor
and chamberlain®*), a doctor of philosophy and historian specialising in the
history of Russian secret services, who had access to their archives and provid-
ed authoritative testimony in the referenced documentary, noted that anyone
else would have faced trial for such an offense. However, Tyutchev took the
initiative. He did return to Moscow in 1843, but then reached out to Count
von Benckendorff and offered his services as an ideologue and political writer
shaping Russia’s positive image abroad. In his own words, he proposed nothing
less than a “guerrilla war behind the lines of the European press”. The plan was
to create a network of correspondents who would serve the empire’s interests -
essentially employing an early form of active measures in the media. In the era
of Nicholas I, marked by Russia’s growing isolation on the eve of the Spring
of Nations, this offer helped Tyutchev regain the tsar’s trust and ensured he
received a passport.

364 Kamerger (from German Kammerherr) - a high-ranking court title in Tsarist Russia, equivalent to a chamberlain.
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Tyutchev published a series of articles in the foreign press generating sig-
nificant impact and triggering a debate around them that continued for about
30 years. Ekshtut views this initiative positively: “In these texts, Europe was
able to hear, for the first time, the voice of a true Russian patriot...”.>

Eduard Makarevich, an expert on the issue of the influence of commu-
nication on individuals and the author of publications on counterintelligence
and the role of Russian literature in psychological warfare, notes in this context
that Tyutchev (in his view, an outstanding statesman and patriot) operated on
two fronts. He carried out intelligence tasks for the Third Section using agent-
based methods, establishing a network of operatives in the West. At the same
time, he organised a counterpropaganda campaign, directing these agents to
win over Western public opinion. According to Makarevich, Tyutchev’s work
was part of a broader concept involving a structured plan with specific mate-
rials and topics. “These texts were meant to be produced by individuals who
would present Russia’s role in the world and its policies to Western audiences
as a counterpoint to the views prevailing in the West”.>¢

In 1844, Tyutchev became an advisor for special assignments and senior
censor at the College of Foreign Affairs; in 1848, he joined the Buturlin Com-
mittee. From 1858 to 1873, he led this institution,**” becoming the highest-rank-
ing official in the field of counterpropaganda, a domain that was already highly
valued and being systematically developed in Russia. Even then, there was
a prevailing belief that counterpropaganda could be more effective than the
actions of entire military divisions. In this context, Napoleon’s famous maxim
was often quoted: “Two hostile newspapers are more dangerous than a hun-
dred-thousand-strong army”. In the realm of counterpropaganda, Tyutchev
performed both conceptual and organisational functions. In his letters to
journalists, such as Alexander Georgievsky, editor of Moskovskiye Vedomosti
(Moscow News), he outlined the current situation in the West and the related
information tasks.**® He also actively influenced publications both in Russia
and abroad. At his initiative, Alexander Moller produced a pamphlet titled
‘Situation de Pologne au 1-er Janvier 1865  (The situation in Poland on 1 January
1865). Tyutchev personally oversaw its dissemination in both the domestic and
foreign press and organised polemics about books and articles critical of Moscow.

‘Kaxie ceKpeTsl XpaHMIY PYCCKIe IucaTean?...’, op. cit.

Ibid.

A. Peiitbnart, ‘Pyccxue nucatenu u 111 ornenenme (1826-1855)", HIIO 1999, no. 6, at: magazines.gorky.media.

For the discussed correspondence, see ®. TioTues, TIncbMa K MOCKOBCKuM my6mmmycram. A.M. TeoprueBckomy
1864-1866’ [in:] Jlumepamyproe nacnedcmeo, tom 97, Pedop Heanosuu Tromues, Mocksa 1988. JluTepaTypHOe HacKes-
crBo’ (‘Literary heritage’), a monumental publication series of the USSR Academy of Sciences, is a true treasure trove
of knowledge about Tyutchev’s life and work. Two substantial volumes of issue 97 were dedicated to him. The series
has been digitised by the Russian Academy of Sciences and is available on the website of IMLI RAN, old.old.imli.ru.
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Professor Nowak writes that Tyutchev emerged as the most prominent
voice in the chorus of Russia’s champions who spoke out against the ‘slanders’
of Astolphe de Custine contained in his book La Russie en 1839.°*° Published in
1843, it became a true bestseller of its time and sparked outrage among both
the paid and voluntary apologists of the empire.

»”  Inthisarea of activity, the subtle lyricist had many collaborators under contract
with the Third Section - the Tsarist political police. Those tasked with counter-
ing anti-Tsarist narratives in Western propaganda included Yakov Tolstoy, the
Paris-based ‘foreign correspondent of the education ministry’ and a veteran of
Russian foreign intelligence, and Karl Eduard Goldmann, the Germany-based
author of the well-known work ‘Die européische Pentarchie’. Many others took

on specific, ad hoc tasks assigned to them by their principals in St. Petersburg.*”°

In 1844, as part of an intense counterpropaganda campaign, Tyutchev
took to the pages of Allgemeine Zeitung to defend the dignity of the Russian
army, which de Custine had “besmirched”, before launching an attack on his
views in the Munich-based Gazette Universelle. References to de Custine’s book
also appeared in the poet’s later political writings. His polemical message was
unequivocal: engaging in a pathetic debate with a book that revealed intellectual
shamelessness and moral decay was pointless. A Russian author, he argued,
should concern himself with more serious matters - highlighting the judgments
of history and uncovering the historical mission of his homeland.

It is worth noting that Tyutchev’s statements provoked strong reactions
from Polish publicists, including Zygmunt Krasinski, Wactaw Lednicki, Hiero-
nim Kajsiewicz and J6zefat Bolestaw Ostrowski. According to Nowak, as victims
of Tsarist expansion and rule, they understood it better than anyone. They
were fully aware that “falsehood forms the fabric of Tsarist propaganda and
the foundation of the elaborate ideology of Tsar-worship, whose universally
binding authority is ultimately protected by the police system”.*”

As a censor and practitioner of the ‘information security policy of the
then-Russia’, Tyutchev wrote several articles in French and German, including
‘Russia and Germany’ (1844), ‘A note to the Tsar’ (1845), ‘Russia and revolu-
tion’ (1849) and ‘The papacy and the Roman question’ (1850). He also outlined

369 The book was listed as a prohibited publication. During the final years of the Polish People’s Republic, two abridged

translations appeared under the identical title ‘Letters from Russia’ - one by Beata Geppert (under the pseudonym
Katarzyna Czermiriska, published by Aneks, London 1983) and the other by Maria Lesniewska (under the pseudonym
Marian Gérski, published by Editions, Paris 1983). Numerous reprints of both versions circulated in the underground
press, often with no place or date of publication provided. The first full translation, by Pawet Hertz, was not published
until 1995 - see A. de Custine, Rosja w roku 1839, Warszawa 1995, vol. 1-2.
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the theses of his unfinished treatise ‘Russia and the West'. In these works, he
proposed potential programmes for the empire’s foreign policy and called for
a partnership with the “still healthy Germanic element” as a remedy for the

“decay spreading from France”. Supporting his government both conceptually and
informationally, he crafted an image of Russia as a thousand-year-old power. He
argued that only two forces existed in the “modern world”, revolutionary Europe
and conservative Russia, which were destined to clash in a decisive battle, with
the political and religious future of the Old Continent hanging in the balance.
According to Tyutchev, the Russian nation held the moral high ground, as the
crisis of Western Christianity had entered its final stage - the West was decaying.
Suppressing the revolution would not eliminate it, he claimed, because it was
an inherent form of the West’s existence, a product of its civilisation dating
back to the time of Luther.

Tyutchev’s political writings, which constituted his contribution to the
cultural war against the West, gained considerable attention there due to
the discussion being sustained by Russians. However, ‘unsponsored’ texts had
avastly different tone than commissioned works. Paul de Bourgoing reprinted
extensive excerpts from the pamphlet ‘Russia and Germany’, but prefaced them
with his own critical introduction, dismissing Tyutchev’s ideas as “colossal non-
sense”. He also concluded that they reflected the official stance of the Russian
government, which would indicate a deep internal decline in Russia and an effort
to rehabilitate Nicholas I's image rather than revealing a crisis in the West.*”>
He also accurately noted that Tyutchev’s article was a response to unflattering
portrayals of the Russian Empire in the German and French press. In this text,
Tyutchev argued that Germany’s only viable policy was to maintain close ties
with Russia, as Europe’s peaceful development depended on the Tsarist Empire -
after all, Germany owed its liberation from France to Moscow. De Bourgoing
was right: the poet’s message aligned with the official position of the Tsarist
regime. According to Tyutchev’s own account, after reading the article, Nicho-
las I remarked that it expressed his own thoughts. How could it be otherwise?
After all, Tyutchev acted on his behalf in advancing the regime’s aspirations
to be the supreme defender of the true faith and the guarantor of a just global
order while glorifying Russia as an eternal and boundless empire. He outlined
his vision of his homeland in the draft of his unfinished treatise ‘Russia and
the West’ (Rossiya i Zapad). Its very title suggested a bipolar, confrontational
worldview, where Russia, as the civilisation of the East, would replace that of
the West: “Westerners speaking about Russia are like the Chinese speaking

372 This refers to his publication titled ‘Memoir politique’, Paris 1849. For further details, see ‘Tlybanmyctuka TioTae-
Ba B OLieHKe 3aIaZHOeBPOIIeSiCKOi IIpecchl KOHIa 1840 - Havasa 1850 rofoB’ [in:] Tumepamyproe nacnedcmeo, tom 97,
Dedop HUsanosuy Tromues, kHuza nepsas, Mocksa 1988, old.old.imli.ru.
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about Europe or the Greeks speaking about Rome. Apparently, this is the law of
history: no society will ever understand those that will replace it”. He continued:

?”  What is Russia? What does it represent? Two things: the Slavic people and the

Orthodox Empire. [...] Pan-Slavism, which has fallen into revolutionary phra-
seology, is a camouflage for revolution. True Pan-Slavism lies in the masses.
It reveals itself when a Russian soldier meets any ordinary Slavic peasant -
a Slovak, a Serb, a Bulgarian, or even a Hungarian. They all treat Germans the
same way. Pan-Slavism is also the following: for the Slavs, Russia is the sole
political nationality possible.

However, the tribal question is of secondary importance - it is more of
a setting than a principle. The fundamental principle is the Orthodox tradition.
Russia is more Orthodox than Slavic. And it is precisely as an Orthodox power
that it embodies and safeguards the Empire.

What is the Empire? The Empire is immortal. It is passed down. The revolu-
tionary school rejects this tradition just as it rejects the teachings of the Ortho-
dox Church. It is individualism that denies history. Yet the idea of Empire has
been the soul of the entire Western history - Charlemagne, Charles V, Louis XIV,
Napoleon. The revolution has killed it, marking the beginning of the West’s dec-
line. The Western Empire, however, was always built through annexation and
appropriation - conquests that the Papacy divided with the German emperors
(hence their conflicts). Meanwhile, the legitimate Empire [of the East] rema-
ined hereditarily tied to the legacy of Constantine.

[...] The Eastern Empire was passed on to Russia. As Emperor of the East, the
Tsaris the Lord of Russia. “We want an Orthodox Tsar of the East”, the Malorussians
used to say. And so say all the Orthodox of the East, the Slavs and others. As for the
Turks, they occupied the Orthodox East to protect it from Western nations until the
rightful Empire could be established. The Empire is a unity. The Orthodox Church is
its soul and the Slavic tribe is its body. Had Russia not become an Empire, it would

never have matured. The Eastern Empire is Russia in its full and final form.*”*

In formulating his project for a union of Slavic-Orthodox states under
Russian rule, Tyutchev relied on antinomies: Russia vs. the West, Orthodoxy vs.
Roman Catholicism and the conservative empire vs. revolution. He addressed
the first of these in his 1844 text entitled ‘Russia and Germany’, written in
French and later incorporated into the outline of his planned treatise Russia and
the West. By contrasting the Empire of the East with Western civilisation, he
clearly perceived the ‘revolutionary’ threat emanating from the West. In his view,

373 See ‘HesaBepuieHHsbIi1 Tpakrar <Poccus u 3anan>’ [in:] ®. TroTues, Poccus u 3anad, MHCTUTYT PyCCKOM UMBUIN3ALNIA,
Mocksa 2011, rusinst.su, pp. 117-119, author’s own translation.
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‘revolution’ was a complex and multi-layered concept. For example, we know
that as a censor he banned the Russian-language publication of “The Commu-
nist Manifesto’, which was circulating across Europe. He explored the theme
of revolution in great depth in his article called ‘Russia and revolution’, leading
the reader to the conclusion that Russia, owing to its unblemished Christian
values, had a unique role to play as the only force capable of resisting revolu-
tion, preserving the old order and saving the decaying West from its downfall.
In the quoted passage, however, Tyutchev focused primarily on the con-
sequences of the Spring of Nations, national awakening and the ongoing dis-
course on nationality in Europe. He firmly declared: “For the Slavs, Russia is
the sole political nationality possible”. The mental revolution unfolding in the
West, which was engaged in a debate on political and state-based ethnicity,
posed a clear threat to the emerging Slavic Empire of the East. This compelled
Tyutchev to update the cultural memory preserved by Orthodoxy - one that
emphasised Russia’s inheritance and preservation of the legacy of the Eastern
Roman Empire, or Byzantium. In this context, he viewed the Malorussians
(Ukrainians) as Slavs under special supervision who, just like the West, had
to be constantly reminded of the ‘Orthodox’ sphere of influence and Russia’s
liberating mission. However, the central pillars of his imperial project were the
defence of Byzantine Orthodoxy against Roman Catholicism and the formation
of abroader Slavic community. Both were enduring elements of Russia’s cultural
identity and provided ideological justifications for territorial expansion carried
out in accordance with the centuries-old project to gather the ‘Russian lands’.
Tyutchev’s political writings, which expressed his imperial intuitions, had
little to do with reality - they were pure (counter)propaganda. At the same
time, the ideas they contained were reflected in his political poetry, which
amplified the informational and psychological impact through culture. In his
poem ‘Russian Geography’ (Russkaya geografiya), written during the Spring of
Nations (in 1848 or 1849), the poet asserted that the empire was boundless and
immeasurable and that the scope of Russia’s inheritance could not be defined in
real-time - it was a matter of the future. This inherited territory encompassed
three capitals (Rome, Constantinople and Moscow), seven inland seas and seven
rivers, from the Nile to the Neva, from the Elbe to China, from the Volga to the
Euphrates, the Ganges and the Danube. It was also a sacred territory which,
according to the will of the Holy Spirit and the biblical prophets, would endure
forever. In short, Russia had no end point, either in space or in time.
Therefore, it is hardly surprising that Tyutchev, hailed by the above-quoted
commentators on Russian state television as the father of counterpropaganda
and influence operations, is also regarded by contemporary admirers of his
poetry and political writings as a precursor of national geopolitics, an ideologue
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and a distinguished philosopher of history.”* He extolled the ‘holy empire’, even
if it was the empire of a fevered imagination.

5. Case study: Russia’s struggle with the West (viewed through
the lens of Tyutchev)

It is widely believed that Russians’ attitude towards the West reflects their
concerns about preserving their own identity should they become part of
globalisation processes. For centuries, the image of the West, perceived as the
embodiment of the ‘other’, has inevitably been burdened by mythological and
confrontational thinking. This remains the case today. As Marian Broda observed:

»”  The West is not only a symbol, an image, or a code for denoting the ‘Other’ - in
the mutual relationship with this symbol, deep-seated, latent traumas resur-
face. These often contain an underlying sense of internal dependence which
is concealed and suppressed through self-suggestion by emphasising and jus-
tifying Russia’s self-sufficiency, superiority, uniqueness, exceptionalism, for-
ward-looking nature and universality. In their perception of the West, they
[the Russians] readily identify flaws that make it appear to be trapped in petri-
fication, a ‘senile’ twilight, fragmentation and decay, unable to break free from
these confines on its own; as a result, it needs a Russian mission: one of unifica-

tion, guidance and salvation.*”

While from Russia’s perspective the West needs it and its mission, Western
thinking about Russia has always retained a sense of distance. Consequently,
Western attitudes towards Russia have typically oscillated between a rational-
ised coolness and emotional fascination with the ‘Eastern folklore’. Russia has
perceived this either as a lesson highlighting its inferiority and civilisational
immaturity, a rejection of partnership, or a slap in the face, a lack of due inter-
est. Each of these responses has reinforced stereotypes about the ‘other’ and
Russia itself. Given their social, cognitive and emotional functions, historically
shaped stereotypes tend to reproduce themselves. They are not built on facts but
rather on negative emotions rooted in prejudice. Embedded in the image of the
adversary, they appear to be merely a response to the pressure from the ‘other’.
Needless to say, stereotypes, such as that of the Russophobe, serve as highly
effective tools for conducting long-term information-psychological operations.

374 For example, see B. LIpim6ypckmit, ‘TroTues xak reomonutnk’, ObujecmeeHHble HAYKU U COBPEMEHHOCNb 1995, NO. 6,
at: ruthenia.ru; B. Koxwunos, TIpopok B CBOEM OTe4ecTBe (‘ééaop TrotrueB. Poccms. Bex XIX’), Mocksa 2001;
0. Conosresa, ‘Ucropuxo-durocodcxue sarasazpt O.1. TroTuesa’, Becmuuk MI'Y 1999, no. 4 (Cep. 8, Uctopus).

375 M. Broda, Zrozumiec Rosje? O rosyjskiej zagadce-tajemnicy, £6dz 2011, p. 324, at: dspace.uni.lodz.pl.
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The current tendency to cast Tyutchev as an authoritative witness to the
eternal conflict between Russia and the West is understandable. He was a Slavo-
phile and the Slavophile picture of Russia was constructed in opposition to the
pro-Western image of Europe. In contrast to the ‘bad’, ‘Europeanised’ Westernis-
ers, the advocates of this vision argued that Russian culture was primordial and
grew out of its national and religious roots. “To prove this, Slavophile writers
had to build a Russian historiography that is one grand fabrication. It boils down
to portraying the past as a development of harmony. This stands in contrast to
Europe, whose history, equally fabricated, appears as a chain of disasters”.?’° Most
importantly, however, the Slavophiles suggested to both their own society and the
outside world that Russia eluded any form of Western-style criticism or rational
analysis as it was ineffable. Tyutchev expressed this idea in his immortal quatrain:

””  You cannot understand Russia with reason,
Or measure her by any common standard.
She stands alone and unique -
In Russia, you can only believe.*”

The renewed interest in Tyutchev bears all the hallmarks of politicisation and
clear top-down orchestration. I will illustrate this with an example of a broader
information and propaganda operation that draws on his ideas. Spin doctors have
instrumentalised his legacy in a selective and manipulative manner. The utopian
vision of empire that emerges from his works is, of course, far removed from
reality, but, as I mentioned earlier, propaganda does not strive for consistency;
it focuses on symbols and stereotypes that become tools. Thus, efforts to popular-
ise Tyutchev’s work continue unabated. His legacy is presented and interpreted
by dedicated websites®” as well as official, Orthodox and nationalist platforms.

This is how the boundaries of social acceptance for the state’s expansionist
policy are gradually widened. Anti-Western campaigns in response to the con-
demnation of the illegal annexation of Crimea in 2014 were built on Tyutchev’s
concept of Russophobia.””” The full-scale invasion of Ukraine in 2022 gave fresh
impetus to interest in the poet. Akind of prelude to the current information battle,
rooted in themes from Tyutchev’s poetry and political writings, came in a speech
by Russian Foreign Ministry spokeswoman Maria Zakharova on 15 February
2022.%*° Commenting on reports in the Western press about Russia’s preparations

See A. Besangon, ‘Edukacja religijna Rosji’, Znak 1981, no. 9(327), p. 1212; idem, Swieta Rus, Warszawa 2012, PP- 75-76.
The epigram in Radostaw Alf’s translation.

See, for example: ‘Troruesnana. Caiit paboderi IPyIIIbI 0 M3ydeHMI0 TBOpYecTsa TioTyesa’, ruthenia.ru; ‘Desop
Trorues’, tutchev.lit-info.ru; ftutchev.ru.

J. Darczewska, P. Zochowski, Russophobia in the Kremlin’s strategy..., op. cit.

The foreign ministry began showing interest in Tyutchev years ago: in 2017, he was used to bolster the image of For-
eign Minister Sergey Lavrov. The media widely reported that Putin had presented Lavrov with a volume of Tyutchev’s
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for an occupation of Ukraine, she falsely dismissed them as disinformation and
quoted a poem about “winter which is angry for a reason”. She also added that
“Tyutchev devoted much attention to neutralising ‘fakes’ (though at the time they
were called slander, defamation and lies) about our country”. As an example, she
cited the aforementioned book Russia in 1839, which Tyutchev described as “a tes-
tament to intellectual shamelessness and moral decay”. To drive the point home,
she declared: “Centuries pass, but the attitude toward Russia does not change”.*®!
Zakharova invoked Tyutchev once again after the invasion had begun. In a Tel-
egram post on 26 February 2022, she addressed Internet users, who were likely
concerned Russia’s image abroad would deteriorate further, sharing a passage from
his 1867 poem titled ‘Naprasny trud’ (Futile effort), in which the poet reminded
his compatriots that “they will never earn the recognition of Europeans”. She then
added: “These words are more relevant than ever. History repeats itself. Sometimes
I hear: why dwell on the past, we should look to the future! The thing is, without
knowledge of history, instead of moving forward, we will be going in circles”.*
Inboth instances, she suggested that the inevitable assault on Ukraine was part of
Russia’s eternal conflict with the West and its struggle against global Russophobia.
Since March 2022, we have witnessed a ‘full-scale’ media operation based on
Tyutchev’s themes - a textbook example of Russian disinformation campaigns
involving politicians, diplomats, journalists and the analytical, expert and aca-
demic communities. It began online and continues to unfold there, occasionally
spilling over from the virtual world into the real world. This relatively simple
information campaign was built around a single quote. On 12 March, RT’s edi-
tor-in-chief Margarita Simonyan posted the following excerpt from the poet’s
1854 letter to his wife on her Telegram account. Like all those who cite Tyutchev,
she emphasised its relevance:

»” Tt had long been clear that the furious hatred against Russia, fuelled year after
year in the West, would one day break free of its chains. And that moment has
arrived. The entire West has decided to express its negation of Russia and block
its path to the future. Quite simply, Russia has been offered suicide, a renun-
ciation of the very foundations of its existence, a solemn declaration that it is

a savage and senseless phenomenon, like an evil that must be corrected.

The signal sent abroad by Russia’s chief propagandist did not go unno-
ticed: the very next day, the quoted passage appeared in the news broadcast on

poetry, published in 1913, as a birthday gift. Reporting on this ‘symbolic’ gesture, TV Zvezda explained that “Tyutchev
himself worked in the diplomatic service and Sergey Lavrov, like his distinguished predecessor, also writes poems”. See
‘[ytus nogapui JIaBpoBy papuTeTHEI! cO0pHMK cTrxoB TroTuena’, TemexaHan «3Besza», 22 March 2017, tvzvezda.ru.
H. AHmcuMoBa, ‘3axapoBa OTBETN/IA Ha 3asBIEHVS O «BIOPKeHN Ha YKpauHy» cruxamu Troruesa’, PBK, 15 Febru-
ary 2022, rbe.ru.

‘Mapus 3axaposa’, 26 February 2022, Telegram, t.me.
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Channel One. It was accompanied by a commentary suggesting that the West,
in its hatred of Russia, does not shy away from using force:

»”  Anyone who still thinks that Western Russophobia is a new phenomenon is mis-
taken. Our great poet Fyodor Tyutchev, who was also an outstanding diplomat,
wrote these words on the eve of the Crimean War. At that time, our country was
attacked not only in the Black Sea but also in the White Sea, the Baltic and Kam-
chatka. These words are 170 years old, yet how powerfully they resonate today!***

Then matters gathered pace. That same day, the excerpt appeared in the
same form on the website of the Russian Embassy in Argentina. On 15 March, it
was cited in a speech by Russia’s representative to UNESCO, Tatyana Dovgalenko.
Soon, the quote spread rapidly across social media, especially after Dmitry Med-
vedev, former president and prime minister who is currently deputy chairman
of Russia’s Security Council, posted it on Telegram on 17 March. He added that

“the anti-Russian hysteria we are witnessing today is nothing new. It occurred
in both the 19th and 20th centuries”.

To dispel any doubts among the audience and capture their attention,
an anonymous expert from the provereno.media website traced the quoted pas-
sage to Tyutchev, a book by Vadim Kozhinov that was first published in 1988 and
reissued in 2009.%* He determined that it originated from a biography of the poet
written by his son-in-law, Ivan Aksakov, who cited a letter Tyutchev had written
in French to his wife while she was undergoing medical treatment in Germany.**°
The unidentified researcher confirmed the letter’s authenticity but noted certain

“abridgements that did not alter its substantive content”. However, a compari-
son of the full quote with the excerpt cited above demonstrates once again that
contemporary counter-propaganda eagerly avoids content that is unfavourable
from the perspective of its executors. In this case, the redacted section contained
an unflattering depiction of Russia featuring animal imagery, comparing it to
a chained dog: irrational, savage, driven by instinct and lacking self-control:

»  That thing which in official language was called Russia, no matter what
it did to avert its fate - wagged its tail, bargained, hid its flag, renounced
itself - nothing helped. And then came the day when a clearer proof of its
moderation was demanded. Quite simply, Russia was offered suicide.**

‘Tlouty 170 7eT Hasaf pycckuii most demop TOTUeB Hamucan 0 HEHAaBUCTH 3anasa K Poccun u pycckum’, IlepBorit
KaHan, 13 March 2022, 1tv.ru, author’s own translation.

B. KoxxnHoB, Tiomues, Mocksa 2009; cited from the online edition, no page numbers, at: ftutchev.ru. The quote is taken
from chapter 11: ‘In the service of Russia’.

See U. Akcaxos, ‘Degiop MBarosuy TioTues’, Mocksa 1874, at: viewer.rsl.ru. The digital edition does not include page
numbers; the letter appears in columns 307-310.

Full version of the original quote (differences indicated in bold): ‘asro y>xe MoxHO 6BLTO IpeXyTanBIBaTh, YTO 3TA
GelueHas HEHAaBJCTH - C/IOBHO HEHABVICTH I1Ca K IIPMBS3Y, - HEHaBUCTD, KOTOPasi TPMALIATH JIET, C KAXKIBIM TOfOM
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For months, the popular news and entertainment social media platform
Pikabu actively supported the campaign to demonise the West, frequently engag-
ing in crude propaganda efforts. The site is filled with themed memes and posts
conveying the unequivocal message that the West seeks to destroy Russia, dis-
mantle its statehood and strip it of its sovereignty. Among them is a widely shared
image featuring Tyutchev’s likeness alongside the quote used in this campaign.

ILLUSTRATION. An online meme featuring a quote from Tyutchev

@. TioTYes.

21 anpens 1854 roaa,
HOKAHYHE
KpbIMCKOH BOHHBI.

«JOBHO Y)Xe MOXHO 6blNO Npeayranath,
4To aTa 6eleHas HEHABMCTb, KOTopPAs
TPUAUATL NeT, C KAXKAbIM rOgoM BCE
CUNbHEE U CUNBbHEE, PAKUIANACH HO
3anape npoTue Poccuu, COpBETCA Xe
KOraa-Hubyob ¢ Uenu. 3TOT MUT U HacTarn.
Poccun NpOCTO-HANPOCTO NPeaNOXUnun
COMOYBUWCTBO, OTPEeYEeHUe OT CaMOH
OCHOBbI CBOETIO 6bITUS, TOPXKECTBEHHOro
MPU3HAHMWA, YTO OHA HE YTO UHOE B MUPE,
KaK guKoe 1 6e3obpasHoe ABNeHKe, KaK
310, Tpebylollee UCNPABNEHMUA».

Source: ‘Cnoea Tiomuesa axmyansHul u ce2odis’, TangoVpampasah, pikabu.ru.

More than a year later, Lavrov ‘revived’ this quote while launching a new
cultural and educational project entitled ‘Literary Salon: Ambassadors of
Russian Culture’ (Literaturnaya gostinaya: posly russkoy kultury). The initiative
is carried out by the V. Dal State Museum of the History of Russian Literature

BCE CMUIIBHEE VI CUIIBbHEe, Ppasxmuranace Ha 3amaze IIPOTUB Poccum, COPBéTCS[ Xe KOI‘,ILa-HI/IGY/IL C meny. JTOT MUT U Ha-
cran. To, 4To Ha OQMHMMBHOM sS3pIKe HaspIBaJIoCh Poccyeri - yero y>Ke OHO HM JeJalo, 9T06 OTBPaTUTH pPo-
KOBYIO cynbﬁy: ¥ BUIAJIO, VI TOPrOBaJIOCh, VI IIPSATAJIO 3HAMH, ¥ OTPUIIAJIO JaXKe camoé ceGa, - HUYTO HeE II0-
MOTIJIO. Hpnmé':l-'raxn AeHBb, Korma oT Heé HOTPCGOBMM emé 6oree SIPKOro IO0Ka3aTe/bCTBa eé YMEPEHHOCTMH,
TIPOCTO-HaAIIPOCTO IIPEIJIOXMIN CaMOy6M]ZCTBO, OTpe4YeHue oT CaMO¥I OCHOBEI CBOETO 6I>IT]/I5[, TOPXXECTBEHHOI'0 IIPM3Ha-
HJIS, YTO OHA HE YTO MTHOE B MVIP€, KaK JVIKOe VI 68306P3.3H06 sIBJIEHM€e, KaK 3JI0, Tpe6y}omee I/ICI'IPB.BJIEHMS{”.
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and the Main Directorate for Servicing the Diplomatic Corps under Russia’s
Foreign Ministry. The first event in the series, held on 27 September 2023, was
indeed dedicated to.**

Lavrov engaged in a revealing act of manipulation. The excerpt that began
with the words “It had long been clear that the furious hatred against Russia,
fuelled year after year in the West, would one day break free of its chains” ended
with the phrase: “Let us not deceive ourselves. Russia will, in all likelihood,
choose to confront all of Europe”. The passage, which originally conveyed
bitterness over the West’s ‘ingratitude’ and its treatment of Russia as an ‘enti-
ty’ inferior to itself, was altered in tone - disappointment was replaced with
a threat. The message is unmistakable: Moscow has lost patience and intends
to take revenge on Europe.

In this case, the disinformation involved merging two separate quotes: the
beginning of the text comes from the poet’s letter to his wife dated 21 April 1854,
while the ending is taken from another letter to her, written on 24 February
of the same year. Why did Lavrov combine them? To modernise the message,
link it to the occupation of Ukraine, to highlight the gravity of the situation
and to conclude:

»  Thatis why everything we are doing today, what our president, army, society and
state are doing - all of this is aimed at ensuring that the intentions [Tyutchev]
wrote about nearly two hundred years ago never materialise. The memory of
him is one of those symbols that compel us to always defend our truth.**

At the same time, the minister resorted to the familiar ‘war scare tactic’,
reinforcing the official propaganda line that the ‘special military operation’ in
Ukraine was also a means of preventing the outbreak of World War III. The Iz-
vestia newspaper** highlighted this excerpt in the title of its article and recalled
that just a few days earlier, during the 78th plenary session of the UN General
Assembly on 23 September 2023, Lavrov had also spoken of the “gravity of the
current situation”. He accused the West of bringing about the “disintegration of
the Ukrainian state” and argued that the world now had to focus on preventing
a global war.

387 Bcmynumenvhoe cnogo Munucmpa unocmpantbix den Poccuu C.B.JIagposa Ha yepemoHuu omkpuimus «JIumepamypHoti 20-
cmunotl. ITocnwl pycckoil KynbmypuLy, nocésueHHoll ixusnu u meopuecmsy O.U.Tromuesa, Mocksa, 27 CEHmR6pR 2023 200a,
The Ministry of Foreign Affairs of the Russian Federation, www.mid.ru; ‘MurmucTp nHOCTpaHHBIX gen Poccuiickoi
denepanyy Cepreit Bukroposuy JIaBpOB OTKPBLT IMKI JIMTEPATYPHO-MY3bIKAIbHBIX BedepoB «JIuTepaTypHas ro-
CTVMHAS: TIOCABI PYyCCKOU KyabTypbl»’, The Main Administration for Service to the Diplomatic Corps under the Minis-
try of Foreign Affairs of the Russian Federation, 28 September 2023, updk.ru.

388 YlaBpoB mponuTuposan crosa Troruesa o cxaTke Poccun u 3anana’, TACC, 27 September 2023, tass.ru; ‘«Poccus scmy-
num e cxeamky c yenoti Eeponoii». Jlagpoe npoyumuposan Tiomuesa u noobewyan, umo «makoil no3op He NO8MOpPUMca»’,
donranka.Py, 27 September 2023, fontanka.ru.

389 JlaBpos nponmTypoBa ciosa Troryesa o cxsarke Poccyu u 3anazna’, Usectns, 27 September 2023, iz.ru.
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Mikhail Shvydkoy, former minister of culture and currently the President’s
Special Representative on International Cultural Cooperation, supported the
foreign minister. He pointed out that Tyutchev was among the first Russian
diplomats to express concern about the country’s unfavourable image in Eu-
rope. To address this, Tyutchev decided to present von Benckendorff with his

“vision for influencing European public opinion, which was met with approval
from both the head of the Third Section and Nicholas I himself”. Tyutchev’s
articles in European newspapers not only provoked keen interest but also fear
in the Old World, Shvydkoy stated. “In any case, they did not go unnoticed and
even opened a new career path for him in state service”. He also referred to
the discussed quote, stating that the minister simply could not have ignored
it: “After 170 years, the historical parallels have turned out to be identical”.**°

This is actually a valid point. The poet’s bitterness stemmed from a misjudg-
ment of the situation. Nicholas I and his secret advisers still expected Europe
to be grateful for ‘liberating it from Napoleon’, a victory sealed by the ‘Holy
Alliance’ of great powers. In 1853, after unsuccessful attempts to persuade
Britain to partition the Ottoman Empire, Russian troops entered the Danubian
Principalities. The goal was to pressure Constantinople into accepting ‘Russian
protection’ over all the Orthodox subjects of the Ottoman Empire. During the
Crimean War (1853-56), the West did not ‘block Russia’s path to the future’,
but prevented its expansion into the Balkans and the Middle East. It formed
a coalition with a weak Ottoman Empire, which, as Tyutchev put it, resulted
in a “humiliating disaster” for the Russian Empire. Under the terms of the
Treaty of Paris, it withdrew from Sevastopol and lost the Danube Delta and
part of Bessarabia to the Ottoman Empire; in addition, the Orthodox population
would now be protected by all the major powers. Navigation on the Danube was
internationalised and the Black Sea was declared neutral, meaning that Russia
lost the right to maintain a naval fleet in those waters or fortifications along the
coastline. Therefore, the treaty significantly diminished Russia’s international
standing, reversing the gains it had secured at the Congress of Vienna.

The Crimean War weakened the regime’s authority and undermined its
foundations. Historians attribute Russia’s defeat to the superior equipment
of the Western armies allied with the Ottoman Empire and to internal factors,
including widespread corruption and theft within the civil and military admin-
istration, the lack of tactical skills among commanders and the poor training of
troops, which led to heavy losses.* For Tyutchev, who was striving to shield the
image of a powerful and invincible empire through ideology and propaganda,

390 M. IIepiaxos, ‘Poccust v EBpora Ha IIPOTSIKEHNY THICSYeNeTHs BINA/LBIBAIOTCS APYT B Apyra’, Poccuiickas rasera,
3 October 2023, rg.ru.
391 A. Chwalba, Historia powszechna. Wiek XIX, Warszawa 2009, pp. 337-339.
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this must have been a profound humiliation. More importantly, however, the
Crimean War exposed Russia’s expansionist nature and laid bare to both the
world and its own society that the Tsarist regime was not as powerful as many
had believed.

The Russians aggression that triggered the Crimean War sparked outrage
among Western public opinion. After the defeat, Tyutchev, a respected expert on
Western affairs, became an adviser to the new foreign minister, Prince Alexander
Gorchakov, under the next tsar, Alexander II. However, he never abandoned his
anti-Western stance. In a direct exchange with the minister, he wrote bluntly:

7 There can be no alliance between Russia and the West, either on the basis of in-
terests or principles. We Russians must always remember that the principles on
which Russia and Europe are founded are so diametrically opposed, so mutually
exclusive, that the existence of one is possible only at the expense of the other’s
demise. It follows that Russia’s only viable policy towards the Western powers is
not to ally with one or another, but to divide them. Only when they are divided
do they cease to be hostile towards Russia - out of sheer helplessness.

This quote comes from a memo to Gorchakov dated 26 June 1864, as cited
by Kozhinov.*”? He began studying Tyutchev’s legacy in the 1970s and viewed
him primarily as a diplomat who loyally served the state. In his assessment,
Tyutchev “placed the interests of Russia as a state above those of the govern-
ment and the tsar and sought to alter the course of Russia’s foreign policy so
that it would benefit the Russian people”. Tyutchev played an active role in
crafting a foreign policy concept aimed at neutralising the effects of the ‘Crime-
an disaster’ by overturning the provisions of the Treaty of Paris, particularly
the clause on the neutral status of Sevastopol and the Black Sea. This strategy
sought to exploit the differences between the Western powers in their approach
to Russia, an effort that would be pursued “not by military means, but through
diplomacy”. This overarching approach, now also referred to as the ‘Gorchakov
Doctrine’, continues to shape the of contemporary Russia, which positions itself
as a Eurasian empire.

Tyutchev took various steps to reinforce these principles. In mid-1866,
when the idea of convening a pan-European congress in Russia emerged within
court circles, he bypassed official channels and sent a letter directly to Alexan-
der II, urging him to “stop the organisers before it is too late”. He argued that
the outcome of a gathering of this kind was entirely predictable: “Russia will
become the scapegoat, blamed for all of Europe’s difficulties”. He warned that

392 B. KoxuHoB, ‘TIpOPOK B CBOEM OTEYeCTBeE...’, Op. Cit., . 248; see also ‘IluTaThl M3BECTHBIX AMIHOCTEN, ru.citaty.net.
The same quote appears in Kozhinov’s book Tiomues, chapter 11, ‘In the service of Russia’, op. cit.
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the congress would be even more disastrous than the defeat in the Crimean
War, as it would cement that humiliation in the Western consciousness and
lead to “the renunciation of our entire past and our entire future”. Ultimately,
the congress never took place, which may reflect the effectiveness of Russia’s
expert circles at the time. It also indicates that von Benckendorff’s ‘general
line’, which envisioned a bright future for Russia rooted in its glorious past,
aligned well with Soviet historiography and culture, and retains its relevance
and vitality to this day. This largely stems from an accurate understanding of
the preferences of a predominantly poor society, which is highly susceptible
to populist arguments.

Of course, Tyutchev had a thorough grasp of imperial politics and social
life, which he compared to the Western models he had encountered during his
diplomatic service abroad. His vision of the empire was, in a sense, a utopian
vision of Russia’s future, a proposed historical and political ideal that stood in
stark contrast to the actual events of his time. It is no coincidence, then, that
Slavophilism and Pan-Slavism, the dominant ideological currents under Nicho-
lasIand Alexander I, focused on justifying the superiority of Russia’s system of
government, its Orthodoxy (untainted by foreign values) and the Russian people,
who were portrayed as standing above the other Slavic nations. Furthermore,
these currents emphasised Russia’s distinctiveness and the uniqueness of its
geography, history and civilisational mission while arguing that the mechanical
adoption of European values would spell disaster for the country.

Similar themes can be found in all the ideological concepts of that era,
both earlier and later ones. And it is hardly surprising that similar conditions
tend to produce similar reactions. Just as ‘Polonophilia’ following the November
1830 and January 1863 Uprisings triggered intense information campaigns in
Russia that accused the West of Russophobia, so too did ‘Ukrainophilia’ after
the annexation of Crimea in 2014 and the full-scale invasion of Ukraine in
February 2022. Moscow has not abandoned its utopian projects, such as the
‘Russian world’ and does not recognise any link between the sanctions imposed
on Russia and the ‘situation on the Ukrainian battlefronts’; instead, it sees only
Western obstacles on the path to its ‘bright future’.

In the war against the ‘Western aggressor’, the cultural front has long-stand-
ing traditions and a firmly established position. Tyutchev’s poetry and thought
were instrumentalised during the Soviet era and continue to be actively em-
ployed today. There is no shortage of opportunities for this. Since 1996, the
All-Russian F.I. Tyutchev Prize ‘The Russian Path’ (Russky put), has been awarded
for artistic achievements in literature, journalism, music and the fine arts.”* It is

393 ‘Bcepoccmiickas aureparypHas mpemus um. O.U. Troruesa «Pycckmit nyTh»’, Bpstackmii kpai, libryansk.ru.
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presented in Bryansk, the native region of the poet, who was born in the village
of Ovstug in Bryansk Oblast. It is only natural that Bryansk Oblast responds
actively to the central government’s initiatives related to him.*** Events mark-
ing the anniversaries of his birth and death (5 December 1803 - 27 July 1873)
receive a ‘lively response’ from cultural departments across Russia. In 2023, on
the 220th anniversary of his birth, alarge number of these institutions marked
the occasion with exhibitions or, at the very least (such as Chukotka) with com-
memorative articles.*** Naturally, the largest celebrations in honour of the poet
took place in Moscow and St Petersburg. Their central themes were ‘poetry and
service’ (the title of an exhibition at the Moscow Museum of Literature***) and
‘the resonance of the Russian word’.*” The latter served as the guiding idea for
a joint project between Channel One and the Ministry of Culture called “The
word of the classic’, which features politicians reciting poetry and prose. It was
launched in January 2023 by Dmitry Medvedev, deputy chairman of Russia’s
Security Council, who read excerpts from Tyutchev’s correspondence with the
editor of Vseobshchaya Gazeta (Universal Gazette), Gustav Kolb, in which the poet
reflected on the sources of Russia’s successes and conquests.*® The first episode
in the series opened with his words: “For many centuries, the European West
naively believed that there was and could be no other Europe beyond itself”.
The literary monthly Novy Mir, published since 1925, held an essay compe-
tition dedicated to the poet’s work. A total of 98 submissions were received and
the winning entries were published in the December 2023 issue.** To conclude
the Year of Tyutchev, Moscow hosted ‘Tyutchev Week™*°° which featured poetry
evenings, concerts, literary competitions and tours. The city’s libraries com-
missioned a new design for their membership cards featuring the poet’s image.
Individual initiatives have also emerged as part of anti-Western propaganda.
For example, a certain Viktor collects Tyutchev’s quotes from the time of the
Crimean War on his blog hosted by the Seven Arts socio-cultural magazine.*”
In 2022, a mural was created in Lyubertsy, near Moscow, featuring one of

‘Hayuso-npakTudeckas KoHbepeH1ys «TIOTYEB U TIOTYEBELEHE B Hadalle TPETEro ThicsdeneTus»’, Kyasrypa. PO,
culture.ru.
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H. Coxonosa, ‘B MockBe 0TKpOETCs BBICTaBKa, IIOCBAIeHHas [Iymkuny, TroTuesy u Axcaxosy’, Poccuiickas rasera,
21 September 2023, rg.ru.

‘BricTaBKa «Kax CI0BO Hallle 0T30BETCS...» K 220-IeTH0 o fHs poxzaenus O.M . Troryesa’, [ocynapcTBEeHHBIN My3eit
A.C. ymxwuHa, pushkinmuseum.ru.
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Tyutchev’s poems which offers metaphysical justification for the need to make
sacrifices in a just war between ‘good and evil’.

PHOTO 3. The mural in Lyubertsy featuring Tyutchev’s poem Two voices (1850)
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Source: ‘Denop TIOTYEB: ICTOPMI U3 XKI3HI, COBETHI, HOBOCTI, IOMOP 11 KapTHHKY - [opsraee’, pikabu.ru.

The Pikabu website sustained interest in Tyutchev throughout 2023, re-
peatedly sharing earlier memes featuring his aphorisms and excerpts from his
works. The platform has amassed a vast collection of diverse materials, including
audio and video content. They include songs and romances set to his poetry, per-
formed by renowned Soviet artists such as Elena Obraztsova and Ivan Kozlovsky
as well as contemporary performers. The site also contains a textbook example
of Soviet propaganda: a 1975 documentary in which Tyutchev’s great-grandson
and biographer, Kirill Pigaryov, presented the poet’s legacy within the cultural
context of the time. He claimed that Vladimir Lenin recognised the “monumental
propaganda value” of Tyutchev’s writings, was fascinated by him and even kept
the poet’s portrait in his office. As a side note, it was not until after the fall of the
Russian Empire that this ardent supporter of the Tsarist regime attracted wider
interest among readers and researchers, leading to numerous reprints and new
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editions of his poetry and political writings. There is a certain paradox in this:
the ideologues of the ‘great’ and ‘bloodless’ October Revolution instrumentalised
the work of this staunch conservative and opponent of revolutionary change.
Tyutchev also proved useful in promoting the Soviet Union’s new political course
after itabandoned the idea of a global proletarian revolution in favour of build-
ing a Soviet empire. Under the banner of the USSR, Russia was elevated to the
role of a distinct political model. The rehabilitation of the past inevitably led
to the rehabilitation of imperial Russia itself. The historical-cultural standard
outlined in this chapter has helped to normalise both the contemporary version
of the empire and the continuity of the imperial idea.

Returning to Pikabu, its most frequently shared content was the previously
discussed quote, both in its original and manipulated versions. It also garnered
the most likes: 16,180 as of 1 December 2023. By comparison, a romance per-
formed by Obraztsova, set to Tyutchev’s lyrics and music by Sergei Rachmaninoff,
received only eight likes. Tyutchev’s well-known epigram about Russia was
another widely circulated piece.

The famous line ‘You cannot understand Russia with reason’ has been
repeated millions of times over the past year. However, Anatoly Stepanov, ed-
itor-in-chief of the nationalist-Orthodox agency Russkaya Narodnaya Liniya
(Russian National Line), feels a sense of dissatisfaction, as there is still no
monument to Tyutchev in St. Petersburg, even though “the poet is mystically
connected to St. Petersburg”. He believes that even the poet’s thoughts expressed
in prose sound like poetry. He describes Tyutchev’s words “In Europe, there are
only two forces: Revolution and Russia” as “a real prophecy that has come true
before our eyes: it is Russia that has stood against the latest global homosexual-
gender revolution, the apocalyptic revolution”.***

Despite the laments of Stepanov and other ‘turbo-patriots’, Russian propa-
gandists are not sitting idle. The Year of Tyutchev, at least in St. Petersburg, has
been extended by another 12 months. From 20 December 2023 to 31 December
2024, the Hermitage is hosting a grand exhibition called ‘Diplomat, poet and
censor: on the 200th anniversary of Fyodor Tyutchev’s birth’.*** Meanwhile,
Moscow is set to unveil a new monument to propaganda - the Tyutchevskaya
metro station, which was originally scheduled to open in 2023.

402 A. CrenaHos, ‘TioTues MucTIYecKy cBssaH ¢ [lerepbyprom’, Pycckas HapopHas muHus, 28 July 2023, ruskline.ru.
403 ‘BricTaBKa «JJMIIIOMAT, IIO3T 11 LEH30D: K 200-JIeTHIO O SHs poxxeHus Denopa TroTyeBa»’, Apuia, kp.ru. As a side
note, the exhibition actually marked the 220th anniversary of Tyutchev’s birth - the poet was born in 1803.
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PHOTO 4. Autograph of the epigram ‘You cannot understand Russia with reason’
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Source: ‘Denop TIOTYEB: ICTOPMI U3 XKIV3HI, COBETHI, HOBOCTI, IOMOP 11 KapTHHKY - [opsraee’, pikabu.ru.

6. Summary: imperial themes in Russian culture

AsTIhave already mentioned, Tyutchev’s imperial vision of Russia’s future, the
‘Great Empire of the East’, provided justification for the alleged superiority of
its system of government, its Orthodoxy untainted by foreign values, and the
Russian people, seen as rising above the other Slavic nations. It argued that the
liberation and unification of these nations could only be achieved under Russia’s
patronage, based on its language and culture. This vision serves as a convenient
counterpoint, highlighting Russia’s eternal struggle against both its immediate
and more distant surroundings. By emphasising Russia’s distinctiveness and the
uniqueness of its geography, history and civilisational mission, Tyutchev argued
that adopting the values of the “decadent West” would lead to self-destruction.

Even today, Tyutchev ‘bears witness’ to this perennial antagonism, as his
work fits perfectly into the contemporary political discourse about the West.
His arguments, which align with the Kremlin’s narrative, reveal the imperial
payload of Russia’s information and propaganda ‘weaponry’. His poetry and
political writings are a treasure trove of aphorisms and powerful metaphors,
or culturemes, which are easily deployed in this struggle, such as ‘Russophobia’,
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‘the rotten West’, ‘the Judas of Slavdom’, ‘the Tsar-Liberator’ and ‘the post-Sevas-

topol thaw’. Culturemes serve a specific purpose: they uplift the Russian ‘soul’,
stir emotions (both positive and negative) and provide explanations both for
the supposed failures of adversaries and Russia’s own victories. They also have
the invaluable quality that, whether in spoken or written form, they are easy
to replicate and disseminate from official platforms or across social media.
On the organisational level, they make it possible to expand the battlefield to
new arenas: the diplomatic, cultural, historical and academic. As a result, this
struggle unfolds across multiple ‘hybrid’ battlefronts.

It is self-evident that the cultural factor makes it easier to win allies, en-
hance the state’s prestige and expand its influence. However, Russia has a distinct
understanding of culture: it helps to achieve its political objectives through
confrontation with other cultures (such as American culture) or through their
marginalisation and appropriation, as in the case of Russia’s ethnic minorities
and neighbouring nations - the Ukrainians and Belarusians. As a key component
of Russia’s strategic culture, it does not operate independently of the goals of
imperial policy. For this reason alone, it functions under the strict control of
the security services. This was the case during the Tsarist era and the Soviet
empire, and it remains so today.

A long-term analytical perspective on Russia’s strategic culture also sug-
gests that its roots run deep and its capital has been accumulated over centuries.
Asaresult, themes from past conflicts, both from the Cold War and earlier wars,
reappear on the modern battlefield of information warfare. They return like
a boomerang, gaining sharper edges and new meanings. The cultural and civ-
ilisational contexts highlight the parallels between historical and present-day
experiences, helping to refine the definition of Russia’s strategic culture. In times
of crisis, its crucial component comes into focus: the figure of the Other - a fierce
enemy of the empire, a staunch Russophobe. In the case of Ukraine, this means
a failed state, a bastard offspring of the Belovezha Accords that dissolved the
Soviet Union, which plays no meaningful role on an international stage that
Russia seeks to shape according to its own design. In contrast to the Other,
Russia projects an image of itself as a global player, a great power that pursues
its eternal mission to impose a just order and bring structure to a chaotic world.
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White is black, war is peace, evil is good...

On 8 March 1983, Ronald Reagan delivered his famous speech signalling Wash-
ington’s new approach to the USSR, calling it the “evil empire”. The détente

policy pursued by previous US presidents had yielded no tangible results. In the

1960s and 1970s, Soviet intelligence services, the KGB and the GRU, intensified

their efforts aimed at destabilising Western societies. They organised and sup-
ported a variety of protest and pacifist movements, demonstrations against the

Vietnam War and campaigns for nuclear disarmament. Through diverse means,
they sowed confusion among Western populations and strove to discredit the

governments and the militarism of the United States and NATO. Reagan was

aware that making concessions to the Soviet Union and treating it as a partner

playing by the same rules was a misleading approach. In announcing a turning
point in relations with this country, he relied on the archetypal narrative of
a struggle between good and evil, truth and falsehood. The metaphor resonat-
ed strongly: for over a decade, fans of ‘Star Wars’ had been awaiting the final

triumph of ‘good over evil'.

The narrative constructed by Reagan, his promotion of human rights, the
imposed embargoes and the announcement of the Strategic Defense Initiative
(SDI), which forced the USSR into an arms race in space which it could not
sustain, enabled the United States to seize the initiative in the East-West rivalry.
The inter-bloc conflict was increasingly seen through the lens of contrasting
visions of the social and political order shaped by cultural foundations - a clash
over values. The West’s counteroffensive, employing a broad range of diplomatic,
ideological and economic tools, contributed greatly to the collapse of the Soviet
Union. Ultimately, it was dismantled from within by the peoples of its constit-
uent republics who, during the 1980s, entered a period of intense awakening
and a search for their own identity.
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The collapse of the USSR was a traumatic experience for its ruling elite,
a generation now mostly in their sixties and seventies; Putin has even described
itas a “catastrophe”. In the West, this landmark event was seen as marking the
end of the dichotomous division of the world. Russian strategists, for their
part, assumed that their country’s weakness was temporary and developed
a narrative centred on national revival and Russia’s unmatched ‘civilisational
weapon’. What was then seen in the West as fashionable soft power,*** Russia
perceived in terms of warfare.

A reversed version of the same archetype, the struggle between good and evil,

gradually became the core of Russia’s communication strategy. This approach has

been, and stillis, described in various ways: as an information war, propaganda

war, psychological warfare, narrative warfare, proxy war, a subliminal conflict,

hybrid warfare, cognitive war, a civilisational struggle, mental warfare, etc. Its

objective, like that of any war, is to undermine the political, economic and social

system of the targeted state and to compel its government and population to adopt

behaviours and make decisions aligned with the attacker’s interests. Regardless

of the differing definitional criteria used in discourse on this subject, Russia’s

methods of conducting informational confrontation have remained unchanged

for centuries. They are rooted in psychological mechanisms that accentuate the

mental distinctions between the people of East and West and exploit political,

social and cultural differences framed in antagonistic terms. A mass influence

on audiences is achieved by imprinting pre-constructed images of the world

and current events into their minds and emotions, along with predetermined

interpretations, meanings and narratives, so that the adversary’s way of thinking

may be reshaped. Hence the efforts to control not only the media and publishing,

but, most importantly, the process of training the warriors of information war-

fare, the patriotic education of citizens and the nation’s cultural and artistic life.

Information and subversive attacks aimed at seizing control over human minds

continue unabated: Russia’s operational machinery is built for the long run and

functions continuously, repeatedly employing tried and tested methods. Only

the tools of influence change, as they are adapted to the evolving technological

landscape.
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These mechanisms underpin the dominant thesis in Russia’s narrative:
that ‘the world cannot be American’ and that the emerging global order must

The concept of soft power, introduced into international relations in the 1990s, is attributed to Joseph Nye of Harvard
University. It is defined as “a nation’s or state’s ability to attract allies and gain influence through the appeal of its
culture, policies and political ideals”. While hard power relies on coercion and various forms of pressure (political,
economic or military), soft power is rooted in consolidation, unity and attractiveness.
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be multipolar, because Russia, whether imperial or Soviet, as a major pole of
power, has always belonged to the narrow group of actors shaping the course of
world affairs. This perspective contributed to the consolidation of its political
system and a conservative turn in both domestic and foreign policy. Andrei
Kozyrev, who emphasised the West’s role as a guarantor of Russia’s security,
was dismissed. Official propaganda portrayed his views as an infatuation with
the supposed ‘achievements’ of American culture - hamburgers and Coca-Cola.
His successor Yevgeny Primakov, who had previously served as the first director
of Russia’s Foreign Intelligence Service, quickly reasserted Russia’s distance from
the ‘Anglo-Saxon world’. He officially challenged the idea of Pax Americana by
amplifying Russian criticism of the NATO interventions in 1995 following the
massacre in Sarajevo committed by Serbian forces, and as part of the alliance’s
crisis-response operation in Kosovo in 1999.

The ideological framing for this shift in Russia’s foreign policy was provided
by Eurasianism and the nationalist concepts of ‘Greater Eurasia’ and ‘Greater
Russia’. Igor Panarin and Aleksandr Dugin emerged as key voices advancing
geopolitical doctrines that framed confrontation with the West as inevitable.
They argued that the heart of Eurasia - the Russian civilisation - represented
a distinct world from the Western one, which was portrayed as individualistic,
consumerist, degenerate and ruled by godless Atlanticists intent on forcibly
remoulding Russian people in their own liberal image and destroying their
traditional values. Eurasianism laid the groundwork for legitimising Russia’s
neo-imperial international policy through the concept of the ‘Russian world'.

Itisimportant to note that, from its very beginnings, imperial ideology has
been rooted in a specific vision of the present and a projection of the desired
future - Moscow as the Third Rome, Pan-Slavism, communism, etc. The con-
cept of the Russian world was originally constructed around a civilisational
mission attributed to the Russian nation, understood as a linguistic, ethnic
and cultural community encompassing Russians, Ukrainians and Belarusians,
bound together by the values of Orthodox Christianity. Over time, this idea
was broadened: for communities outside the Orthodox sphere, the unifying
elements included knowledge of the Russian language and the recognition of
Russia as a key political and economic partner and an attractive socio-cultural
model. As a strategic idea, it imposes a worldview shaped by the eternal rivalry
between Russia and the West, which is accused of pushing Russia to the mar-
gins of international politics. Furthermore, it serves to justify the Kremlin’s
neo-imperial expansionism: today, it is a tool for legitimising Russia’s seizure
of Ukrainian territory.

The universalist claims underlying the state’s communication strategy
were also directed at Russian citizens in an effort to immunise them against
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Western influence and to ‘prevent self-annihilation’. This made it necessary
to train a new generation of agitators and propagandists. The “formation
of sound-minded individuals, capable of resisting the expansion of foreign
structures and cultures was one of the key objectives of the information policy,
since this expansion leads to an informational devastation of consciousness - in
other words, the mental genocide of Russians”. In the longer term, this effort
was intended to secure “a historical transition towards a new geopolitical sit-
uation, the management of hierarchically organised social systems, including
the mechanisms of their self-organisation, and the implementation of special
projects”, as noted by FSB Colonel Yuri Kurnosov,**® a promoter of the Russian
School of Analytics (in practice, a system of manipulation), which seeks to el-
evate Russia’s standing in the same way its national schools of ballet and chess
have done before. New cohorts of analysts, referred to as ‘conceptualists’ and
‘interpreters’, were equipped with a specific worldview and special ‘informa-
tion-analytical technologies’, such as the ‘automation of argumentative support
for proposed theses’ and ‘enhanced psychological resistance to stress’ (all of
these are Kurnosov’s own terms). The ‘Russian world’ naturally served as the
project’s conceptual foundation.

These measures should be interpreted as part of a broader process of social
control, described in Russia using various terms, including political technology,
social engineering, reflexive control and the engineering of souls. The last of
these was popularised by Stalin, who referred to writers as “engineers of souls”,
tasking them with defining the themes that should be addressed in literature
and taking control of the narrative and, by extension, of the minds and ‘souls’
of Soviet citizens. During a meeting with representatives of the cultural sector
on 26 October 1932, he raised a toast to the “engineers of souls”, highlighting
what was then a key priority: the mass “production of souls” and the central
role played by literature in this effort.**¢

The phrase coined by Stalin offers a telling insight into Russian strategic
culture, which treats human beings as depersonalised, replicable units, much
like objects produced on an assembly line. Their physical attributes and material

Yuri Kurnosov is a retired FSB colonel, Doctor of Philosophical Sciences and a member of both the Union of Writ-
ers of Russia and the Academy of Military Sciences. He is the author of several books, including Taiinsle dokmpumst
guepa u cezo0ma (1997), Asbyxa ananumuxku (2008, 2013, 2018), AHanumuka Kak UHMenneKmMyansHoe opyicue (2009, 2015),
Anzebpa ananumuxu (2015), dunocodus anarumuxu (2016), Akanumuka u paseedka. Pasmbiunerus npodeccuonana (2017,
2018, 2019, 2020). He leads the interregional project Russian School of Analytics - see ‘Pycckas AmammTudeckas
Illxona’, parur.pd. The quotations are taken from the book: 0. Kyprocos, I1. KonoTomnos, Ananumuka: memodonozus,
MexXHONo2uA U 0P2aHU3AYUSL UHPOPMAYUOHHO-GHANUMUYecKOl pabombt, MockBa 2003.
According to a modern account, Kliment Voroshilov, who was present at the banquet, objected and declared that in his
view, tank production was more important. Stalin, fully aware of the marshal’s intentions, immediately countered:
“Tanks are worthless if the souls meant to drive them are made of clay. That is why I say: the production of souls is
more important than the production of tanks”. See A. Becenos, B. Iamiukosud, ‘,Jenosedeckas Ayiua - MHTEPECHBIN
ToBap’: kax Cranus HacTass coerckux nucareneir’, TACC, 26 October 2017, tass.ru.
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needs as well as their souls can be standardised and made uniform.**’ The Union
of Writers of Russia continues this tradition today. It is currently headed by
Nikolai Ivanov, a representative of war literature and author of some 30 books,
primarily reportage glorifying the military operations in Chechnya, Tskhinvali,
Crimea, the Donbas and Syria. In the past, he served as editor-in-chief of the
journal Soviet Warrior (Sovietskij woin); he is currently on the EU’s sanctions
list for disseminating Russian propaganda and disinformation.**

The emerging conclusion of the transmissibility across generations of ties
between literature and power, along with social roles, ethical judgements and
attitudesis reinforced by the fact that attempts to instrumentalise writers began
as early as the reign of Nicholas I, who placed them under the supervision of his
secret police. Count von Benckendorff, head of the Third Section of His Imperial
Majesty’s Own Chancellery, was the first to refer to himself as an ‘engineer of
social affairs’, a precursor to the later terms ‘engineer of souls’ and ‘political
technologist’. The scale of contemporary sociotechnical operations, which was
unimaginable in Benckendorff’s time, has been shaped by the structure of the
post-Soviet ruling elite, drawn in large part from the ranks of the former KGB.
This is hardly surprising: this elite possessed knowledge of the outside world
and exercised control over foreign trade, the media, academic institutions and
analytical centres. In its confrontation with the West, it drew on historical
experiences. Psychological pressure and physical violence have been employed
by all the Russian security structures, from Ivan the Terrible’s oprichnina, his
personal guard that enforced obedience through terror, to the secret chanceries
and the Okhrana, followed by the All-Russian Extraordinary Commission for
Combating Counter-Revolution and Sabotage (Cheka) and the KGB...

Sociotechnics, which compensates for internal difficulties with the imperial
hubris and arrogance of an authoritarian regime preoccupied with maintaining
order, security and sovereignty while claiming a role in shaping global affairs,
has become a lasting feature of Russia’s strategic culture, a speciality of the
security services and a priority of the governing apparatus. The concept of

‘soul engineering’ also contributed to the longevity of the imperial civilisational

model, in which an indispensable circle of decision-makers monopolises all the

It goes without saying that writers promptly responded to Stalin’s call and began organising an extensive structure
called the Union of Soviet Writers. Without membership in the Union, it was impossible to publish any work. Soon
after, at the All-Union Congress of Writers in 1934, the party officially announced its new cultural policy - socialist
realism. As a result, so-called production literature began featuring pioneers bringing civilisation and socialism to
Kazakhstan, Ukraine and other colonised republics (though the term “colonised” was reserved exclusively for the
hostile capitalist world), as well as various surrogate enemies, such as kulaks, foreign agents, traitors and Trotskyists.
However, the anger of the people was primarily directed towards the imperialist West by fuelling populist national-
ism. Production literature offered a simplistic interpretation of the world, its present state and the radiant prospects
of communism.

See ‘Poccmitcknmit nucatens, rospisatel.ru; Jlzen’, dzen.ru/rospisatel.
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instruments of persuasion (the media, education, culture, the security services,
the military and the Church) and compels citizens to abandon democratic
standards and values such as free elections, an independent judiciary, free
media and respect for human rights. It also imposes the patterns of a patriotic
education for the younger generation: sober-minded and ethically pure Chek-
ists; self-sacrificing, ‘mission-driven’ defenders of the homeland recruited from
among criminals like the infamous militant Arsen Pavlov, known as Motorola;
and the state’s true friends - the collaborators of the intelligence services drawn
from the ranks of scholars, poets and writers, such as Mendeleev and Tyutchev.

Sociotechnics helps to explain the elevated status of the state’s security
institutions. Entities that routinely overstep the legal boundaries for the use
of violence have long enjoyed the highest levels of public trust: the president,
as their commander-in-chief has 76%, the armed forces - 72% and the security
services - 60%. These consistently high approval ratings for the state and its
institutions do not reflect their performance, effectiveness or relationship with
the public. Instead, they stem from artificially constructed public perceptions, in
which the power ministries are portrayed as a bulwark against threats allegedly
emanating from the West that endanger both the regime and the population.
This also explains their role in the Russian-Western political discourse, which,
since its earliest days, has been characterised by informational confrontation,
active measures and hybrid techniques.

The rise of informational geopolitics accelerated work on the Military
Doctrine and the Information Security Doctrine of the Russian Federation, both
adopted in 2000, the first year of Putin’s presidency. These documents left no
doubt regarding the perception of threats. Among the internal challenges, the
former listed “hostile information operations (both information-technical and
information-psychological) detrimental to the military security of the Russian
Federation and its allies”. Among the features of modern warfare, it identified

“active information rivalry and the disorientation of public opinion in individual

countries and the global public opinion as a whole”. The international situation

at the time was described as marked by “the intensification of information war-
fare” and “the use of information technologies and other tools for aggressive,
expansionist purposes”. These were understood broadly, encompassing notions

such as “humanitarian intervention” and “spiritual subversion”.

The training of information warfare specialists, conducted under the FSB’s
supervision, has extended beyond the academic platform to include special pro-
jects such as the aforementioned Russian School of Analytics and the Academy
of Information Self-Defence. The security services have returned to proven
methods of recruiting agents from among journalists working in Western states,
generating fake content and preparing operational instructions, for example to
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support the narrative of ‘Western hypocrisy and degeneration’. Tried-and-tested

active measures have been adapted to new technological capabilities. Different
actors deploy different ‘weapons’: television journalists manipulate information,
omit key facts, use half-truths, amplify isolated incidents as norms and cher-
ry-pick data. Troll and hacktivist brigades, for their part, generate fake news,
conduct cyberattacks to disrupt information systems, paralyse information

channels deemed harmful to the Kremlin’s interests, create information noise,
steal and publish data to sow discord in targeted societies and influence electoral

outcomes. At the same time, the power ministries continue to operate on the

domestic front, actively participating in how citizens are educated, particularly
in the field of history, which is treated as a form of preventative medicine against
the ‘mental colonisation of Russia’s younger generations’.

Their current activity is often compared to that of the Cold War era; Rus-
sian analysts even interpret it as a symbolic act of revenge for the defeat in that
confrontation.’”” Furthermore, it functions as a tool of anti-Western propaganda,
as is the case with references to the offensive doctrine of ‘liberation’, contrasted
with the West’s defensive doctrine of ‘containment’. Today, the Western ap-
proach continues to focus primarily on countering disinformation, while the
more aggressive Russian doctrine serves as a means of expansion, though still
framed asliberation, now targeting the alleged victims of Western colonisation:
nations within the Russian Federation and foreign countries including Georgia,
Ukraine, Iraq and Syria.

The Cold War struggle is only one facet of Russia’s experience. As is made
clear by a longer analytical perspective, deception and manipulation are em-
bedded in its tradition and political/strategic culture. Equally enduring are the
stereotypes and leitmotif's of its communication strategy, which are projected
onto the world with the aim of highlighting crises in the West. The Kremlin’s
objective remains unchanged: to weaken the opposing bloc by consistently de-
monising it through a simplified, black-and-white worldview. The West, painted
inblack, is portrayed as deceitful, duplicitous and in decline, while Russia, pure
and white, appears as a wellspring of revitalising inspiration, a force destined
to liberate Europeans (and the so-called collective West) from their destructive
traditions, fill the void with genuine values and restore order to the chaotic
world of the new millennium.

See, for example: ‘Cepreit Kaparanos: Poccuu Hazo AymaTh, KaK I0OeINUTh B XOMOLHOM poiiae’, Poccuiickas rasera,
24June 2021, rg.ru; C. KaparaHos, ‘O HOBOJI X0JI0{HOI BOJIHE V1 PYCCKOI unee’, Poccuitckmii coBeT mmo MEXAyHapOLHBIM
nenam, 26 July 2021, russiancouncil.ru; ‘B3siTh peBaHII MOXHO, IVIIb OCO3HAB IIPOUTPHIII B XOIOAHOI BoiiHe - Kyp-
runsH’, KpacHas BecHa, 12 March 2023, rossaprimavera.ru; . JleBaHoB, ‘PeBanIl 3a ropajkeHe B X0NI0LHOV BOIHE',
TIposa.py, 4 October 2022, proza.ru.
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Forged through centuries of experience, the Russian school of manipulation
remains highly effective. Every form of Russian government - the tsarist, ‘the
people’s’ and the authoritarian - has consistently instilled ideas in its citizens
which shape the image of their country in opposition to the West. To confront the
West, those in power have always enlisted the cultural elite: journalists, writers,
publishers and academics. The resulting culture, science and information ‘front’
has served as more than just a vehicle for the Kremlin’s ideas and plans - it has
been a tool of power. By sketching an ideological blueprint of a perfect order,
it has promoted a vision of a desirable future and an ideal society. Meanwhile,
ordinary people, fed on myths, have accepted this patriotic and mobilising rhet-
oric without resistance - not only because they have been shaped to respond
this way, but also because they know from experience that resistance is futile.

Vladimir Putin himself is among the active ‘agents of influence’: he im-
poses a clear division between ‘us’ and ‘anti-us’, calls for a “purge of traitors
to strengthen Russia” and denounces the “accomplices of the West”."° In fact,
the methods and tools of political and ideological subversion used in external
operations, including acts of terror, assassinations of opponents, bombings of
residential buildings, disinformation, propaganda and corruption, have also
been employed to poison the minds of Russian citizens. They believe theirleader
when he tells them they have nothing to feel guilty about, because it was not
them who started the war. This is a war between two worlds - the American
and the Russian - and it is the latter, its ‘true’ values (as opposed to the West’s
‘mythical’ ones) and very existence, that is under threat. Everything that is bad,
they are told, comes from the forces of evil - the so-called collective West, the
Americans, NATO and their puppets in Central and Eastern Europe (a natural
sphere of Russian influence in this worldview), including the ‘Nazis and Ban-
derites’ in Kyiv as well as the Balts and Poles who desecrate the shared memory
and destroy Russian monuments. Russian people believe that the war against
Ukraine is not a war of conquest, because ‘Russia is already the world’s largest
country by territory’ and is also building a just global order. As Putin declare:*"
“This is about the principles on which the new world order will be based. Lasting

‘B Kpemue o6bsicHman caosa [lytuna o camoounuiesnnu Poccun’, PUA Hosocty, 17 March 2022, ria.ru.

See, for example: ‘Bragumup ITyTun: Poccus 3akaHYMBaeT BOVHY, HavaTyio Kuesom npu nopzepxke 3anaza’, Balt-
news, 5 October 2023, baltnews.com. In February 2024, two years into Russia’s brutal invasion of Ukraine, Putin ap-
peared on the weekly programme ‘Moscow, Kremlin, Putin’ on the Rossiya-1 channel, where he expressed only one
regret: that “active measures” against the West had not been taken earlier. He stated: “As I've said, it wasn’t us who
started this war - were merely trying to end it. At first, we tried to do this by peaceful means, through the Minsk
Agreements. As it later turned out, we were led by the nose: both the former German chancellor and the former
French president admitted this, stating publicly that they had no intention of honouring those agreements. They sim-
ply wanted to buy time to pump the Ukrainian regime full of weapons - and they succeeded. The only thing we can
regret is that we didn't launch our active measures earlier, as we assumed that we were dealing with decent people”.
See ‘OrBeTs! Ha BOIPOCHI xKypHanycTa [lasna 3apyouna’, President of Russia, 14 February 2024, kremlin.ru.
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peace will come when everyone feels safe. When they understand that their
voice is respected”. Putin’s aggressive messaging has fallen on fertile ground,
delivering the intended results, including outcomes as drastic as the physical
elimination of his political opponents, such as Boris Nemtsov and Alexei Navalny.

No one in the country has blamed the leader for failing to achieve any of the
objectives declared at the outset of the war against Ukraine. No one has criticised
the siloviki, nor the fact that the president expects them to reinforce and justify
his policies, or that he protects them using all possible means. Instruments of
coercion have silenced dissenters, while the official narrative has concealed any
shortcomings of the security services, such as the FSB’s flawed intelligence as-
sessments which predicted that Russia’s liberating’ army would receive support
from the local population and that Moscow would swiftly succeed in installing
a puppet leader in Kyiv. This plan envisaged the construction of a social and
political base that would ensure local support for the invasion. The adversary’s
strength was underestimated, while Russia’s own capacity was overstated.*?

However, dismissing Russia’s security services as amateurish would be
a serious misjudgement. They have retained their flexibility, adjusting their
approach to shifting international circumstances. They have been trained to
play the long game’, even from a position of weakness. They have repeatedly
succeeded in ‘waiting out’ the West and they expect to do so again. Russia draws
strength from the West’s ‘weakness’, which allegedly stems from its democratic
values, respect for the rule of law, the aforementioned doctrine of ‘containment’
and the pluralism of opinion. This diagnosis of Western ‘weakness’ remains
relevant today, even though nearly 200 years ago Marquis de Custine wrote in
this context:

“Instead of prudently concealing our weaknesses, we reveal them passion-
ately each day, while Russian policy, as secretive as it is Byzantine, carefully
hides what is thought, what is done and what is feared in Russia. We advance
openly, they move in secrecy - it is not a fair fight”.**

By contrast, Ukrainians have proven resistant to Russia’s sociotechnical
manipulation. Their distinct perception and critical evaluation of reality have
not only prevented the Kremlin from achieving its objectives, but have actually
pushed this prospect further away. The liberation narrative has also failed to
produce the desired results in the other post-Soviet states and in the Central and
Eastern European countries that once formed part of the so-called Eastern Bloc.
Centuries of experience living under the threat posed by Russia’s proximity have

412 S.Hedlund, ‘The collapse of the Russian military machine’, op. cit.; A. Jawor, ‘Nietrafione analizy rosyjskiego wywiadu
[opinia]’, op. cit.
413 A.de Custine, Letters from Russia, translated and edited by Robin Buss, Penguin Books, London 1991, p. 129.
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enabled these nations to take a realistic view of its ambitions for an imperial
reintegration of its sphere of influence.

Russian disinformation has fallen on more fertile ground in Western
Europe. There, Russia, and later the Soviet Union, succeeded in imposing its
perspective, for example regarding its annexations of neighbouring territories.
Russian/Soviet conquests are portrayed differently than the overseas possessions
of Britain, France and Spain. The country’s modern-era growth is not widely
recognised as a form of colonial expansion. The West still seems unaware of
how many peoples, nations and cultures were subjugated by the Russian, and
then Soviet, ‘civilisational community’. This perception is further reinforced
by the geopolitical framing of the ongoing debate, which imposes a form of
geographic, historical and cultural determinism on the surrounding region.
Russia’s self-interpretation of its own history, particularly its appropriation of
the Kyivan past and the glorification of its Patriotic Wars, persists to this day,
having been introduced to Western historians, who largely internalised them.**

The Kremlin has also successfully exploited the recurring belief that Europe
is decadent and weak. Politicians and intellectuals, debating the nature of its
crises, have long proclaimed the decline of the Old Continent - and continue to
do so. In 1918, the German philosopher Oswald Spengler put forward this idea
in his book titled The Decline of the West, contrasting an ageing Europe with the
freshness of communism in the East and the power of fascism in the West. So-
viet-friendly intellectuals such as Jean-Paul Sartre, André Gide, Pablo Neruda
and John Reed also predicted the West’s imminent collapse. In the 18th century,
Voltaire displayed a similar fascination with the illusory image of the “empire
of the north”. Convinced that excessive freedom led to anarchy, he promoted
the image of Peter I and Catherine II's Russia as an enlightened and stable state
across Europe.

The third source of the effectiveness of this narrative, alongside disinforma-
tion-driven influence operations and Western empathy, is the widespread lack
of understanding of the real situations in Russia. The Tsarist Empire was home
to an ethnically and religiously diverse population, ranging from established
nations with state traditions, such as Lithuania and Georgia, to Siberian hunting
tribes and nomadic peoples from Central Asia. These groups are often conflated
with ethnic Russians; Russia itself is frequently mistaken for a nation-state.
The fragility of the ethical foundations of Orthodox civilisation is clear, for
example, in the liberal attitudes of its adherents towards abortion, divorce and
the consumption of alcohol. Russia’s so-called ‘superior’ traditional values are

414 E.M. Thompson, Imperial knowledge: Russian literature and colonialism, Greenwood Press: Westport, Connecticut, Lon-
don 2000, p. 185.
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presented in contrast to ‘degenerate’ Western ones, symbolised by ‘liberasty’
and ‘Gayropa’, which are the targets of attacks much like those that were once
directed at ‘bourgeois morality’. These historical and civilisational situations are
overlooked by the aforementioned ‘Russlandversteher’ (‘those who understand
Russia’), who insist that ‘Crimea has always been Russian’ and suggest freezing
the Russia-Ukraine conflict, as did Rolf Miitzenich, the head of Germany’s SPD
parliamentary group in March 2024. There is a risk that the Kremlin could take
steps to further strengthen this camp. Pacifist-leaning Western populations
are growing increasingly weary of the war and alarmed by its economic and
social consequences. Consequently, the will to provide support to Ukraine is
weakening among both Europeans and Americans.

For the rest of the world, however, Russia offers a different message: that
of ‘defending those wronged, humiliated and demeaned by the Anglo-Saxons’.
Seeking to revive bloc-based rivalry, it is building an authoritarian alliance with
countries of the so-called Global South and those that challenge the liberal vision
of the world and international relations. It is deepening cooperation with the
Arab states and North Korea, asserting its presence within BRICS and expand-
ing its engagement in Africa. Russia presents itself as a power bold enough to
challenge the West; in its anti-Western rhetoric, it draws on anti-colonial themes
that continue to resonate in African and Latin American countries. This is a key
factor in the context of Russia’s influence operations and strategic culture.

The very model of authoritarian leadership itself, projected as strong and
effective, also draws undemocratic actors to Russia. These states have been
helping Russia to circumvent sanctions and supporting it in votes at the United
Nations Security Council. While in Poland, Europe and the United States, stra-
tegic communication based on the ‘denazification’ of Ukraine appears absurd or
plainly ridiculous, it can be an effective tool of influence in countries untouched
by World War II. The narrative portraying the invasion of a neighbour as a proxy
war against the United States - and, more broadly, the so-called collective West -
finds a receptive audience in various parts of the world, including India, China,
South America and Africa.

Can Russia afford to wage war? No, but the Kremlin is indifferent to the costs.
It does not feel responsible for the lives of those sent to the battlefront. It would
seem that the only real problem, lies in the mobilisation techniques needed to
replenish its depleted troop numbers. It refines these methods continuously,
arming itself with new sociotechnical tools.

In line with the principles of the art of capturing minds, influence op-
erations regularly incorporate new influencers. One of the notable figures to
emerge in the 2021 season, which signalled a ‘new’ mental war waged by the
West against Russia (while in fact masking Moscow’s true intentions ahead of
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its full-scale invasion of Ukraine), was the aforementioned Andrei Ilnitsky.
An adviser to Defence Minister Shoigu, he rapidly expanded his online following,
attracting users who engaged with his posts and participated in confrontational
exchanges. He was active across media outlets associated with the military,
parliamentarians and the Russian Orthodox Church and quickly joined the
propaganda-based mainstream of persuasion. Ilnitsky argues that the ongoing
war reflects the West’s failure to take responsibility before the future, the past
and God. He claims that the West pursues a radiant liberal future while com-
pletely disregarding national interests (implicitly, those of Russia). The cynical
machinery of this evil world falsely imitates Christ and in truth represents
“the devilishly effective technology of the Antichrist”.*® While the writings of
Ilnitsky, a kandidat (equivalent to a PhD) of the military sciences, offer little in
the way of intellectual merit and fail to meet any standard applied to academic
work, their practical significance is difficult to overstate: their purpose is to
gain new supporters rather than to provoke critical thinking.

These researchers are waging their war in plain sight. On the website of
the Russian Political Science Association, two prominent contributors - Andrei
Manoilo (an expert for the organisation and a professor at Lomonosov Moscow
State University) and Konstantin Strigunov (an analyst with the Association of
Specialists in Information Operations and, in his own words, “a participant in
operations against the CIA in Venezuela in 2019”) identified a new US technology
of the “preventive delegitimisation of elections”. In their view, the refusal by
the United States and the EU to recognise the mandates of the ‘democratically’
elected presidents of Bolivia (2018), Venezuela (2019) and Belarus (2020) laid
the groundwork for a scenario that could one day be applied in Russia. A few
years ahead of the presidential election, they already offered accessible guidance:

“If Trump recognises Navalny as president (and Navalny is a political project
of the West), he'll immediately seize all the personal savings from our former
and future officials and state oligarchs and hand them over to that guy”.*°

Today’s ‘engineers of souls’ are constantly updating and expanding their
catalogue of anti-Western arguments. For example, the historian Yuri Erusalim-
sky from the University of Yaroslavl and Archimandrite Sylvester are co-authors
of a book on the chaos brought about by globalisation, and are reinforcing the

See Ilnitsky’s articles on the ITapramenTckas rasera website, pnp.ru.

A. Manoitno, K. CrpuryHos, ‘HoBble TeXHOIOTMY OPraHM3aly TOCYAAPCTBEHHBIX IIEPeBOPOTOB OT JluccaboHa Ko
Braamsocroxa, oT Kapaxaca o Muscka: lererutumusanys Be16opos’, ruspolitology.ru (the text has been removed,
but summaries remain available, for example: X. Tammuxmit, ‘Tlos KONMPKY: SKCIIEPTHI M3YYMUIN COBPEMEHHBIE Me-
TOZBI OpraHMsanyy rocnepesoporos’, Ussectus, 15 December 2020, iz.ru or E. Bynkuna, ‘VccnenosaTeny cpasHu-
VI OpraHyU3aIMIo IPOTecToB B Benopyccyn u Bexecyane’, Barnag, 15 December 2020, vz.ru); see also K. CTpuryHos,
A. Manorino, I. ®auim, ‘DeiikoBbIe HOBOCTH 1 TEXHOIOT VIS IIPEBEHTUBHOM LeIerUTIMI3ay BbI60pos’, IpaxcdaHuH.
Bblbopbl. Bracms 2022, no. 2(24).
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claim that the West has been educating a new ruling elite drawn from the ranks
of the Russian and Belarusian diaspora:

»”  Emigrants from Russia and Belarus are being trained at the school of strategic
propaganda in Riga and at similar institutions in Tallinn, Warsaw and Helsinki.
Western activity towards the Russian Federation and the Republic of Belarus is
overseen by NATO, Britain’s MI6 and the Pentagon. The financial support and
coordination of these centres are provided by the US Department of the Treasu-
ry, the US Agency for International Development (USAID), NATO and EU mem-
ber states, the European Endowment for Democracy, the Soros Foundation and
others. [...] Moreover, those who graduate from these institutions are specialists
ready to act in the field of destabilisation and exacerbating societal crises.*”

This publication was released under the auspices of the ‘International
Academy of Communicology’, an association that has been active for over
a decade: since 2013, it has published the journal Kommynukonozusa (Communi-
cology). The development of communication theory, considered the youngest
of the social sciences, is supported by the Russian Presidential Academy of the
National Economy and Public Administration. The journal’s editor is Professor
Felix Sharkov, head of the Department of Public Relations and Media Policy at
the same institution. This new field of knowledge has become a tool for stirring
anti-Western sentiment, shaping pro-Russian political discourse and mobilis-
ing young people both within Russia and across the CIS. The 2023 anniversary
conference called ‘Managing contemporary communications’ focused on the
media preferences of young people and their stimulated interests. Young con-
tent creators are awarded every year. In 2023, prizes were handed out in the
categories of ‘youth scientific perspective’, ‘patriotic publication’, ‘outstanding
author’ and ‘topic addressed’. The last of these was dominated by works with an
anti-Western slant.*® This suggests that the presidential academy has launched
yet another strategic project for educating young people, one aimed at preparing
them for living in an environment of prolonged mental and hybrid warfare.

Archimandrite Sylvester’s co-authorship is no coincidence. He serves as
chair of the Yaroslavl Historical Society, chaplain to the Russian Martial Arts
Union and advisor to the Foundation for the Socio-Economic Rehabilitation
of Employees and Veterans of the Special Services and Law Enforcement
Agencies. Religious propaganda occupies a special place within the arsenal of
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putl 2106a16H020 ynpasnexus, IpocraBIb 2022, pp. 41-42, at: klex.ru.

See, for example: A. 3aiines, ®. AxyH3sHOBa, ‘Tr010r115 GEJIKOB O CIIELoNepanyy Ha YKPauHe B IypPOBOIL Iy Ommd-
Hoit chepe’, Kommyrukonozus 2023, no. 11(4), communicology.ru; A. Xybesxosa, ‘MaHuUIyIaTUEHbIE IPYEMbI B GOPMU-
POBAHMY MeAMAIOBECTKM Ha TpUMepe TelekaHana Euronews’, Kommynuxonozus 2023, no. 11(4), communicology.ru.
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contemporary active measures, no longer remaining confined to traditional
verbal forms, but also manifested in action. The anti-Western ‘word’ is the
domain of the Church hierarchy, with Patriarch Kirill at its head. During the
annual Christmas meeting with deputies on 23 January 2024, he once again
proclaimed the decline of Europe:

»”  The Western elites are devastating the Christian legacy and disavowing the-
ir spiritual roots - everything that shaped Western civilisation and enabled
its past successes and achievements in science, culture and socio-political life.
The European House, to use a biblical expression, increasingly resembles whi-
tewashed tombs, which look beautiful on the outside but are full of dead bones
and decay on the inside (Gospel of Matthew 23:27-28). Yes, the building may still
seem attractive from the outside, with its grandeur and splendour, but its foun-
dations are hopelessly sinking, its corridors are crumbling and its load-bearing
walls are on the verge of collapse.””

The Patriarch’s message, disseminated through media channels, continues
the long tradition of the altar-throne alliance that dates back to the Grand Duchy
of Moscow. Today, the Orthodox Church’s persuasive influence is expressed in
more diverse ways, such as its participation in the military education of the
younger generations. For example, Sarov hosts an annual laser tag tournament
for children and teenagers, who compete for the cup of the prior of the Sarov
Spiritual Centre, affiliated with the local monastery.*”® The shooting-themed
event offers plenty of excitement, as players are eliminated when hit by a shot
from alaser assaultrifle. At the same time, the Church teaches that real strength
lies in the truth. And the truth, it asserts, is on Russia’s side, just as God is...
Much like Putin, it instils in believers the conviction that “those who fight for
the truth will go to heaven”.

These mechanisms of legitimising aggression should provoke resistance, as
Christianity explicitly rejects war as a means of resolving international problems.
Not in Russia though... Here, war has taken on a sacred dimension: framed as
a battle between good and evil, it has been elevated to the level of a Holy Rus
value.*” During church services, the faithful pray for the victory of the Rus-
sian world. The Russian Orthodox Church has not only introduced historical
commanders and heroes of World War Il and the Donbas conflict into its sacred
space, but has also embraced the figure of the modern ‘emperor’ - Vladimir

‘BeicTymrenne Casreitmero ITarpuapxa Kupunna Ha XII Poxxgecrsenckux IlapramenTckux Berpedax B Cosere Peze-
pauyy PO, The World Russian People’s Council, 23 January 2024, patriarchia.ru.

‘B CapoBe IIpOJiZeT TOPOLCKON TYPHUP IO JasepTary Ha Ky6oK JlyXOBHO-HAYYHOTO LIEHTPa CapOBCKOTO MOHACTHIPS,
Capos24, 3 November 2017, sarova4.ru.

See, for example, the resolution adopted by the World Russian People’s Council: ‘Haxas XXV BcemupHOTo pyccxoro
HapozHoro cobopa «Hacrosiuee u 6yayuiee Pycckoro mupa»’, 27 March 2024, patriarchia.ru.
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Putin. Clergymen bless the ‘holy war’, consecrate icons hung on tanks and
routinely preach that goodness is a quality of Russia, while evil is the mark of
the ‘Antichrist’ - the West. In doing so, they legitimise war crimes and promote
religious fundamentalism.

Journalists, scholars, clergymen, analysts, political scientists and cultural
figures are the frontline fighters in the visible battle for minds - its skirmish-
ers and ‘artillerymen’ in mass influence campaigns. These campaigns employ
a wide range of psychosocial tools, from overt propaganda and state-directed
science and culture, to the covert destabilisation of targeted countries, disin-
formation operations based on fabrications and even political assassinations
and state terrorism. Operating beneath the surface is the vast domain of active
intelligence and its networks, which rely on extra-legal methods of ‘delivering
justice’, ideological subversion, energy blackmail, migration and grain-related
leverage, nuclear threats, provocations and other so-called active measures. This
domain is the primary theatre of Russia’s war for the minds of Western societies,
which isaimed at dismantling the administrative-political, socio-economic and
cultural-ideological foundations of the targeted countries.

The war for minds is a battleground of meanings, symbols, stereotypes,
monuments and other ‘visible signs’; it is also narratives that impose a ‘single
correct’ interpretation, which have long been governed by the principles of rep-
etition and reversal (subversion) of the adversary’s messaging. The narratives
and moves that shape the desired interpretation may appear at different times,
but they serve similar functions and share a common context. The audience is not
required to rediscover their meanings or make an effort to decipher them - the
official interpretation provides the key. These messages are rooted in utopian
ideas and are accepted on faith. Putin’s aspiration to create a triune Ukraini-
an-Belarusian-Russian nation and impose a Russian order on Ukraine differs
little from the unification of the ‘Slavic world’ under the Russian crown and its
“liberation from the Turkish yoke” (as Tsar NicholasIjustified the Crimean War)
and Stalin’s ambition to implement the “final solution to the national question”
that would merge all Soviet peoples into a single, Russian-speaking Soviet nation.

As we can see, Russia continues to replicate previously tested techniques.
It imposes an imperial ideology on the rest of the world that once formed the
conceptual foundation of tsarism and Stalinism and now underpins Putinism,
as well as the force factor and the other key elements that bind the rulers, the
state and the citizens: a chauvinistic nationalism that underlies both isolationism
and universalism, a tendency towards idealism, support for imperial conquest
and the belief in Russia’s special mission. All of these have been reinforced
through myths and stereotypes. Fear of Western ideas compels the government
to keep society in a constant state of mobilisation and cultivate its anti-Western
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resilience by imposing a confrontational worldview. As in Orwell’s book, the
government spreads destruction while insisting that this will lead to national
rebirth. Today’s sociotechnical slogans, framed in opposition to the American
vision, are essentially its grotesque parody: the Kremlin, a global gangster,
presents itself as a benefactor of humanity, assassinations are rebranded as
cleansing the country from traitors, while death in a ‘holy war’ is portrayed as
a springboard to paradise.

Only a handful of Russians recognise the dangers this entails. The afore-
mentioned linguist and cultural scholar Hasan Huseynov has encapsulated
these dangers in the phrase ‘the fascisation of anti-fascism’. The opposition
writer Dmitry Bykov has also identified them as the primary mechanism driv-
ing Russia’s fascisation. He has argued that the essence of Russian fascism lies
in three elements: the idea of national exceptionalism, the constant search for
an enemy and the privileged position of the security services which operate
above the law. In his view, fascisation and totalitarianism are, in fact, inscribed
into Russian culture.**

The ‘fascisation of anti-fascism’ encapsulates the Kremlin’s inverted per-
spective: it attributes fascism to the NATO countries, claiming that they are
seeking to provoke a new world war. In this context, the Chairman of the State
Duma, Vyacheslav Volodin, has announced measures to step up the prevention
of subversive activities by Ukraine and its NATO supporters. These measures
include intensified censorship, the final resolution of the problem of opposition
movements, the consolidation and modernisation of society and its accelerated
de-Westernisation.*” To this end, another legislative proposal to tighten crim-
inal penalties for criticising the military was submitted to the Duma in late
January 2024. The draft law equated criticism of the war and the armed forces
with criminal activity threatening the security of the Russian Federation. Those
found guilty face the confiscation of property, financial assets and valuables, as
well as the revocation of academic and honorary titles.**

The conclusion is difficult to avoid: escalating military operations, intensi-
fying state repression, continuing war propaganda and confrontation with the
West and the consolidation of support for the authoritarian leader will remain
the primary tools for defusing internal tensions. However, these frictions will

JvuTpuii BBIKOB 0 TeHesyce pycckoro dammsma, Benymuii: npod. I. Ilmebunzna’, Przebinda Pisze, 11 March 2022,
youtube.com.

‘Trzecia wojna $wiatowa. Szef rosyjskiej Dumy ostrzega’, DW, 27 January 2024, dw.com.

The proposal concerned tightening existing legislation aimed at increasing Russians’ resistance to Western influence.
It was submitted to the Duma by Deputy Speaker Irina Yarovaya, Chair of the Culture Committee Yelena Yampol-
skaya and Chair of the Security Committee Vasily Piskarev. See ‘Bsiuecias Bomogus: KaX<[bIii, KTO [IBITAETCS Paspy-
mnTh Poccuto, IpeziaeT ee, NOJDKEH IIOHECTH 3acnysxeHHoe HakasaHue , The State Duma of the Russian Federation,
20 January 2024, duma.gov.ru; ‘Bomozus: mpoext o kobuckanyy 3a Geiiky 06 apmun BHecyT B [ocsymy 22 sHBaps,
BemomocTy, 20 January 2024, vedomosti.ru.
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undoubtedly continue to grow as the number of those killed and wounded rises
and the costs of sustaining the war continue to mount. Responsibility for all
of this has already been shifted onto the West and NATO, which are accused
of seeking to impose a liberal ethnocracy on the Russian world - in contrast to
Russia, which portrays itself as bringing ‘order and civilisation’. It is hard to
resist the impression that we have seen all this before.
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